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About This Book

This book is Volume 4 of the six-volume AIX 5L Version 5.1 Commands Reference, SBOF-1877, which
contains reference information on operating system commands. It describes the tasks each command
performs, how commands can be modified, how they handle input and output, who can run them, and
provides a master index for all six volumes.

For a quick reference list of commands arranged in functional groups, see Volume 6.

Who Should Use This Book

This book is intended for users of operating system commands.

How to Use This Book

A command is a request to perform an operation or run a program. You use commands to tell the
operating system what task you want it to perform. When commands are entered, they are deciphered by
a command interpreter (also known as a shell) and that task is processed.

Some commands can be entered simply by typing one word. It is also possible to combine commands so
that the output from one command becomes the input for another command. This is known as pipelining.

Flags further define the actions of commands. A flag is a modifier used with the command name on the
command line, usually preceded by a dash.

Commands can also be grouped together and stored in a file. These are known as shell procedures or
shell scripts. Instead of executing the commands individually, you execute the file that contains the
commands.

Some commands can be constructed using Web-based System Manager applications or the System
Management Interface Tool (SMIT).

Highlighting
The following highlighting conventions are used in this book:

Bold Identifies commands, subroutines, keywords, files, structures, directories, and other items whose
names are predefined by the system. Also identifies graphical objects such as buttons, labels, and
icons that the user selects.

Italics Identifies parameters whose actual names or values are to be supplied by the user.

Monospace Identifies examples of specific data values, examples of text similar to what you might see
displayed, examples of portions of program code similar to what you might write as a programmer,
messages from the system, or information you should actually type.

Format

Each command may include any of the following sections:

Purpose A description of the major function of each command.

Syntax A syntax diagram showing command line options.

Description A discussion of the command describing in detail its function and use.

Flags A list of command line flags and associated variables with an explanation of
how the flags modify the action of the command.

Parameters A list of command line parameters and their descriptions.

Subcommands A list of subcommands (for interactive commands) that explains their use.
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Exit Status A description of the exit values the command returns.

Security Specifies any permissions needed to run the command.

Examples Specific examples of how you can use the command.

Files A list of files used by the command.

Related Information A list of related commands in this book and related discussions in other books.

Listing of Installable Software Packages

To list the installable software package (fileset) of an individual command use the Islpp command with the
-w flag. For example, to list the fileset that owns the installp command, enter:

1slpp -w /usr/shin/installp

Output similar to the following displays:
File Fileset Type

/usr/sbin/installp bos.rte.install File

To list the fileset that owns all file names that contain installp, enter:
Islpp -w "*installp*"

Output similar to the following displays:

File Fileset Type
/usr/sbin/installp bos.rte.install File
/usr/clvm/sbin/Tinstallpv prpg.clvm File
/usr/1pp/bos.sysmgt/nim/methods/c_installp

bos.sysmgt.nim.client File

Syntax Diagrams
Command syntax is represented by syntax diagrams and usage statements.

Syntax diagrams are designed to provide information about how to enter the command on the command
line. A syntax diagram can tell you:

* Which flags can be entered on the command line

* Which flags must take a parameter

» Which flags have optional parameters

» Default values of flags and parameters, if any

* Which flags can and cannot be entered together

* Which flags and parameters are optional

* When you can repeat flag and parameter sequences.

Commands use the following conventions in their syntax diagrams:

» Diagram items that must be entered literally on the command line are in bold. These items include the
command name, flags, and literal characters.

» Diagram items representing variables that must be replaced by a name are in jtalics. These items
include parameters that follow flags and parameters that the command reads, such as Files and
Directories.

» Default values that do not have to be entered are in the normal font on a bold path.

The Sample Syntax Diagram illustrates the conventions used in syntax diagrams. Each part of the diagram
is labeled. An explanation of the labels follows the diagram.
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You interpret the example diagram as follows.

0 PATH LINE
1 COMMAND NAME

2 SINGLE CHOICE BOX

3 DEFAULT LINE

4 REPEAT ARROW

5 REQUIRED ITEM

6 GO TO NEXT LINE

7 CONTINUE DIAGRAM

8 OPTIONAL PARAMETER

9 DEFAULT VALUE

10 INPUT OR OUTPUT

11 FOOTNOTE

12 VERTICAL MARK

The path line begins the syntax diagram.

This item in the diagram is the name of the command you want to invoke. It
is in bold, which indicates that it must be entered exactly as it appears in the
diagram.

In the example diagram, the path branches into two paths after the command
name. You can follow either the lower path (discussed in item 2) or the upper
path (discussed in item 3).

If you follow the lower path, you encounter a box with the words one of over
it. You can choose only one item from this box.

If you follow the upper path, you bypass the single choice box, and enter
nothing. The bold line around the box is a default line, which means that you
do not have to enter anything from that part of the diagram. Exceptions are
usually explained under "Description.” One important exception, the blank
default line around input and output files, is explained in item 10.

When you follow a path that takes you to a box with an arrow around it, you
must choose at least one item from the box. Then you can either follow the
arrow back around and continue to choose items from the box, or you can
continue along the path. When following an arrow that goes around a box
(rather than an arrow that includes several branches in the diagram), do not
choose the same item more than once.

Following the branch with the repeat arrow is a branch with three choices and
no default line around them. This means that you must choose one of A, B, or
C.

If a diagram is too long to fit on one line, this character tells you to go to the
next line of the diagram to continue entering your command. Remember, the
diagram does not end until you reach the vertical mark.

This character shows you where to continue with the diagram after it breaks
on the previous line.

If a flag can (but does not have to) take a parameter, the path branches after
the flag. If you cannot enter a space between the flag and parameter, you are
told in a footnote.

Often, a command has default values or actions that it will follow if you do not
enter a specific item. These default values are indicated in normal font in the
default line if they are equivalent to something you could enter on the
command line (for example, a flag with a value). If the default is not
something you can enter on the command line, it is not indicated in the
diagram.

Note: Default values are included in the diagram for your information. It
is not necessary to enter them on the command line.
A command that can read either input files or standard input has an empty
default line above the file parameter. If the command can write its output to
either an output file or to standard output, it is also shown with an empty
default line above the output file parameter.

If a command can read only from standard input, an input file is not shown in
the diagram, and standard input is assumed. If a command writes only to
standard output, an output file is not shown in the diagram, and standard
output is assumed.

When you must supply a file name for input or output, the file parameter is
included in the diagram without an empty default line above it.

If a command has special requirements or restrictions, a footnote calls
attention to these differences.

This ends the syntax diagram.
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Running Commands in the Background

If you are going to run a command that takes a long time to process, you can specify that the command
run in the background. Background processing is a useful way to run programs that process slowly. To run
a command in the background, you use the & (ampersand) operator at the end of the command:

Commandé&

Once the process is running in the background, you can continue to work and enter other commands on
your system.

At times, you might want to run a command at a specified time or on a specific date. Using the cron
daemon, you can schedule commands to run automatically. Or, using the at and batch commands, you
can run commands at a later time or when the system load level permits.

Entering Commands

You typically enter commands following the shell prompt on the command line. The shell prompt can vary.
In the following examples, § is the prompt.

To display a list of the contents of your current directory, you would type Is and press the Enter key:
$1s

When you enter a command and it is running, the operating system does not display the shell prompt.
When the command completes its action, the system displays the prompt again. This indicates that you
can enter another command.

The general format for entering commands is:

Command Flag(s) Parameter

The flag alters the way a command works. Many commands have several flags. For example, if you type
the -l (long) flag following the Is command, the system provides additional information about the contents
of the current directory. The following example shows how to use the -l flag with the Is command:

$ 1s -1

A parameter consists of a string of characters that follows a command or a flag. It specifies data, such as
the name of a file or directory, or values. In the following example, the directory named /usr/bin is a
parameter:

$ 1s -1 /usr/bin

When entering commands, it is important to remember the following:
» Commands are usually entered in lowercase.
* Flags are usually prefixed with a - (minus sign).

* More than one command can be typed on the command line if the commands are separated by a ;
(semicolon).

» Long sequences of commands can be continued on the next line by using the \ (backslash). The
backslash is placed at the end of the first line. The following example shows the placement of the
backslash:

$ cat /usr/ust/mydir/mydata > \
/usr/usts/yourdir/yourdata

When certain commands are entered, the shell prompt changes. Because some commands are actually
programs (such as the telnet command), the prompt changes when you are operating within the
command. Any command that you issue within a program is known as a subcommand. When you exit the
program, the prompt returns to your shell prompt.
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The operating system can operate with different shells (for example, Bourne, C, or Korn) and the
commands that you enter are interpreted by the shell. Therefore, you must know what shell you are using
so that you can enter the commands in the correct format.

Stopping Commands

If you enter a command and then decide to stop that command from running, you can halt the command
from processing any further. To stop a command from processing, press the Interrupt key sequence
(usually Ctrl-C or Alt-Pause). When the process is stopped, your shell prompt returns and you can then
enter another command.

ISO 9000

ISO 9000 registered quality systems were used in the development and manufacturing of this product.

32-Bit and 64-Bit Support for the UNIX98 Specification

Beginning with Version 4.3, the operating system is designed to support The Open Group’s UNIX98
Specification for portability of UNIX-based operating systems. Many new interfaces, and some current
ones, have been added or enhanced to meet this specification, making Version 4.3 even more open and
portable for applications.

At the same time, compatibility with previous releases of the operating system is preserved. This is
accomplished by the creation of a new environment variable, which can be used to set the system
environment on a per-system, per-user, or per-process basis.

To determine the proper way to develop a UNIX98-portable application, you may need to refer to The
Open Group’s UNIX98 Specification, which can be obtained on a CD-ROM by ordering Go Solo 2: The
Authorized Guide to Version 2 of the Single UNIX Specification, ISBN: 0-13-575689-8, a book which
includes The Open Group’s UNIX98 Specification on a CD-ROM.

Related Information

The following books contain information about or related to commands:

o |AIX 5L Version 5.1 Technical Reference: Kernel and Quhcyefpme Volume 2
. |Distﬂ'b“ted SMIT 22 for AIX: Guide and Referencd
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Trademarks

The following terms are trademarks of International Business Machines Corporation in the United States,
other countries, or both:

* IBM

UNIX is a registered trademark of The Open Group in the United States and other countries.

Other company, product, or service names may be the trademarks or service marks of others.
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Alphabetical Listing of Commands

named Daemon

Purpose
Provides the server function for the Domain Name Protocol.

Syntax
lusr/sbin/named [ kd DebuglLevel | [ kd PortNumber | [ Bl BootFile |

Description

The /ust/sbin/named daemon is the server for the Domain Name Protocol (M). The named
daemon runs on name-server hosts and controls the domain-name resolution function.

Note: The named daemon can be controlled using the System Resource Controller (SRC) or the
System Management Interface Tool (SMIT). Use the Eﬁ file to start the daemon with each
system startup.

The named daemon listens for name-server requests gienerated bg resolver routines running on foreign
hosts. The daemon listens to the socket defined in the file; the entry in the /etc/services file
begins with domain. However, this socket assignment can be overridden using the -p flag on the command
line.

Note: The letc/resolv.cont file tells the local kernel and resolver routines to use the DOMAIN

protocol. The /etc/resolv.conf file must exist and contain either the local host’s address or the

loopback address (127.0.0.1), or be empty to use the named daemon on the DOMAIN name server

host. If the /etc/resolv.conf file does not exist, the local kernel and resolver routines use the
database. When this occurs, the named daemon does not function properly.

Manipulating the named Daemon with the System Resource Controller

The named daemon is a subsystem controlled by the System Resource Controller (BRd). The named
daemon is a member of the tepip system group. This daemon is disabled by default and can be
manipulated by the following SRC commands:

Etartsrd Starts a subsystem, group of subsystems, or a subserver.

m Stops a subsystem, group of subsystems, or a subserver.

kefresH Causes the named daemon to reread the /etc./named.boot file. Depending on
the contents of the file, the refresh command may or may not reload the
database.

tracesor Enables tracing of a subsystem, group of subsystems, or a subserver.

tracesoff Disables tracing of a subsystem, group of subsystems, or a subserver.

[ssrd Gets the status of a subsystem, group of subsystems, or a subserver.

Flags

-b BootFile Specifies an alternate boot file.

-d DebugLevel Provides a debugging option. The -d flag causes the named daemon to write

debugging information to a file named /var/tmp/named.run. The DebuglLevel
variable determines the level of messages printed, with valid levels from 1 to 11,
where level 11 supplies the most information.
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-p PortNumber Reassigns the Internet socket where the named daemon listens for DOMAIN
requests. If this variable is not specified, the named daemon listens to the socket
defined in the [etc/serviced file; the entry in the /etc/services file begins with
domain.

Signals

The following signals have the specified effect when sent to the named daemon process using the kil
command:

SIGHUP The named daemon rereads the /etc/named.boot file. Depending on the
contents of the file, the SIGHUP signal may or may not reload the database.
SIGINT The named daemon dumps the current database to a file named

Ivar/tmp/named_dump.db.

In the dump file, names with the label name error indicate negative cache
entries. This happens when a server responds that the specified domain name
does not exist. Names labeled as data error also indicate negative cache entries.
This happens when a server responds that there are no records of the specified
type for the (valid) domain name.

SIGUSR1 The named daemon turns on debugging; each subsequent SIGUSR1 signal
increments the debugging level. The debugging information is written to the
Ivar/tmp/named.run file.

SIGUSR2 The named daemon turns off debugging.
SIGABRT/SIGIOT The named daemon dumps the current statistics to the /var/tmp/named.stat file.
Examples

1. To start the named daemon normally, enter the following:
startsrc -s named

This command starts the daemon. You can use this command in the re.tcpip file or on the command
line. The -s flag specifies that the subsystem that follows is to be started. The process ID of the
named daemon is stored in the /etc/named.pid file upon startup.

2. To stop the named daemon normally, enter:
stopsrc -s named

This command stops the daemon. The -s flag specifies that the subsystem that follows is to be
stopped.

3. To get short status from the named daemon, enter:
1ssrc -s named

This command returns the name of the daemon, the process ID of the daemon, and the state of the
daemon (active or inactive).

4. To enable debugging for the named daemon, enter:
traceson -s named

OR
ki1l -30 'cat /etc/named.pid’

The named daemon turns on debugging in response to either of these commands; each subsequent
command increments the debugging level. The debugging information is written to the
Ivar/tmp/named.run file.

5. To turn off debugging for the named daemon, enter:
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tracesoff

OR
ki1l -35 'cat /etc/named.pid’

Either of these commands immediately turns off all debugging.

6. To start the named daemon at the highest debugging level using the startsrc command, enter the
following:

startsrc -s named -a "-d 11"

This command writes debugging messages to the /var/tmp/named.run file.
7. To view the contents of the DHCP Server database files /etc/dhcpsd.ar and /etc/dhcpsd.cr, enter:

Issrc -1 -s dhcpsd
Files
lusr/sbin/named Contains the named daemon.
letc/resolv.conf Specifies the use of domain name services.
Initializes daemons at each system restart.
letc/named.pid Stores process IDs.
Defines socket service assignments.
/usr/samples/tcpip/named.boot Contains the sample named.boot file with directions for its use.
lusr/samples/tcpip/named.data Contains the sample DOMAIN data file with directions for its use.
lusr/samples/tcpip/hosts.awk Contains the sample awk script for converting an fete/hostd file to an
letc/named.data file. This file also contains directions for its use.
lusr/samples/tcpip/addrs.awk Contains the sample awk script for converting an fetc/hostd file to an
letc/named.rev file. This file also contains directions for its use.
lusr/samples/tcpip/named.dynamic Contains a dynamic database setup.

Related Information
The m command, kraceroutd command, kill command.

The lhamed.conf file format, DOMAIN Cachd file format, file format, DOMAIN Reversd
Datd file format, DOMAIN Local Datd file format, kesolv.cont file format.

[CCP/IP Name Resolution and [CCP/IP Daemand in AIX 5L Version 5.1 System Management Concepts:

Operating System and Devices.

Configuring Name Serverd and Planning for DOMAIN Name Resolutiod in AIX 5L Version 5.1 System

Management Concepts: Operating System and Devices.

named4 Daemon

Purpose
Provides the server function for the Domain Name Protocol.

Syntax
lusr/sbin/named4 [E DebugLevel ] [ E PortNumber ] | Ed BootFile ]

Description

The /usr/sbin/named4 daemon is the server for the Domain Name Protocol (DOMAIN). The named4
daemon runs on name-server hosts and controls the domain-name resolution function.
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This operating system provides two name server daemons, the named4 daemon and the named8
daemon. While both provide the same service of domain-name resolution, the named8 daemon supports
the more robust configuration file named.conf. The named4 daemon is provided and enabled by default
for backwards compatibility as it is configured with the more simplistic named.boot file.

Selection of which name server daemon to use is controlled by the /usr/sbin/named and
lusr/sbin/named-xfer symbolic links. By default, these are links to the named4 and named4-xfer
executables, but can be changed to reference the named8 and named8-xfer executables. Note that it is
required that both symbolic links are changed in tandem, as the version 4 name server is not compatible
with the version 8 zone transfer, and visa-versa.

Note:The named4 daemon can be controlled using the System Resource Controller (SRC) or the
System Management Interface Tool (SMIT). Use the rc.tcpip file to start the daemon with each
system startup.

Thenamed4daemon listens for name-server requests generated by resolver routines running on foreign
hosts. The daemon listens to the socket defined in the /etc/services file; the entry in the /etc/services file
begins with domain . However, this socket assignment can be overridden using the -pflag on the command

line.

Note:The /etc/resolv.conf file tells the local kernel and resolver routines to use the DOMAIN
protocol. The /etc/resolv.conf file must exist and contain either the local host’s address or the
loopback address (127.0.0.1), or be empty to use the named4 daemon on the DOMAIN name server
host. If the /etc/resolv.conf file does not exist, the local kernel and resolver routines use the
letc/hosts database. When this occurs, the named4daemon does not function properly.

Manipulating the named4 Daemon with the System Resource Controller

The named4 daemon is a subsystem controlled by the System Resource Controller (SRC). The nhamed4
daemon is a member of the tepip system group. This daemon is disabled by default and can be
manipulated by the following SRC commands:

startsrc Starts a subsystem, group of subsystems, or a subserver.

stopsrc Stops a subsystem, group of subsystems, or a subserver.

refresh Causes the named4daemon to reread the /etc./named.boot file. Depending on
the contents of the file, the refresh command may or may not reload the
database.

traceson Enables tracing of a subsystem, group of subsystems, or a subserver.

tracesoff Disables tracing of a subsystem, group of subsystems, or a subserver.

Issrc Gets the status of a subsystem, group of subsystems, or a subserver.

Flags

-bBootFile Specifies an alternate boot file.

-dDebugLevel Provides a debugging option. The -d flag causes the named4daemon to write
debugging information to a file named /var/tmp/named.run. The DebugLevel
variable determines the level of messages printed, with valid levels from 1 to 11,
where level 11 supplies the most information.

-pPortNumber Reassigns the Internet socket where thenamed4daemon listens for DOMAIN
requests. If this variable is not specified, thenamed4daemon listens to the socket
defined in the /etc/services file; the entry in the /etc/services file begins with
domain .

Signals
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The following signals have the specified effect when sent to the named4 daemon process using the Kkill

command:

SIGHUP Thenamed4 daemon rereads the /etc/named.bootfile. Depending on the
contents of the file, the SIGHUP signal may or may not reload the database.

SIGINT The named4 daemon dumps the current database to a file
named/var/tmp/named_dump.db.
In the dump file, names with the label name error indicate negative cache
entries. This happens when a server responds that the specified domain name
does not exist. Names labeled as data error also indicate negative cache entries.
This happens when a server responds that there are no records of the specified
type for the (valid) domain name.

SIGUSR1 Thenamed4 daemon turns on debugging; each subsequent SIGUSR1 signal
increments the debugging level. The debugging information is written to the
Ivar/tmp/named.run file.

SIGUSR2 Thenamed4 daemon turns off debugging.

SIGABRT/SIGIOT Thenamed4 daemon dumps the current statistics to the /var/tmp/named.stat file.

Examples

1.

To start the named4 daemon normally, enter the following:
startsrc -s named

This command starts the daemon. You can use this command in the rc.tcpip file or on the command
line. The -s flag specifies that the subsystem that follows is to be started. The process ID of the
named4 daemon is stored in the /etc/named.pid file upon startup.

To stop the named4 daemon normally, enter:
stopsrc -s named

This command stops the daemon. The -s flag specifies that the subsystem that follows is to be
stopped.

To get short status from the named4 daemon, enter:
1ssrc -s named

This command returns the name of the daemon, the process ID of the daemon, and the state of the
daemon (active or inactive).

To enable debugging for the named4 daemon, enter:
traceson -s named

OR
ki1l -30 ‘cat /etc/named.pid’

Thenamed4 daemon turns on debugging in response to either of these commands; each subsequent
command increments the debugging level. The debugging information is written to the
Ivar/tmp/named.run file.

To turn off debugging for the named4 daemon, enter:
tracesoff

OR
ki1l -35 ‘cat /etc/named.pid’

Either of these commands immediately turns off all debugging.
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6. To start the named4 daemon at the highest debugging level using the startsrc command, enter the
following:

startsrc -s named -a -d 11

This command writes debugging messages to the /var/tmp/named.run file.

Files

lusr/sbin/named4 Contains the named daemon.

letc/resolv.conf Specifies the use of domain name services.

letc/re.tcpip Initializes daemons at each system restart.

letc/named.pid Stores process IDs.

letc/services Defines socket service assignments.

lusr/samples/tcpip/named.boot Contains the sample named.boot file with directions for its use.

lusr/samples/tcpip/named.data Contains the sample DOMAIN data file with directions for its use.

lustr/samples/tcpip/hosts.awk Contains the sample awk script for converting an /etc/hosts file to an
letc/named.data file. This file also contains directions for its use.

lusr/samples/tcpip/addrs.awk Contains the sample awk script for converting an /etc/hosts file to an
letc/named.rev file. This file also contains directions for its use.

lusr/samples/tcpip/named.dynamic Contains a dynamic database setup.

Related Information
The m command, kraceroutd command, kill command.

The lhamedd daemon.

The lhamed conf file format, DOMAIN Cachd file format, DOMAIN Datd file format, DOMAIN Reversd
Datd file format, DOMAIN 1 acal Datd file format, kesolv.cont file format.

[LCP/IP Name Resolution and [CCP/IP Daemand in AIX 5L Version 5.1 System Management Guide:
Communications and Networks.

Configuring Name Serverd and Planning for DOMAIN Name Resolutiod in A/IX 5L Version 5.1 System

Management Guide: Communications and Networks.

named8 Daemon

Purpose
Provides the server function for the Domain Name Protocol.

Syntax

Jusr/sbin/nameds [ kd Debu Level ] [ E PortNumber ] [E ConfFile ] [ Eud WorkingDirectory | [E
RootDirectory | [Eq 11 1 [ K ]

Description

The /usr/sbin/named8 daemon is the server for the Domain Name Protocol (DOMAIN). The hamed8
daemon runs on name server hosts and controls the domain-name resolution function.

This operating system provides two name server daemons, the named4 daemon and the named8

daemon. While both provide the same service of domain-name resolution, the named8 daemon supports
the more robust configuration file named.conf. The named8 daemon is also more current, supporting
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newer specifications, and containing many security fixes. The named4 daemon is being phased out of
service in support of the named8 daemon, and as a result, users are encouraged to migrate their name
server installations to the newer configuration format.

Selection of which name server daemon to use is controlled by the /usr/sbin/named and
lusr/sbin/named-xfer symbolic links. By default, these are links to the named4 and named4-xfer
executables, but can be changed to reference the named8 and named8-xfer executables. Note that it is
required that both symbolic links are changed in tandem, as the version 4 name server is not compatible
with the version 8 zone transfer, and vice-versa.

Note: The named8 daemon can be controlled using the System Resource Controller (SRC) or the
System Management Interface Tool (SMIT). Use the rc.tcpip file to start the daemon with each
system startup.

The named8 daemon listens for name-server requests generated by resolver routines running on foreign
hosts. The daemon listens to the socket defined in the /etc/services file; the entry in the /etc/services file
begins with domain. However, this socket assignment can be overridden using the -p flag on the command

line.

Note: The /etc/resolv.conf file tells the local kernel and resolver routines to use the DOMAIN
protocol. The /etc/resolv.conf file must exist and contain either the local host’s address or the
loopback address (127.0.0.1) to use the named8 daemon on the DOMAIN name server host. If the
letc/resolv.conf file does not exist, the local kernel and resolver routines use the /etc/hosts
database. When this occurs, the named8 daemon does not function properly.

Manipulating the named8 Daemon with the System Resource Controller

The named8 daemon is a subsystem controlled by the System Resource Controller (SRC). The named8
daemon is a member of the tepip system group. This daemon is disabled by default and can be
manipulated by the following SRC commands:

startsrc Starts a subsystem, group of subsystems,or a subserver.

stopsrc Stops a subsystem, group of subsystems, or a subserver.

refresh Causes the named8 daemon to reread the /etc/named.conf file. Depending on
the contents of the file, the refresh command may or may not reload the listed
databases.

traceson Enables tracing of a subsystem, group of subsystems, or a subserver.

tracesoff Disables tracing of a subsystem, group of subsystems, or a subserver.

Issrc Gets the status of a subsystem, group of subsystems, or a subserver.

Flags

-b | -cConfFile Specifies an alternate configuration file.

-dDebuglevel Provides a debugging option. The -d flag causes the named8 daemon to write
debugging information to a file named by default /var/tmp/named.run. The
Debuglevel variable determines the level of messages printed, with valid levels
from 1 to 11, where level 11 supplies the most information.

-pPortNumber Reassigns the Internet socket where the named8 daemon listens for DOMAIN
requests. If this variable is not specified, the named8 daemon listens to the
socket defined in the /etc/services file; the entry in the /etc/services file begins
with domain.

-w WorkingDirectory Changes the working directory of the named8 daemon. This option can be
specified or overridden by the "directory” configuration option.

-tRootDirectory Specifies a directory to be the new root directory for the named8 daemon using
the chroot command.

-q Enables logging of all name service queries.
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-r

-f

Disables the server’s ability to recurse and resolve queries outside of the server’s
local databases.

Indicates to run the name server daemon in the foreground rather than becoming
a background job.

Signals

The following signals have the specified effect when sent to the named8 daemon process using the Kkill

command:

SIGHUP The named8 daemon rereads the /etc/named.conffile. Depending on the
contents of the file, the SIGHUP signal may or may not reload the listed
databases.

SIGILL Dumps statistics data into named.stats. Statistics data is appended to the file.

SIGINT The named8 daemon dumps the current database to a file named
Ivar/tmp/named_dump.db.

In the dump file, names with the label name error indicate negative cache
entries. This happens when a server responds that the specified domain name
does not exist. Names labeled as data error also indicate negative cache entries.
This happens when a server responds that there are no records of the specified
type for the (valid) domain name.

SIGUSR1 The named8 daemon turns on debugging; each subsequent SIGUSR1 signal
increments the debugging level. The debugging information is written to the
Ivar/tmp/named.run file.

SIGUSR2 The named8 daemon turns off debugging.

Examples

1.

To start the named8 daemon normally, enter the following:
startsrc -s named

This command starts the daemon. You can use this command in the rc.tcpip file or on the command
line. The -s flag specifies that the subsystem that follows is to be started. The process ID of the
named8 daemon is stored in the /etc/named.pid file upon startup.

To stop the named8 daemon normally, enter:

stopsrc -s named

This command stops the daemon. The -s flag specifies that the subsystem that follows is to be
stopped.

To get short status from the named8 daemon, enter:
1ssrc -s named

This command returns the name of the daemon, the process ID of the daemon, and the state of the
daemon (active or inactive).

To enable debugging for the named8 daemon, enter:
traceson -s named

OR
ki1l -30 ‘cat /etc/named.pid’

The named8 daemon turns on debugging in response to either of these commands; each subsequent
command increments the debugging level. The debugging information is written to the
Ivar/tmp/named.run file.

8 Commands Reference, Volume 4



5. To turn off debugging for the named8 daemon, enter:

tracesoff

OR

ki1l -35 'cat /etc/named.pid’

Either of these commands immediately turns off all debugging.
6. To start the named8 daemon at the highest debugging level using the startsrc command, enter the

following:
startsrc -s named -a -dl1

This command writes debugging messages to the /var/tmp/named.run file.

Files

lusr/sbin/named8
/usr/sbin/named8-xfer

/etc/named.conf

letc/resolv.conf

letc/re.tcpip

letc/named.pid

letc/services
/usr/samples/tcpip/named.conf
lusr/samples/tcpip/named.data
lusr/samples/tcpip/hosts.awk

lusr/samples/tcpip/addrs.awk

Related Information

Contains the named8 daemon.

Provides the functionality of the slave name server’s inbound zone
transfer.

Specifies the configuration of the named8 daemon including some
basic behaviors, logging options, and locations of the local databases.
Specifies the use of domain name services.

Initializes daemons at each system restart.

Stores process ID.

Defines socket service assignments.

Contains the sample named.conf file with directions for its use.
Contains the sample DOMAIN data file with directions for its use.
Contains the sample awk script for converting an /etc/hosts file to an
letc/named.data file. This file also contains directions for its use.
Contains the sample awk script for converting an /etc/hosts file to an
letc/named.rev file. This file also contains directions for its use.

The hslookugd command, kracerautd command, kill command, Ehraal command.
The hamedd daemon.

The hamed.conf file format, DOMAIN Cachd file format, file format, DOMAIN Reversd
file format, DOMAIN Local Datd file format, kesalv.conf file format.

CCP/IP Name Resolution and [CCP/IP Daemond in AIX 5L Version 5.1 System Management Guide:
Communications and Networks.

Configuring Name Serverd and Planning for DOMAIN Name Resolutiod in AIX 5L Version 5.1 System

Management Guide: Communications and Networks.

namerslv Command

Purpose

Directly manipulates domain name server entries for local resolver routines in the system configuration
database.
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Syntax

To Add a Name Server Entry
namerslv kd { i /PAddress | ED DomainNamel ES SearchList}

To Delete a Name Server Entry
namerslv {D IPAddress | I ﬂ}

To Delete All Name Server Entries
namerslv X | ]

To Chan&e a Name Server Entry
namerslv DomainName

To Display a Name Server Entry
namerslv ks | Hitd O 10 E]

To Create the Configuration Database File
namerslvm[ H IPAddress [ DomainName | [ i SearchList | ]

To Rename the Configuration Database File
namerslv FileName

To Move the Configuration Database File to Prevent Name Server Use
namerslv

To Import a File into the Configuration Database File
namerslv FileName

To Chan%e a Search List Entry
namerslv Search List

Description

The namerslv low-level command adds or deletes domain name server entries for local resolver routines
in the system configuration database. By default, the system configuration database is contained in the
Jetc/iasaivcan fil.

To use a name server, do one of the following:
» Specify a file name to use as the system configuration database.
» Specify an Internet Protocol address and, optionally, a domain name.

The namerslv command can show one or all domain name server entries in the system configuration
database. The namerslv command can also rename the /etc/resolv.conf file so that it stops using a
name server.

There are three types of domain name server entries:
* A domain entry identifying the name of the local Internet domain.

* A name server entry that identifies the Internet address of a domain name server for the local domain.
The address must be in dotted decimal format.

» A search list entry that lists all the domains to search when resolving hostnames. This is a space
delimited list.

One domain entry and a maximum of three name server entries can exist in the system configuration

database. The MAXNS global variable in the /usr/include/resolv.h file defines the maximum number of
name servers. One search entry can exist.
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You can use the Web-based System Manager Network application (wsm network fast path) to run this
command. You could also use the System Management Interface Tool (SMIT) smit namerslv fast path to

run this command.

Flags
-a

-B FileName
-b

-C

-¢c DomainName

-D

-d

-E FileName

-e

-l
-i IPAddress

-n

-S SearchlList
-s

Examples

Adds an entry to the system configuration database. The -a flag must be used with either
the H or ED flag.

Restores the /etc/resolv.conf file from the file specified by the FileName variable.
Creates the system configuration database, using the /etc/resolv.conf.sv file. If the
letc/resolv.conf.sv file does not exist, an error is returned.

Note: The /etc/resolv.conf.sv file is not shipped with the system. You have to create

the file before the -b flag will work.
Changes the search list in the /etc/resolv.conf file.
Changes the domain name in the system configuration database.
Indicates that the command deals with the domain name entry.
Deletes an entry in the system configuration database. It must be used with the ¥
IPAddress flag or the Id flag. The -i flag deletes a name server entry. The -n flag deletes
the domain name entry.
Renames the system configuration database file, so you can stop using a name server. The
/etc/@ﬁ file is moved to the file specified by the FileName variable.
Moves the /etc/resolv.conf file to the /etc/resolv.conf.sv file, preventing use of a name
server.
(Uppercase i) Specifies that the -s flag or -X flag should print all name server entries.
Indicates that the command deals with a name server entry. Use dotted decimal format for
the given IP address.
(lowercase L) Specifies that the operation is on the search list. Use this flag with the -d and
-s flag.
Specifies that the operation is on the domain name. Use this flag with the -d flag and the -s
flag.
Changes the search list in the system configuration database.
Shows all domain and name server entries in the configuration system database. If you use
the H flag, the namerslv command shows all name server entries. If you use the Ed flag,
the namerslv command shows the domain name entry found in the database.
Deletes all entries in the database. Use the -l flag with this flag to delete all name server
entries.
Generates the output of the query in colon format. This flag is used when the namersiv
command is called from the SMIT usability interface.

1. To add a domain entry with a domain name of abc.aus.century.com, enter:

namerslv Q E abc.aus.century.com

2. To change the abc.aus.century.com domain entry to the domain name xyz.aus.century.com, enter:

namerslv xyz.aus.century.com
3. To add a name server entry with IP address 192.9.201.1, enter:

namerslv Ed [ 192.9.201.1

4. To show all system configuration database entries related to domain name server information used by
local resolver routines, enter:

namerslv G

The output is given in the following format:
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domain xyz.aus.century.com
name server 192.9.201.1

5. To rename the /etc/resolv.conf file to stop using the name server and specify the new file name,
/etc/resolv.back, enter:

namerslv LA /etc/resolv.back

Files
lusr/sbin/namersiv Contains the namerslv command.
letc/tesolv.con {

Contains the default system configuration database.
letc/resolv.conf.sv Contains the old system configuration database.

Related Information
The khnamsy command, Isnamsy command, mknamsy command, m command, kmnamsy

command, traceroutd command.

Naming and [CCPAP Daemand in AIX 5L Version 5.1 System Management Guide: Communications and
Networks.

For information on installing the Web-based System Manager, see Chapter 2 Installation and Systen

in AIX 5L Version 5.1 Web-based System Manager Administration Guide.

The [LCP/AP Referencd in AIX 5L Version 5.1 System Management Guide: Communications and Networks.

ncheck Command

Purpose
Generates path names from i-node numbers.

Syntax
ncheck [ [[ Ed 1 [ B imNumber ... 111 [ Ed 1 1[ FileSystem ]

Description

The ncheck command displays the i-node number and path names for filesystem files. It uses question
marks (??) displayed in the path to indicate a component that could not be found. Path names displayed
with ... (ellipses) at the beginning indicate either a loop or a path name of greater than 10 entries. The
ncheck command uses a simple hashing alogrithm to reconstruct the path names that it displays.
Because of this, it is restricted to filesystems with less than 50,000 directory entries.

Flags

-a Lists the . (dot) and .. (dot dot) file names.

-i InNumber Lists only the file or files specified by the InNumber parameter.

-s Lists only special files and files with set-user-ID mode.

Examples

1. To list the i-node number and path name of each file in the default file systems, enter:
ncheck
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2. To list all the files in a specified file system, enter:
ncheck Ed /

This lists the i-node number and path name of each file in the / (root) file system, including the .(dot)
and .. (dot dot) entries in each directory.

3. To list the name of a file when you know its i-node number, enter:
ncheck Ld 690 357 280 /tmp

This lists the i-node number and path name for every file in the /tmp file system with i-node numbers
of 690, 357, or 280. If a file has more than one link, all of its path names are listed.

4. To list special and set-user-ID files, enter:
ncheck Ed /

This lists the i-node and path name for every file in the / (root) file system that is a special file (also
called a device file) or that has set-user-ID mode enabled.

Related Information
The scld command, Eorl command.

The Eile Systems Querview for System Managemeni in AIX 5L Version 5.1 System Management Guide:

Operating System and Devices.

ndp Command

Purpose
IPv6 neighbor discovery display and control.

Syntax
ndp [ fn ] hostname

ndp [ i ] kd
ndp [ Ed ] hostname

ndp [ H interface_index | Ed hostname addr [ temp |

Description

The ndp program displays and modifies the IPv6-to-Ethernet, or the IPv6-to-TokenRing address translation
tables used by the IPv6 neighbor discovery protocol.

With no flags, the program displays the current ndp entry for hostname. The host may be specified by
name or by number, using IPv6 textual notation.

Flags

-a Displays all of the current ndp entries.

-d Lets a super-user delete an entry for the host called hostname with the -d flag.

- i interface_index Specifies the index of the interface to use when an ndp entry is added with the -s

flag (useful with the local-link interface).
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-n Shows network addresses as numbers (normally ndp attempts to display
addresses symbolically).

- s hostname addr Creates an ndp entry for hostname with the Hardware address addr. The
Hardware address is given as six hex bytes separated by colons. The entry is
permanent unless the temp is specified in the command.

Examples
This is an example output from the - a flag:

# ndp -a

e-crankvé (::903:9182) at link#2 0:20:af:db:b8:cf

e-crankvb-11 (fe80:0:100::20:afdb:b8cf) at 1ink#2 0:20:af:db:b8:cf
# ndp -d e-crankv6-11

e-crankvb-11 (fe80:0:100::20:afdb:b8cf) deleted

Related Information
The m command, m command, W command, utoconf8 command.

ndpd-host Daemon

Purpose
NDP daemon for an host.

Syntax
ndpd-host [ Ed] [ b [ H]

Description

The ndpd-host command manages the Neighbor Discovery Protocol (NDP) for non-kernel activities:
Router Discovery, Prefix Discovery, Parameter Discovery and Redirects. The ndpd-host command deals
with the default route, including default router, default interface and default interface address.

Interfaces

The ndpd-host command knows about IEEE and CTI point to point interfaces. The ndpd-host command
exchanges packets on all the known interfaces UP with a Link-Local Address. Any change of status of an
interface is detected. If an interface goes down or loses its Link-Local address, the NDP processing is
stopped on this interface. If an interface goes up, the NDP processing is started.

The IEEE interfaces are configured using the autoconfé command. The PPP interfaces are configured
using the pppd daemon. The token negotiation defines the Link-Local addresses. In order to send Router
Advertisements over a CTI configured tunnel, it must have local and distant Link-Local addresses.

Note: For all the up point to point interfaces, ndpd-host sets a local route via 100 for local

addresses.
Flags
-d Enables debugging (exceptional conditions and dump).
-V Logs all interesting events (daemon.info and console).
-t Adds a time stamp in each log.
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Signals

SIGUSR1 Turns on verbose.

SIGUSR2 Turns off verbose.

SIGINT Dumps the current state of ndpd-host to syslog or stdout.
SIGTERM Cleans up ndpd-host and exits.

Related Information
The m command, koutd command, Butocont8 command, and the W command.

ndpd-router Daemon

Purpose
NDP and RIPng daemon for a router.

Syntax

ndpd-router [ Ed] [ Eglj [ En] [ EQl) [ Edlj [ Ed) [ Edh [ Enly [ BB (ES) [ Ed [ B [ Bl [ Ed pord] [ ED maximiniyiifel]] [
[inviife]l[deplife]] [ KX [reachtim]/[retrans]/[hlim]]

Description

The ndpd-router daemon manages the Neighbor Discovery Protocol (NDP) for non-kernel activities, it
provides Router Advertisements. It can also exchange routing information using the RIPng protocol.

The /etc/gateway6 file provides options for ndpd-router. This file can be modified while the program is
running. The changes are checked before any emission or reception of message, or on reception of the
HUP signal. The file contains directives, one by line (with # as comment). All the IPv6 addresses and
prefixes in the file must be in numeric form. No symbolic name is allowed. Except for the gateway
directive, each line begins with a keyword and is made of options of the form key = argument, separated
by spaces.

Interfaces

The ndpd-router daemon knows about IEEE and CTI point to point interfaces. The ndpd-router daemon
exchanges packets on all the known interfaces UP with a Link-Local Address. Any change of status of an
interface is detected. If an interface goes down or loses its Link-Local address, the NDP and RIPng

processing is stopped on this interface. If an interface goes up, the NDP and RIPng processing is started.

In order to send Router Advertisements and/or RIPng packets, both local and remote Link-Local addresses
must be configured.

Flags

-D max{min[/life]] Sends Unsolicited Router Advertisements at intervals from min to max seconds. Default max
value is 600 seconds, valid range is 4 to 1800 seconds. Default min equals to max/ 3, valid
range is from 1 to 0.75 * max. The router lifetime is set with /ife, default value is 10 * max.
Valid range is 0 to 65535 seconds.

-T Sets the BaseReachableTime field to reachim seconds, if reachim is not zero. If retrans is not

[reachtim]l[retrans]/[hlim] zero, sets the RetransTime field to retrans seconds. If hlim is not zero, sets the hop limit field
in Router Advertisements to hlim.

-M Sets the M flag (stateful configuration) in advertisements.
-0 Set the O flag (other stateful information) in advertisements
-p Do not offer prefixes (learned from interface configuration).
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-P [invlife]/[deplife]

-r
-S

Sets the invalid life value and the deprecated life value for announced prefixes (in seconds).
The default value is 0xffffffff (infinite).

Do not offer to be the default router in Router Advertisements.
Enables the RIPng protocol (the default is: RIPng disabled).
Enables the RIPng protocol, but does not send RIPng packets.
Broadcast a default route in RIPng.

Do not install routes received by RIPng.

Uses UDP port port for RIPng. The default is 521.

Uses split horizon without corrupting reverse for RIPng.

Do not use any split horizon for RIPng.

Enables debugging (exceptional conditions and dump).

Logs all interesting events (daemon.info and console).

Adds timestamps in logged messages.

Available directives

option [option-directive ...]
Set different per-interface options.

The possible option-directive are:

mtu [=miuval]

ripin = (nly)

rtadv = (nlylmin[/max])

flag = [MO]

life = dd
reach = dd
retrans = dd
if = list
interface = list

Advertise a MTU value of mtuval in router advertisements. If there is no mtuval
argument, the advertised MTU is the MTU of the interface. If mtuval is 0O,
suppress the advertisement of MTU.

Do not listen (listen) to incoming rip packets. Do not send (send) rip packets. With
the -S flag, do not use split horizon. With the -R flag, use split horizon without
poisoning reverse.

Do not send (send) router advertisements. With min[/max] option, set the interval
between router advertisements.

Sets the stateful mode flags in router advertisements.

M use stateful configuration

(o) use stateful configuration, but not for addresses

Sets the router life field in router advertisements (value in seconds).

Set the reachable field in router advertisements (value in seconds).

Set the retransmit interval field in router advertisements (value in seconds).

If there is no keyword, the option directive is a default option. If there is an
interface field, the option parameters apply only to the listed interfaces. list is
comma-separated. One can use le* to match all the leX interfaces. The default
option must be the first line in the /etc/gateway®é file.
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filter = (inlout) [filter-directive ...]

if = list
interface = list

Define a filter pattern for incoming (filter=in) or outgoing (filter=out) rip packets.
There is one incoming and one outgoing filter per interface, and one default
incoming and one default outgoing filter for interfaces without explicit filter.

Any received rip information is tested against the input filter of the interface, or, if
there is none, against the default input filter. The static interface routes are seen
as input information coming from the interface and from a gateway with the link
local address of the interface. The routes set by a gateway directive with a
gateway keyword are seen as input information coming from the specified
interface and gateway. The default route (-g flag) and the routes set by a gateway
directive without a gateway keyword are seen as input information coming from
gateway :: and no interface (the default input filter applies).

Any sent rip information is tested against the output filter of the interface, or, if
there is none, against the default output filter.

Each filter is a sequence of matching patterns. The patterns are tested in order.
Each pattern can test the prefix length, the source gateway (for input filters and
that the prefix (padded with zeroes) matches a fixed prefix. If a pattern contains
more than one test description, the match is the conjunction of all the tests. The
first matching pattern defines the action to perform. If no pattern matches, the
default action is accept. The possible actions are accept, reject and truncate/dd.
The last action means: if the pattern matches and if prefix length is greater or
equal to dd, accept the prefix with new length dd. The accepted prefix is
immediately accepted, that is, not checked again against the filters.

For example, the following directive inhibits sending host routes on any interface
without explicit outgoing filter:

filter=out Tength==128 action=reject

The possible filter-directive are:

prefix = xxx::/dd
The pattern matches only if xxx::/dd is a prefix of the prefix in the rip
packet.

gateway = xxx
The pattern matches only if the rip message comes from source address
xxx, only in incoming filters.

length = (=I>=l<=I<I>)dd
The pattern match only if the prefix length in the rip message is equal
(greater, less, ..) to dd.

action = (acceptlirejectltruncate/dd)
Specify the action to perform if the pattern matches: accept the
message, reject the message, accept but truncate the prefix to dd bits.
If there is no interface keyword, the filter directive is a default option. If there is
an interface field, the filter pattern is added at the end of the filters of all
specified interfaces. The list is comma-separated. You can use lex* to specify all
the leX interfaces.
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prefix [prefix-directive ...] Defines the prefixes announced in Router advertisement directives. If there is no
prefix-directive for an interface, the router advertisement contains the list of
prefixes deduced from the address list of the interface. If there are
prefix-directives, the router advertisement contains the list of prefixes defined by
the different prefix directives (in order). No prefix is installed in the kernel. If there
is one directive of the form prefix prefix=none, no prefix list is advertised.

The possible prefix-directive are:

prefix = xxx::/dd
The advertised prefix.
flag = [LA]
Set the L and/or A flag for the prefix (the default is LA).

deprec = dd
Set the deprecated time for the prefix (value in seconds).

valid = dd
Set the validity time for the prefix (value in seconds).
if = xx Specifies the interface on which the directive applies (mandatory).

interface = xx
The gateway directives allow to set routes in rip packets and/or in the kernel.

These directive must appear at the end of the /etc/gateway®6 file, after the other
directives.

The syntax is as follows:
xxx::/dd metric dd
xxx::/dd metric dd gateway zzz ifname

The second syntax is used to add the route in the kernel.

/etc/gateway6 Examples

On a site where all addresses are of the form 5f06:2200:c001:0200: xxxx, the following example means
that only one route, describing all the site, is exported on all the ctiXX interfaces.

Note: The keyword abbreviations shown are valid.
filt=out if=cti* pref=5f06:2200:c001:0200::/64 len=>=64 act=trunc/64

Setting a default outgoing route:
::/0 metric 2 gateway 5f06:2200:c102:0200::1 cti0

Declare that any cti interface active with rip defines a default route:
filter=in if=cti* act=trunc/0

The following example defines a site with an exterior connection ctiO, which aggregates other sites
connected through ctiX, and which uses split horizon without poisoned reverse. The order of the lines is
important, as all filter descriptions apply to ctiO.

option if=cti* ripout=R

filter=out if=cti0 prefix=5f06:2200::/24 len=>=24 act=trunc/24

filt=out if=cti* pref=5f06:2200:c001:0200::/64 len=>=64 act=trunc/64

filter=in if=cti0 act=trunc/0

filter=in if=cti* prefix=5f06:2200::/24 len=>=24 act=trunc/64

filter=in if=cti* act=reject

Diagnostics

All errors are logged at the daemon.err level, unless the debug option is set. This includes all the syntax
errors in the /etc/gateway®6 file and configuration mismatches between different routers.
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Signals

Ndpd-router responds to the following signals:

SIGINT Dumps its current state to syslog, if syslog is defined. Otherwise, dumped to
stdout.

SIGHUP The /etc/gatewayé file is read again.

SIGUSR1 Verbosity is incremented.

SIGUSR2 Verbosity is reset.

SIGTERM Resets to a resonable state and stops.

SIGQUIT Resets to a resonable state and stops.

Files

letc/gateway6

Related Information
The m command, kautel command, Butocant command, m command.

ndx Command

Purpose
Creates a subject-page index for a document.

Syntax
ndx [ SubjectFild | " [EarmatterCommandl ind "

Description

The ndx command, given a list of subjects (SubjectFile), searches a specified English-language document
and writes a subject-page index to standard output.

The document must include formatting directives for the mm, mmt, nroff, or troff commands. The
formatter command line informs the ndx command whether the troff command, nroff command, mm
command, or mmt command can be used to produce the final version of the document. These commands
do the following:

troff or mmt Specifies the troff command as the formatting program.
nroff or mm Specifies the nroff command as the formatting program.
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Parameters

SubjectFile Specifies the list of subjects that are included in the index. Each subject must
begin on a new line and have the following format:

word1[word2...][,wordk...]

For example:

printed circuit boards

arrays

arrays, dynamic storage

Smith, W.P.

printed circuit boards, channel-oriented
multi-layer

Aranoff
University of ITlinois
PL/1
The subject must start in column one.
FormatterCommandLine Creates the final form of the document. The syntax for this parameter is as
follows:

Formatter [Flag...] File...

mm -Tlp File(s)
nroff -mm -T1p -rW60 File(s)
troff -rB2 -Tibm3816 -r01.5i File(s)

For more information on the formatter command line, see the o command,
mmi command, hrofi command, and troff command.

The flags specified by the Flag variable are those that are given to the troff,
nroff, mm, or mmt command in printing the final form of the document.
These flags are necessary to determine the correct page numbers for
subjects as they are located in the document. The ndx command does not
cause the final version of the document to be printed. The author must create
the document separately. Use the indexer only after the document is complete
and cannot undergo further changes.

Examples

1. The following command produces a subject-page index for the file document and takes its subjects
from the subfile list:

ndx subfile "nroff -mm -rW70 file" > indexfile

The page numbers correspond to the document produced by:
nroff -mm -rW70 file

2. The following command produces a subject-page index for the documents chl, ch2, and ch3:
ndx subfile "mm -rW60 -rN2 -r00 chl ch2 ch3" > indexfile

The page numbers would correspond to the documents produced by:
mm -rW60 -rN2 -r00 chl ch2 ch3

3. The following command produces a subject-page index for the document file:
ndx Subjfile "troff -rB2 -rW5i -r01.5i -mm file" > indexfile

The page numbers correspond to the document produced by entering:
troff -rB2 -rW5i -r01.5i -mm file
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Related Information
The command, command, hroff command, kubj command, kroff command.

neqgn Command

Purpose
Formats mathematical text for the nroff command.

Syntax
neqn [ kd Delimiter1Delimiter2 1] B Font 11 k3 Number 11 k4 Size 11 E 11 File ... 11 ]

Description

The negn command is an nroff preprocessor for formatting mathematical text on typewriter-like terminals.
Pipe the output of the negn command into the nroff command as follows:

neqn [Flag...] File... | nroff [Flag...] | [Printer]

The negn command reads one or more files. If no files are specified for the File parameter or the - (minus
sign) flag is specified as the last parameter, standard input is read by default. A line beginning with the
macro marks the start of equation text. The end of equation text is marked by a line beginning with the

macro. These lines are not altered by the nroff command, so they can be defined in macro packages
to provide additional formatting functions such as centering and numbering.

The — (double dash) delimiter indicates the end of flags.

Depending on the target output devices, neqn command output formatted by the nroff command may
need to be post-processed by the kal command to produce correct output.

The E command gives more information about the input format and keywords used.

Flags

-dDelimiter1Delimiter2 Sets two ASCII characters, Delimiter1 and Delimiter2, as delimiters of the
text to be processed by the neqn command, in addition to input enclosed
by the .EQ and .EN macros. The text between these delimiters is treated
as input to the neqn command.

Within a file, you can also set delimiters for neqn text using the delim
Delimiter1Delimiter2 request. These delimiters are turned off by the delim
off request. All text that is not between delimiters or the macro and
macro is passed through unprocessed.
-fFont Changes font in all the neqn command-processed text to the value
specified by the Font variable. The Font value (a font name or position)
must be one or two ASCII characters.

-pNumber Reduces subscripts and superscripts to the specified number of points in
size. The default is 3 points.
-sSize Changes point size in all the neqn command-processed text to the value

specified by the Size variable.
- Reads from standard input.
— (double dash) Marks the end of the flags.
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Files

lusr/share/lib/pub/egnchar Contains special character definitions.

Related Information
The m command, ol command, E command, ot command, brofl command, kbl command.

The [EN macro, E macro, fnnd macro.
The m file format.

net Command

Purpose
Configures and controls Fast Connect servers.

Syntax
net [ help | ktari | ktop | pause | kesume | bonfig | status | ktatisticsd | krace | luset | khard | hams |
session | (NBNS subcommands) |

Description
The net command configures and controls Fast Connect servers.

Subcommands

E Displays help on the subcommand.

Etarl Starts the server.

m Stops the server.

m Stops the server temporarily.

kesumd Resumes the paused server.

m Lists and changes configuration parameters for the server.
Etatud Gives status of the server.

Etatisticd Gives statistics on server resources.

tracd Turns the server tracing on and off.

Lsed Lists, adds, deletes, and modifies user accounts on the server.
Ehard Lists, adds or deletes file and printer shares on the server.
hamd Lists, adds, or deletes server name aliases.

Eessiod Administrate user sessions on the server.

hblistnamed Lists the NBNS name table.

hbbackud Writes the NBNS name table to a file.

hbrestaord Restores the NBNS name table from a file.

hbaddnamd Adds a NetBIOS unique name to the NBNS name table.
hbaddgroud Adds a NetBIOS group name to the NBNS name table.
hbaddmuiti Adds a NetBIOS multihomed name to the NBNS name table.
hbdelnamd Deletes a name from the NBNS name table.

m Adds a NetBIOS internet group name to the NBNS name table.
nbdeladdi Deletes an IP address in the NBNS name table of an NetBIOS internet group name.
hbstatud Gives status of NetBIOS Name Server.
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net help Subcommand

Syntax
net help subcommand

or
net subcommand help

Description
Provides help information about the subcommands.

net start Subcommand

Purpose
Starts the server

Syntax
net start [/load]

Description
The start subcommand starts and initializes the server using parameters from the configuration
file.

It can start the server only if the server process is already loaded but the server is in stopped (not
running) state.
Note: Normally, instead of net start /load, you should use /etc/rc.cifs start to load and start
the server, so that extra performance parameters are configured for AIX Fast Connect.
Flags

fload Loads the server process if it is not already loaded.

Return Codes
0 The server (%s) is already running.
The server (%s) has started successfully.
Syntax error was detected: Unknown keyword or command option (%s).

0
1
2 The server (%s) could not be started because its process was not running.
3 The request is not valid for the current state of the server (%s).

4

Operation could not be performed.

net stop Subcommand

Purpose
Stops and unloads the server process.

Syntax
net stop [/unload]

Description
The net stop subcommand stops and unloads the server. It can stop the server only if it is running
or paused. Once stopped, the server can be restarted using /etc/rc.cifs start.

Flags

/unload
Unloads the server process.
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Return Codes

0 The server (%s) has stopped successfully.
The server (%s) has stopped and its process unloaded successfully.
Syntax error detected: Unknown keyword or command option (%s).
The request is not valid for the current state of the server (%s).
Error in unloading the server process on the server (%s).

Operation could not be performed.

a A W N = O

Either cifsPrintServer is not running or it could not be terminated.

net pause Subcommand

Purpose
Pauses the server

Syntax
net pause

Description
The net pause subcommand pauses the server. It can pause the server only if it is running. Once
paused, the server does not accept any new connections but continues serving the existing ones.
It can be resumed with net resume.

Return Codes

0 The server (%s) has paused successfully.

1 Syntax error detected: Unknown keyword or command option (%s).
2 The request is not valid for the current state of server

3 Operation could not be performed.

net resume Subcommand

Purpose
Resumes the server.

Syntax
net resume

Description
The net resume subcommand resumes the server. It can resume the server only if it is paused.
Once resumed, it starts accepting new connections.

Return Codes

0 The server (%s) has resumed successfully.

1 Syntax error detected: Unknown keyword or command option (%s).
2 The request is not valid for the current state of server
3

Operation could not be performed.
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net config Subcommand
Purpose

Lists and changes the configuration parameters of the server.

Syntax1

net config

Syntax2

net config /component

Syntax3

net config /component:cname /parameter:value

Syntax4

net config [ /listparm ] [ /component:cname ] Iparm:parameter

Description

Flags

The net config subcommand lists and changes the configuration parameters of the server. For
example:

Syntax1
Lists the configuration parameters.

Syntax2
Lists all the components or groups of configuration parameters for the server.

Syntax3
Adds or changes the given parameter for the given component cname.

Syntax4
Lists the entry for the given parameter for the given component cname from the
configuration file.

Note: Configuration parameters can only be changed by the root user.

Nlistparm
Lists the given parameter for the given component.

/component:cname
Specifies the component in the configuration file whose parameter needs to be added or
changed. The default component is smbserver, the AIX Fast Connect server.

The parameter can be one of the following:

Imaxconnections:number
Maximum number of connections to server resources. 0 specifies unlimited
number.

Imaxusers:number
Maximum number of users (sessions) that are permitted. 0 specifies unlimited
number.

lautodisconnect:number
Timeout (in minutes) for inactive, unused sessions.

/maxopens:number
Maximum number of open files on the server. 0 specifies unlimited number.

Imaxsearches:number
Maximum number of open searches on the server. 0 specifies unlimited number.
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/servername:s_name
The name of the server.

/domainname:d_name
The name of the domain, server belongs to.

/guestname:g_name
Logon name as guest on the server.

Ipassthrough_authentication_server:pas_name
The name of the passthrough authentication server.

/backup_passthrough_authentication_server:bpas_name
The name of the backup passthrough authentication server.

/primary_wins_ipaddr:pwins_addr
Specifies the dotted IP address of the primary WINS server.

/secondary_wins_ipaddr:swin_ipaddr
Specifies the dotted IP address of the secondary WINS server.

/wins_proxy:0I1
Specifies whether or not the server has to act as WINS PROXY. Valid values are 0
for no and 1 for yes with 0 as the default.

Isend_file_api:0l1
Specifies whether or not the send_file APl is to be used. Valid values are 0 for off
and 1 for on with 1 as the default.

Isend_file_size:sf_size
If the send_file_api is 1 and the requested SMB read size is greater than the
value of this parameter, send_file API will be used in the SMB operation. The
value ranges between 1 and 4194304 with 4096 as the default value.

Isend_file_cache_size:sfc_size
If the send_file_api is 1 and the requested SMB read size is less than the value
of this parameter, the send_file API will cache the file. The value ranges between
0 and 4194304 with 0 as the default value which means that the send_file API
will not cache the file.

lumask:u_mask
umask. It is an octal value and ranges between 0 and 0777 with 022 as the
default.

/guestlogonsupport: 0I1
Specifies whether or not guest access is allowed. Valid values are 0 for no and 1
for yes with 0 being the default.

/dosattrmapping:0I1
If set to 1, then Archive, System, and Hidden attributes will be mapped to user,
group, and other execute bits respectively. Otherwise, these attributes are not
supported.

/dosfilenamemapping:0I1
If set to 1, long filenames will be mapped to 8.3 format. Otherwise long filenames
will be truncated.

/dosfilenamemapchar:m_char ) A
The character used to map long filenames to 8.3 format. Valid values are’ " and "’
with ” ’ being the default.
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Return Codes

0 Command completed successfully.

1 Syntax error: Unknown keyword or command option (%s).

2 Command could not be executed. Invalid parameter value (%s).
3 Operation could not be performed.

Output for syntax1 command net config

Server Name il
Server Description ...
Server Software version ...,
Domain Name ...
Primary WINS IP Address . ...,
Secondary WINS IP Address .. ...,
Passthrough Authentication Server ... ...,
Backup Passthrough Authentication Server —  ........
Guest logon ID ...,

Assuming that the smbserver has shares FILEO and PRINT1 defined, and also has the following
entries:

servername = fcserver
comment = Fast Connect server

Output for syntax2 command net config /component

smbserver
en

FILEO
PRINT1

Output for syntax4 command net config /parm:servername
fcserver

Output for syntax4 command net config /parm:comment
Fast Connect server

net status Subcommand

Purpose
Displays status of the server.

Syntax
net status

Description
The status subcommand displays status of the server. It tells whether the status of the server is
running, paused, or stopped.

Return Codes

0 Server (%s) is running.

1 Syntax error: Unknown keyword or command option (%s).
2 Server (%s) is not running.

3 Server (%s) has been paused.

4 Operation could not be performed
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net statistics Subcommand

Purpose
Displays the statistics on server resource usage.

Syntax
net statistics [ /reset |

Description
Lists the statistics on server resources since it was started or resets the statistics.

Flags

Ireset Resets all statistic fields for the server.

Return Codes

0 Command completed successfully.
1 Syntax error: Unknown keyword or command option (%s).
2 Operation could not be performed.

Output

Server statistics for server (%s) since %s time
Sessions started ...,
Sessions timed out ~  .....
Sessions dropped ~ .....
Password Errors ...
Permission Errors ...,
Bytes sent Tow ...,
Bytes sent high ...,
Bytes received Tow  .....
Bytes received high  .....
Request buffer failures —  .....
Big buffer failures  .....
Print jobs queued —  .....

net trace Subcommand

Purpose
Turns tracing on or off for the server.

Syntax1
net trace /on

Syntax2
net trace /off

Description
Turns tracing on or off for the server. The user does not have to start or stop the server.

Flags
lon Turns tracing on.

[off Turns tracing off.

Return Codes
0 Command completed successfully.

1 Syntax error: Unknown keyword or command option (%s).
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2 Operation could not be performed.

net user Subcommand

Purpose
To list, add, delete, and modify AIX Fast Connect user accounts to support password encryption
and client-to-server username mappings.

Syntax1
net user [username [ {passwordl-p} [/changeaixpwd:{yesIno}] ] [/active:{yesIno}]
[[lcomment:fext] [/serverUserName:srvUserName] ]

Syntax2
net user /add username {passwordl-p} [/changeaixpwd:{yesIno}] [/active:{yesIno}]
[/[comment:text]

Syntax3
net user /delete username

Syntax4
net user /map clientUserName srvUserName

Syntax5
net user /showmapping:username

Description
Syntax1 lists or modifies AIX Fast Connect user accounts.
Syntax2 adds a user on the server.
Syntax3 deletes the given user from the server.
Syntax4 maps a client user name to a server user name.
Syntax5 lists all the mappings related to the specified user name.

Parameters
username
The username of the account to list, add, delete, or modify — either a client username or
a server username.
clientUserName
The name of the user account on the client machine. 25 characters, maximum.
srvUserName
The name of the user account on the server machine. 8 characters, maximum.
password
The password to be assigned or changed for the account. All client usernames that map to
this server account will be affected.
-p Produces a prompt for the password. The password is not displayed when it is typed at
the password prompt.
Flags

/add  Adds a AIX Fast Connect user account to support encrypted passwords.

/delete
Deletes the given AIX Fast Connect username mapping or encrypted password support.

/changeaixpwd:{yesino}
Change the system password of the username to match the AIX Fast Connect user
password — requires root access.
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/active:{yeslno}
Activates or deactivates the account. If the account is not active, the user cannot access
the AIX Fast Connect server. The default is yes.

/comment:fext
Provides a descriptive comment about the user's account. Enclose the text in quotation
marks.

IserverUserName:srvUserName
The username specified is re-mapped to srvUserName.

/map Creates a username mapping from clientUserName to srvUserName.

Ishowmapping:username
Shows all the client-name mappings for the given username.

Note: This subcommand manages a user database file (/etc/cifs/cifsPasswd) specific to AIX Fast
Connect, which is used only for username-mapping and encrypted passwords. These two features
operate independently, and are enabled/disabled by the configuration parameters usernamemapping
and encrypt_passwords.

net share Subcommand

Purpose
To list, add and delete file or printer shares on the server.

Syntax1
net share [/netname:share_name] [linfolevel:N]

Syntax2
net share /add /netname:share_name [ftype:{filelf}] /path:path_name [/desc:share_desc]
[/ro_password:password1] [/rw_password:passwordZ]
[/mode:x] [/sh_oplockfiles:x] [/sh_searchcache:x] [/sh_sendfile:x]

Syntax3
net share /add /nethame:share_name Itype:{printerlp} /printq:gname [/print_options:ostr]
[/desc:share_desc]

Syntax4
net share /delete /nethame:share_name

Syntax5
net share /change /netname:share_name [/ro_password:password1]
[/rw_password:password?2)

Description
Syntax1 lists one or more shares.
Syntax2 adds a file share to the server.
Syntax3 adds a printer share.
Syntax4 deletes a share from the server.
Syntax5 changes password(s) of a file share.

Note: To change a share, you must first delete it and then add it again, except for file-share
passwords.
Flags
ladd  Adds a share to the server.

/delete
Deletes a share from the server.
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/change
Changes properties of a file share.

finfolevel:N
Specifies the level of information desired. Default level is 1. Valid values are 0, 1, 2 and
99.

ltype:type
Specifies the share type. Valid values are file (or f) and printer (or p). Default value is
file.

Inethame:share_name
Network-name of the share. Without this option, all shares will be listed.

Ipath:path_name
Absolute AIX pathname being exported by that file share.

Iprintq:gname
AIX print-queue being exported by that printer share.

Iprint_options:ostr
String specifying printer options.

/desc:desc
Brief description of the share.

[ro_password:password1
Share-level-security password for ReadOnly access. (Default is null.)

Irw_password:password1
Share-level-security password for ReadWrite access. (Default is null.)

/mode:x
File-share access mode — 0:ReadOnly, 1:ReadWrite. (Default is 1.)

Ish_oplockfiles:x
Allows opportunistic locks to be used — 0:Disabled, 1:Enabled. (Default is 0.)

/sh_searchcache:x
Allows search-caching to be used — 0:Disabled, 1:Enabled. (Default is 0.)

/sh_sendfile: x
Allows SendFile API to be used — 0:Disabled, 1:Enabled. (Default is 0.)

Return Codes

Command completed successfully.

Syntax error: Unknown keyword or command option (%s).
Operation could not be performed.

Command could not be executed. Invalid value (%s) of parameter.
Syntax Error: The share path or queue name must be specified.
Error adding the share - share name already exists.

Error deleting the share - share name not found.

N O a0~ WO = O

The configuration file could not be updated to reflect the current change.

Output for info level 0 :
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netnamel
netname2

netnameN
Output for info level 1 :
Share Name Share Type Path Name/Queue Name  Share Description

netnamel File /home/name/xxx File Description
netname?2 Printer Tpql Printer Description
netnameN Printer 1pq2 Printer Description

Output for info level 99 :
netname:%s:type:%s:path:%s:printq:%s:print_options:%s:desc:%s::
net name Subcommand

Purpose
To list, add, and delete AIX Fast Connect server aliases (alternate NetBIOS names).

Syntax1
net name [ /list ]

Syntax2
net name /add aliasname [/sub:value]

Syntax3
net name /delete aliasname [/sub:value]

Description
Syntax1 lists all server aliases (NetBIOS names).
Syntax2 adds a server alias (NetBIOS name).
Syntax3 deletes a server alias (NetBIOS name).

Flags
Nist Lists all server aliases (NetBIOS names).

ladd:aliasname
Adds a server alias (NetBIOS name).

/delete:aliasname
Deletes a server alias (NetBIOS name).

Isub:value
Allows any NetBIOS subcode, (hexadecimal 00 to FF), to be specified. Default is 00.

net session Subcommand

Purpose
To list and control user sessions connected to AlX Fast Connect.

Syntaxi
net session

Syntax2
net session /user:Username /workstation:{/PaddressINetBIOSname} [/fileinfo | /shareinfo]

Syntax3
net session /user: Username /workstation:{/Paddress|NetBIOSname} /close
[/file:filename | Inetname:sharename]
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Description
Syntax1 lists connected user sessions.
Syntax2 lists files or resources in use by a connected user session.
Syntax3 closes a user session, or files or resources in use by a user session.

Flags

luser:Username
User name of the session.

Iworkstation:{/Paddress | NetBIOSname}
NetBIOS computer name or IP-address of the session.

ffileinfo
Lists statistics of files currently-open by the session (default).

/shareinfo
Lists statistics of share resources currently-used by the session.

Iclose Closes specified user-session, file, or resource.

[file:filename
Full AIX pathname of file to be closed.

/netname:sharename
Share name resource to be closed.

Return Codes
0 Command completed successfully.
8 ERROR: Invalid Workstation Name ’%s’.
231 ERROR: Missing user name or workstation name.

231 Syntax Error: Unknown command action keyword (%s).

Output for Syntax1:

User Workstation Open Files Connection Idle
Time(days:hrs:mins:secs)

userl stationl 10 10:23:45:33 00:00:55:21
user2 station2 0 00:03:45:33 00:00:20:21
userN stationN 20 30:12:45:33 00:01:55:21

Output for Syntax2, fileinfo:

Open mode Locks File name(s)

r 0 /home/user3/testl.txt
W 3 /tmp/output.tmp

Output for Syntax2, shareinfo:
Share name Connected Path/Queue name

HOME 1 $HOME
NETTEMP 1 /tmp

NBNS Subcommands
The following subcommands are used to administer the NetBIOS Name Server (NBNS) feature of AIX Fast
Connect.
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net nblisthames Subcommand

Purpose
To list the NetBIOS name table.

Syntax
net nblistnames

Description
Lists all names in the NetBIOS name table.

net nbaddname Subcommand

Purpose
To add a NetBIOS unique name to the NBNS name table.

Syntax
net nbaddname /name:name lipaddress:ipaddress [ /sub:value |

Description
Adds a NetBIOS unique name and its IP address to the NBNS name table.

Flags

/name:name
NetBIOS unique name to be added to the NBNS name table.

lipaddress:ipaddress
IP-address (dotted decimal format) of the added NetBIOS unique name.

Isub:value
The NetBIOS subcode value is a hex number from 00-ff. The default is 00.

net nbaddgroup Subcommand

Purpose
To add a NetBIOS group name to the NBNS name table.

Syntax
net nbaddgroup /name:name lipaddress:ipaddress [ /sub:value ]

Description
Adds a NetBIOS group name and its IP address to the NBNS name table.

Flags

/name:name
NetBIOS group name to be added to the NBNS name table.

fipaddress:ipaddress
IP-address (dotted decimal format) of the added NetBIOS group name.

Isub:value
The NetBIOS subcode value is a hex number from 00-ff. The default is 00.

net nbaddmulti Subcommand

Purpose
To add a NetBIOS multihomed name to the NBNS name table.

Syntax
net nbaddmulti /name:name /ipaddress:ipaddress [ /sub:value ]
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Description
Adds a NetBIOS multihomed name and its IP address to the NBNS name table.

If the name already exists in the name table and the name is a multihomed name, then ipaddress

is added to its list of IP-addresses.
Flags

/name:name
NetBIOS multihomed name to be added to the NBNS name table.

lipaddress:ipaddress
IP-address (dotted decimal format) of the NetBIOS multihomed name.

Isub:value
The NetBIOS subcode value is a hex number from 00-ff. The default is 00.

net nbdelname Subcommand

Purpose
To delete a NetBIOS name from the NBNS name table.

Syntax
net nbdelname /name:name [ /sub:value ]

Description
Deletes any type of permanent name from the NBNS name table.

Flags

/name:name
NetBIOS name to be deleted from the NBNS name table.

Isub:value
The NetBIOS subcode value is a hex number from 00-ff. The default is 00.

net nbaddingrp Subcommand

Purpose
To add a NetBIOS internet group name to the NBNS name table.

Syntax
net nbaddingrp /name:name /ipaddress:ipaddress

Description
Adds a NetBIOS internet group name and its IP address to the NBNS name table.
If the name already exists in the name table and the name is a internet group name, then
ipaddress is added to its list of IP-addresses. There is a limit of 25 IP-addresses allowed per
internet group.

Flags

/name:name
NetBIOS internet group name to be added to the NBNS name table.

fipaddress:ipaddress
IP-address (dotted decimal format) of the NetBIOS internet group name.

net nbdeladdr Subcommand

Purpose
To delete an IP-address from a NetBIOS internet group name in the NBNS name table.
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Syntax
net nbdeladdr /name:name lipaddress:ipaddress

Description
Deletes an IP address of an NetBIOS internet group name from the NBNS name table. If there is
more than one IP address associated with the internet group name, then just that IP address is
deleted from its list. Otherwise, the internet group name is deleted, also.

Flags

I/name:name
NetBIOS internet group name.

lipaddress:ipaddress
IP-address (dotted decimal format) to be deleted.

net nbbackup Subcommand

Purpose
To backup the NetBIOS name table to a file.

Syntax
net nbbackup ffile:filename

Description
Copies all of the entries that are in the NetBIOS name table to a file. This file should not be edited
— it should only be used as input to the net nbrestore command.

Flags

Hile:filename
The name of the file that the NetBIOS name table is written to.

net nbrestore Subcommand

Purpose
To restore the NetBIOS name table from a file.

Syntax
net nbrestore ffile:filename

Description
Copies all of the entries that are in the file into the NetBIOS name table to a file. This file should
not be edited — it should be the output file from the net nbbackup command.

Flags

ffile:filename
The name of the file that the NetBIOS name table is restored from.

net nbstatus Subcommand

Purpose
To check the status of the NetBIOS Name Server.

Syntax
net nbstatus

Description
Prints the status of the NetBIOS Name Server (NBNS).
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netlsd Daemon

Purpose

Starts the license server.

Syntax

netlsd [ End EventList | Ed1 W 1 O LogName ]

Description

The netlsd command starts a license server on the local node. There is no graphical interface for this

command.

Flags

-l LogName

-Z

(Lowercase L) Overrides the default name and location of the file used to store log information.
This allows the 1/O activity to the files used by the license server to be spread across multiple
disks which can be important for large installations.

Turns off logging of the events specified in EventList. Any combination of events is valid, but
items in the list of events must not be separated by spaces or other characters. The event types
that you can specify are the following:

c License check-in events. Licensed products usually check in with the license server at
regular intervals while you are using the product.

e Error events.

License-grant and license-release events.

m Message events.

p Product events: a product was added, renamed, or deleted.

s License server start/stop events.

t License timeout events. When a licensed product fails to check in with the license
server, it may stop running after it "times out.” The vendor of the product sets the
timeout interval, which is how long a product may run after it has lost contact with the
license server.

v Vendor events: a vendor was added, renamed, or deleted.

w Waiting events. These include:

wait events
You are waiting for a license.

wait-grant events
You are waiting for and then are granted a license.

wait-remove events
You are waiting for a license and then asked to be removed from the queues
before a license was granted.

Overrides the in-use flag at a license server database. While a license server is running, its
database is flagged as being in use to prevent more than one server from running on the same
node. When a license server stops running, the flag is reset. However, if a license server exits
abnormally, the flag may not be reset, which prevents the server from restarting. This option
overrides the in-use flag and allows the server to be restarted. Do not use -0 unless you are sure
the license server is not running.

NetLS library verbose mode.

Debugging flag. (Prints RPC debugging information.)
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Examples

1. To start a license server; do not log check-in, vendor, product, timeout, or message events, enter:
netlsd -no cvptm

2. To start a license server, overriding the in-use flag, enter:
netlsd -o

3. To start a license server, overriding the default log file, enter:
netlsd -1 /logs/license_server_log

Files

lic_db Contains vendor, product and license details. (Encrypted binary file)
lic_db.bak Backup of lic_db. Used for recovery. (Encrypted binary file)
cur_db Run-time cache of current license status. (Encrypted binary file)
log_file Log of license server events. (Binary file)

user_file List of users who may and may not obtain licenses. (ASCII file)

Related Information
The W daemon, libd daemon.

netpmon Command

Purpose
Monitors activity and reports statistics on network I/O and network-related CPU usage.

Syntax
netpmon [m] [ id 110 lﬂ] [E ] [El] [E] [m e ] [D Trace_File kd Gennames_File |

Description

The netpmon command monitors a trace of system events, and reports on network activity and
performance during the monitored interval. By default, the netpmon command runs in the background
while one or more application programs or system commands are being executed and monitored. The
netpmon command automatically starts and monitors a trace of network-related system events in real
time. By default, the trace is started immediately; optionally, tracing may be deferred until the user issues a
trcon command. When tracing is stopped by a m command, the netpmon command generates all
specified reports and exits.

The netpmon command can also work in offline mode, that is, on a previously generated trace file. In this
mode, a file generated by the gennames command is also required. The gennames file should be
generated immediately after the trace has been stopped, and on the same machine. When running in
offline mode, the netpmon command cannot recognize protocols used by sockets, which limits the level of
detail available in the socket reports.

The netpmon command reports on the following system activities:

Note: The netpmon command does not work with NFS3(ONC+)

CPU Usage
The netpmon command monitors CPU usage by all threads and interrupt handlers. It estimates
how much of this usage is due to network-related activities.

Network Device-Driver I/0
The netpmon command monitors I/O operations through Micro-Channel Ethernet, token-ring, and
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Fiber-Distributed Data Interface (FDDI) network device drivers. In the case of transmission 1/O, the
command also monitors utilizations, queue lengths, and destination hosts. For receive ID, the
command also monitors time in the demux layer.

Internet Socket Calls
The netpmon command monitors all end, kecy, kendtd, kecvfrom, kead, and hrite subroutines
on Internet sockets. It reports statistics on a per-process basis, for each of the following protocol
types:
* Internet Control Message Protocol (ICMP)
* Transmission Control Protocol (TCP)

» User Datagram Protocol (UDP)

NFS 1/0
The netpmon command monitors read and write subroutines on client Network File System
(NFS) files, client NFS remote procedure call (RPC) requests, and NFS server read or write
requests. The command reports subroutine statistics on a per-process or optional per-thread basis
and on a per-file basis for each server. The netpmon command reports client RPC statistics for
each server, and server read and write statistics for each client.

Any combination of the preceding report types can be specified with the command line flags. By default, all
the reports are produced.

Notes: The reports produced by the netpmon command can be quite long. Consequently, the -o flag
should usually be used to write the report to an output file. The netpmon command obtains
performance data using the system trace facility. The trace facility only supports one output stream.
Consequently, only one netpmon or trace process can be active at a time. If another netpmon or
trace process is already running, the netpmon command responds with the message:

/dev/systrace: Device busy

While monitoring very network-intensive applications, the netpmon command may not be able to
consume trace events as fast as they are produced in real time. When that happens, the error
message:

Trace kernel buffers overflowed, N missed entries

displays on standard error, indicating how many trace events were lost while the trace buffers were
full. The netpmon command continues monitoring network activity, but the accuracy of the report
diminishes by some unknown degree. One way to avoid overflow is to increase the trace buffer size
using the -T flag, to accommodate larger bursts of trace events before overflow. Another way to avoid
overflow problems all together is to run netpmon in offline mode.

When running in memory-constrained environments (where demand for memory exceeds supply), the
-P flag can be used to pin the text and data pages of the real-time netpmon process in memory so
the pages cannot be swapped out. If the -P flag is not used, allowing the netpmon process to be
swapped out, the progress of the netpmon command may be delayed such that it cannot process
trace events fast enough to prevent trace buffer overflow.

If the /unix file and the running kernel are not the same, the kernel addresses will be incorrect,
causing the netpmon command to exit.

Implementation Specifics
This command is valid only on the POWER-based platform.
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Flags

-d Starts the netpmon command, but defers tracing until the trcon command has
been executed by the user. By default, tracing is started immediately.

-i Trace_File Reads trace records from the file Trace_File produced with the trace command
instead of a live system. The trace file must be rewritten first in raw format using
the trept -r command. This flag cannot be used without the -n flag.

-n Gennames_File Reads necessary mapping information from the file Gennames_File produced by
the gennames command. This flag is mandatory when the -i flag is used.

-0 File Writes the reports to the specified File, instead of to standard output.

-0 ReportType ... Produces the specified report types. Valid report type values are:

cpu CPU usage

dd Network device-driver 1/0
so Internet socket call I1/0
nfs NFS I/0

all All reports are produced. This is the default value.

-P Pins monitor process in memory. This flag causes the netpmon text and data
pages to be pinned in memory for the duration of the monitoring period. This flag
can be used to ensure that the real-time netpmon process does not run out of
memory space when running in a memory-constrained environment.

-t Prints CPU reports on a per-thread basis.

-Tn Sets the kernel’s trace buffer size to n bytes. The default size is 64000 bytes. The
buffer size can be increased to accommodate larger bursts of events, if any. (A
typical event record size is on the order of 30 bytes.)

Note: The trace driver in the kernel uses double buffering, so actually two
buffers of size n bytes will be allocated. These buffers are pinned in memory,
so they are not subject to paging.
-V Prints extra information in the report. All processes and all accessed remote files
are included in the report instead of only the 20 most active processes and files.

Reports

The reports generated by the netpmon command begin with a header, which identifies the date, the
machine ID, and the length of the monitoring period in seconds. This is followed by a set of summary and
detailed reports for all specified report types.

CPU Usage Reports

Process CPU Usage Statistics: Each row describes the CPU usage associated with a process. Unless
the verbose option is specified, only the 20 most active processes are listed. At the bottom of the report,
CPU usage for all processes is totaled, and CPU idle time is reported.

Process
Process name

PID Process ID number

CPU Time
Total amount of CPU time used by this process

CPU % CPU usage for this process as a percentage of total time

Network CPU %
Percentage of total time that this process spent executing network-related code

Thread CPU Usage Statistics
If the -t flag is used, each process row described above is immediately followed by rows
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describing the CPU usage of each thread owned by that process. The fields in these rows are
identical to those for the process, except for the name field. (Threads are not named.)

First-Level Interrupt Handler Usage Statistics: Each row describes the CPU usage associated with a
first-level interrupt handler (FLIH). At the bottom of the report, CPU usage for all FLIHs is totaled.

FLIH  First-level interrupt handler description

CPU Time
Total amount of CPU time used by this FLIH

CPU % CPU usage for this interrupt handler as a percentage of total time

Network CPU %
Percentage of total time that this interrupt handler executed on behalf of network-related events

Second-Level Interrupt Handler Usage Statistics: Each row describes the CPU usage associated with a
second-level interrupt handler (SLIH). At the bottom of the report, CPU usage for all SLIHs is totaled.

SLIH  Second-level interrupt handler description

CPU Time
Total amount of CPU time used by this SLIH

CPU % CPU usage for this interrupt handler as a percentage of total time
Network CPU %
Percentage of total time that this interrupt handler executed on behalf of network-related events

Summary Network Device-Driver Reports
Network Device-Driver Statistics (by Device): Each row describes the statistics associated with a
network device.

Device
Path name of special file associated with device

Xmit Pkts/s
Packets per second transmitted through this device

Xmit Bytes/s
Bytes per second transmitted through this device

Xmit Util
Busy time for this device, as a percent of total time

Xmit Qlen
Number of requests waiting to be transmitted through this device, averaged over time, including
any transaction currently being transmitted

Recv Pkts/s
Packets per second received through this device

Recv Bytes/s
Bytes per second received through this device

Recv Demux

Time spent in demux layer as a fraction of total time
Network Device-Driver Transmit Statistics (by Destination Host): Each row describes the amount of
transmit traffic associated with a particular destination host, at the device-driver level.

Host  Destination host name. An * (asterisk) is used for transmissions for which no host name can be
determined.
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Pkts/s
Packets per second transmitted to this host

Xmit Bytes/s
Bytes per second transmitted to this host

Summary Internet Socket Reports

* On-line mode: Socket Call Statistics for Each Internet Protocol (by Process): Each row describes
the amount of read/write subroutine activity on sockets of this protocol type associated with a particular
process. Unless the verbose option is specified, only the top 20 processes are listed. At the bottom of
the report, all socket calls for this protocol are totaled.

» Off-line mode: Socket Call Statistics for Each Process: Each row describes the amount of read/write
subroutine activity on sockets associated with a particular process. Unless the verbose option is
specified, only the top 20 processes are listed. At the bottom of the report, all socket calls are totaled.

Process
Process name

PID Process ID number

Read Calls/s
Number of kead , kec , and kecvfran subroutines per second made by this process on sockets
of this type

Read Bytes/s
Bytes per second requested by the above calls

Write Calls/s
Number of hritd , kend , and kendtd subroutines per second made by this process on sockets of
this type

Write Bytes/s
Bytes per second written by this process to sockets of this protocol type

Summary NFS Reports

NFS Client Statistics for Each Server (by File): Each row describes the amount of read/write
subroutine activity associated with a file mounted remotely from this server. Unless the verbose option is
specified, only the top 20 files are listed. At the bottom of the report, calls for all files on this server are
totaled.

File Simple file name

Read Calls/s
Number of read subroutines per second on this file

Read Bytes/s
Bytes per second requested by the above calls

Write Calls/s
Number of write subroutines per second on this file

Write Bytes/s
Bytes per second written to this file

NFS Client RPC Statistics (by Server): Each row describes the number of NFS remote procedure calls
being made by this client to a particular NFS server. At the bottom of the report, calls for all servers are
totaled.

Server
Host name of server. An * (asterisk) is used for RPC calls for which no hostname could be
determined.
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Calls/s
Number of NFS RPC calls per second being made to this server.

NFS Client Statistics (by Process): Each row describes the amount of NFS read/write subroutine
activity associated with a particular process. Unless the verbose option is specified, only the top 20
processes are listed. At the bottom of the report, calls for all processes are totaled.

Process
Process name

PID Process ID number

Read Calls/s
Number of NFS read subroutines per second made by this process

Read Bytes/s
Bytes per second requested by the above calls

Write Calls/s
Number of NFS write subroutines per second made by this process

Write Bytes/s
Bytes per second written to NFS mounted files by this process

NFS Server Statistics (by Client): Each row describes the amount of NFS activity handled by this server
on behalf of particular client. At the bottom of the report, calls for all clients are totaled.

Client
Host name of client

Read Calls/s
Number of remote read requests per second processed on behalf of this client

Read Bytes/s
Bytes per second requested by this client’s read calls

Write Calls/s
Number of remote write requests per second processed on behalf of this client

Write Bytes/s
Bytes per second written by this client

Other Calls/s
Number of other remote requests per second processed on behalf of this client

Detailed Reports

Detailed reports are generated for any of the specified report types. For these report types, a detailed
report is produced for most of the summary reports. The detailed reports contain an entry for each entry in
the summary reports with statistics for each type of transaction associated with the entry.

Transaction statistics consist of a count of the number of transactions of that type, followed by response
time and size distribution data (where applicable). The distribution data consists of average, minimum, and
maximum values, as well as standard deviations. Roughly two-thirds of the values are between average -
standard deviation and average + standard deviation. Sizes are reported in bytes. Response times are
reported in milliseconds.

Detailed Second Level Interrupt Handler CPU Usage Statistics:

SLIH  Name of second-level interrupt handler

Count Number of interrupts of this type

Alphabetical Listing of Commands 43



CPU Time (Msec)
CPU usage statistics for handling interrupts of this type
Detailed Network Device-Driver Statistics (by Device):

Device
Path name of special file associated with device

Recv Packets
Number of packets received through this device

Recv Sizes (Bytes)
Size statistics for received packets

Recv Times (msec)
Response time statistics for processing received packets

Xmit Packets
Number of packets transmitted to this host

Demux Times (msec)
Time statistics for processing received packets in the demux layer

Xmit Sizes (Bytes)
Size statistics for transmitted packets

Xmit Times (Msec)

Response time statistics for processing transmitted packets
Detailed Network Device-Driver Transmit Statistics (by Host):
Host  Destination host name

Xmit Packets
Number of packets transmitted through this device

Xmit Sizes (Bytes)
Size statistics for transmitted packets

Xmit Times (Msec)

Response time statistics for processing transmitted packets
Detailed Socket Call Statistics for Each Internet Protocol (by Process): (on-line mode)
Detailed Socket Call Statistics for Each Process: (off-line mode)

Process
Process name

PID Process ID number

Reads Number of kead , kecy , kecufrom , and kecumsg subroutines made by this process on sockets of
this type

Read Sizes (Bytes)
Size statistics for read calls

Read Times (Msec)
Response time statistics for read calls

Writes

Number of huritd , kend , Eendtd | and Eendmsd subroutines made by this process on sockets of
this type

Write Sizes (Bytes)
Size statistics for write calls
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Write Times (Msec)
Response time statistics for write calls
Detailed NFS Client Statistics for Each Server (by File):
File File path name
Reads Number of NFS read subroutines for this file

Read Sizes (Bytes)
Size statistics for read calls

Read Times (Msec)
Response time statistics for read calls

Writes
Number of NFS write subroutines for this file

Write Sizes (Bytes)
Size statistics for write calls

Write Times (Msec)
Response time statistics for write calls
Detailed NFS Client RPC Statistics (by Server):

Server
Server host name

Calls Number of NFS client RPC calls made to this server
Call Times (Msec)

Response time statistics for RPC calls
Detailed NFS Client Statistics (by Process):

Process
Process name

PID Process ID number

Reads Number of NFS read subroutines made by this process

Read Sizes (Bytes)
Size statistics for read calls

Read Times (Msec)
Response time statistics for read calls

Writes

Number of NFS write subroutines made by this process

Write Sizes (Bytes)
Size statistics for write calls

Write Times (Msec)
Response time statistics for write calls
Detailed NFS Server Statistics (by Client):

Client
Client host name

Reads Number of NFS read requests received from this client
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Read Sizes (Bytes)

Size statistics for read requests

Read Times (Msec)

Response time statistics for read requests

Writes

Number of NFS write requests received from this client

Write Sizes (Bytes)

Size statistics for write requests

Write Times (Msec)

Response time statistics for write requests

Other Calls

Number of other NFS requests received from this client

Other Times (Msec)

Response time statistics for other requests

Examples

1.

To monitor network activity during the execution of certain application programs and generate all report
types, type:
netpmon

<run application programs and commands here>
trcstop

The netpmon command automatically starts the system trace and puts itself in the background.
Application programs and system commands can be run at this time. After the krestod command is
issued, all reports are displayed on standard output.

To generate CPU and NFS report types and write the reports to the nmon.out file, type:

netpmon -0 nmon.out -0 cpu,nfs
<run application programs and commands here>
trcstop

The netpmon command immediately starts the system trace. After the trcstop command is issued, the
I/O activity report is written to the nmon.out file. Only the CPU and NFS reports will be generated.

To generate all report types and write verbose output to the nmon.out file, type:

netpmon -v -0 nmon.out
<run application programs and commands here>
trcstop

With the verbose output, the netpmon command indicates the steps it is taking to start up the trace.
The summary and detailed reports include all files and processes, instead of just the 20 most active
files and processes.

To use the netpmon command in offline mode, type:

trace -a

run application programs and commands here
trcoff

gennames > gen.out

trcstop

trcrpt -r /var/adm/ras/trcfile > tracefile.r
netpmon -i tracefile.r -n gen.out -o netpmon.out
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Related Information
The krestod command, kracd command, and lgennamed command.

The kecM subroutine, kecufroml subroutine, subroutine, Bendtd subroutine, and krcoff subroutine.

netstat Command

Purpose
Shows network status.

Syntax

To Display Active Sockets for Each Protocol or Routing Table Information
Moinmetstat [ Eld [ { A B 1 { B Ed B B interface } ] | AddressFamily 1 [ kg
Protocol 1[ Interval 1 [ System ]

To Display the Contents of a Network Data Structure
Moin/netstat [ End | Ed | Esd | Wd | b ] [ H AddressFamily 1 [ Ed Protocol 1 [ Interval | |

System |

To Displaﬁthe Packet Counts Throughout the Communications Subsystem
/bin/netstat

To Displaﬁthe Network Buffer Cache Statistics
/bin/netstat

To DisplaHhe Data Link Provider Interface Statistics
/bin/netstat

To Clear the Associated Statistics
/bin/netstat [Ezd | [zi | [znd | [2d ]

Description

The netstat command symbolically displays the contents of various network-related data structures for
active connections. The Interval parameter, specified in seconds, continuously displays information
regarding packet traffic on the configured network interfaces. The Interval parameter takes no flags. The
System parameter specifies the memory used by the current kernel. Unless you are looking at a dump file,
the System parameter should be /unix.

Flags

-A Shows the address of any protocol control blocks associated with the sockets.
This flag acts with the default display and is used for debugging purposes.

-a Shows the state of all sockets. Without this flag, sockets used by server

processes are not shown.
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-C Shows the statistics of the Network Buffer Cache.

The Network Buffer Cache is a list of network buffers which contains data objects
that can be transmitted to networks. The Network Buffer Cache grows
dynamically as data objects are added to or removed from it. The Network Buffer
Cache is used by some network kernel interfaces for performance enhancement
on the network 1/0. The netstat -c command prints the following statistic:

Network Buffer Cache Statistics:

Current total cache buffer size: 0

Maximum total cache buffer size: 0

Current total cache data size: 0

Maximum total cache data size: 0

Current number of cache: 0

Maximum number of cache: 0

Number of cache with data: 0

Number of searches in cache: 0

Number of cache hit: 0

Number of cache miss: 0

Number of cache newly added: 0

Number of cache updated: 0

Number of cache removed: 0

Number of successful cache accesses: 0
Number of unsuccessful cache accesses: 0
Number of cache validation: 0

Current total cache data size in private segments: 0
Maximum total cache data size in private segments: 0
Current total number of private segments: 0
Maximum total number of private segments: 0
Current number of free private segments: 0
Current total NBC_NAMED_FILE entries: 0
Maximum total NBC_NAMED_FILE entries: 0

Note: The -c flag is only valid on AIX 4.3.2 and above.

-C Shows the routing tables, including the user-configured and current costs of each
route. The user-configured cost is set using the -hopcount flag of the route
command. The current cost may be different than the user-configured cost if
Dead Gateway Detection has changed the cost of the route.

-D Shows the number of packets received, transmitted, and dropped in the
communications subsystem.

Note: In the statistics output, a N/A displayed in a field value indicates the
count is not applicable. For the NFS/RPC statistics, the number of incoming
packets that pass through RPC are the same packets which pass through
NFS, so these numbers are not summed in the NFS/RPC Total field, thus
the N/A. NFS has no outgoing packet or outgoing packet drop counters
specific to NFS and RPC. Therefore, individual counts have a field value of
N/A, and the cumulative count is stored in the NFS/RPC Total field.

-f AddressFamily Limits reports of statistics or address control blocks to those items specified by

the AddressFamily variable. The following address families are recognized:

inet Indicates the AF_INET address family.
ineté  Indicates the AF_INET6 address family.
ns Indicates the AF_NS address family.

unix Indicates the AF_UNIX address family.
-i Shows the state of all configured interfaces. See lnterface Display.l

Note: The collision count for Ethernet interfaces is not supported.
-l Interface Shows the state of the configured interface specified by the Interface variable.
-m Shows statistics recorded by the memory management routines.
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-n Shows network addresses as numbers. When this flag is not specified, the
netstat command interprets addresses where possible and displays them
symbolically. This flag can be used with any of the display formats.

-p Protocol Shows statistics about the value specified for the Protocol variable, which is either
a well-known name for a protocol or an alias for it. Some protocol names and
aliases are listed in the [etc/pratacald file. A null response means that there are
no numbers to report. The program report of the value specified for the Protocol
variable is unknown if there is no statistics routine for it.

-P Shows the statistics of the Data Link Provider Interface (DLPI). The netstat -P
command prints the following statistic:

DLPI statistics:

Number of received packets = 0
Number of transmitted packets = 0
Number of received bytes = 0

Number of transmitted bytes = 0
Number of incoming pkts discard = 0
Number of outgoing pkts discard = 0
Number of times no buffers = 0
Number of successful binds = 0
Number of unknown message types
Status of phys Tevel promisc = 0
Status of sap level promisc = 0
Status of multi level promisc = 0
Number of enab_multi addresses = 0

1}
(<>}

If DLPI is not loaded, it displays:
can't find symbol: d1_stats

Note: The -P flag is only valid on AIX 4.3.2 and above.

-r Shows the routing tables. When used with the -s flag, the -r flag shows routing
statistics. See [Routing Tahle Display. |

-S Shows statistics for each protocol.

-SS Displays all the non-zero protocol statistics and provides a concise display.

-u Displays information about domain sockets.

-V Shows statistics for CDLI-based communications adapters. This flag causes the

netstat command to run the statistics commands for the entstat, tokstat, and
fddistat commands. No flags are issued to these device driver commands. See
the specific device driver statistics command to obtain descriptions of the
statistical output.

-Zc Clear network buffer cache statistics.

-Zi Clear interface statistics.

-Zm Clear network memory allocator statistics.

-Zs Clear protocol statistics. To clear statistics for a specific protocol, use -p

<protocol>. For example, to clear TCP statistics, enter netstat -Zs -p tcp.

Default Display
The default display for active sockets shows the following items:

* Local and remote addresses

* Send and receive queue sizes (in bytes)
* Protocol

* Internal state of the protocol

Internet address formats are of the form host.port or network.port if a socket’'s address specifies a

network but no specific host address. The host address is displayed symbolically if the address can be

resolved to a symbolic host name, while network addresses are displayed symbolically according to the
file.
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NS addresses are 12-byte quantities, consisting of a 4-byte network number, a 6-byte host number and a
2-byte port number, all stored in network standard format. For VAX architecture, these are word and byte
reversed; for the Sun systems, they are not reversed.

If a symbolic name for a host is not known or if the -n flag is used, the address is printed numerically,
according to the address family. Unspecified addresses and ports appear as an * (asterisk).

Interface Display (netstat -i)

The interface display format provides a table of cumulative statistics for the following items:
* Errors
» Collisions

Note: The collision count for Ethernet interfaces is not supported.
» Packets transferred

The interface display also provides the interface name, number, and address as well as the maximum
transmission units (MTUs).

Routing Table Display (netstat -r)

The routing table display indicates the available routes and their statuses. Each route consists of a
destination host or network and a gateway to use in forwarding packets.

A route is given in the format A.B.C.DIXX, which presents two pieces of information. A.B.C.D indicates the
destination address and XX indicates the netmask associated with the route. The netmask is represented
by the number of bits set. For example, the route 9.3.252.192/26 has a netmask of 255.255.255.192,
which has 26 bits set.
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The routing table contains the following ten fields:

Flags

Gateway
Refs

Use
PMTU

Interface
Exp

Groups
Netmasks

Route Tree for
Protocol Family

The flags field of the routing table shows the state of the route:

A An Active Dead Gateway Detection is enabled on the route. This field
only applies to AlIX 5.1 or later.

U Up.

H The route is to a host rather than to a network.

G The route is to a gateway.

D The route was created dynamically by a redirect.

M The route has been modified by a redirect.

L The link-level address is present in the route entry.

c Access to this route creates a cloned route. This field only applies to AIX
4.2.1 or later.

w The route is a cloned route. This field only applies to AIX 4.2.1 or later.

1 Protocol specific routing flag #1.

2 Protocol specific routing flag #2.

3 Protocol specific routing flag #3.

b The route represents a broadcast address.

e Has a binding cache entry.

| The route represents a local address.

m The route represents a multicast address.

P Pinned route.

R Host or net unreachable.

S Manually added.

u Route usable.

Direct routes are created for each interface attached to the local host.

The gateway field for these entries shows the address of the outgoing interface.
Gives the current number of active uses for the route. Connection-oriented
protocols hold on to a single route for the duration of a connection, while
connectionless protocols obtain a route while sending to the same destination.
Provides a count of the number of packets sent using that route.

Gives the Path Maximum Transfer Unit (PMTU). This field only applies to AIX
4.2.1 or later.

Indicates the network interfaces utilized for the route.

Displays the time (in minutes) remaining before the route expires. This field only
applies to AlX 4.2.1 or later.

Provides a list of group IDs associated with that route. This field only applies to
AlX 4.2.1 or later.

Lists the netmasks applied on the system.

Specifies the active address families for existing routes. Supported values for this
field are:

1 Specifies the UNIX address family.
2 Specifies the Internet address family (for example, TCP and UDP).
6 Specifies the Xerox Network System (XNS) address family.

For more information on other address families, refer to the
lusr/include/sys/socket.h file.
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When a value is specified for the Interval parameter, the netstat command displays a running count of
statistics related to network interfaces. This display contains two columns: a column for the primary
interface (the first interface found during autoconfiguration) and a column summarizing information for all
interfaces.

The primary interface may be replaced with another interface by using the H flag. The first line of each
screen of information contains a summary of statistics accumulated since the system was last restarted.
The subsequent lines of output show values accumulated over intervals of the specified length.

Inet Examples

1. To display routing table information for an Internet interface, enter:
netstat -r -f inet

This produces the following output:

Routing tables

Destination Gateway Flags Refs Use PMTU If Exp Groups Netmasks:
(root node)

(0)0 ffff 000 O

(0)0 ffff f000 0

(0)0 8123 262f 0 0 0 0 0

(root node)

Route Tree for Protocol Family 2:
(root node)

default 129.35.38.47 UG 0 564 - tr0 -

loopback 127.0.0.1 UH 1 202 - 100 -
129.35.32 129.35.41.172 U 4 30 - tr0 - +staff
129.35.32.117 129.35.41.172 UGHW 0 13 1492 tr0 30
192.100.61 192.100.61.11 U 1 195 - end -

(root node)

Route Tree for Protocol Family 6:
(root node)
(root node)

The -r -f inet flags indicate a request for routing table information for all configured Internet
interfaces. The network interfaces are listed in the Interface column; en designates a Standard
Ethernet interface, while tr specifies a Token-Ring interface. Gateway addresses are in dotted decimal
format.

2. To display interface information for an Internet interface, enter:
netstat -i -f inet

This produces the following output if you are using AlX 4.2:
Name Mtu  Network Address  Ipkts Ierrs Opkts Oerrs Coll

100 1536 <Link> 4 0 4 0 0
100 1536 127 Toopback 4 0 4 0 0
en® 1500 <Link> 96 0 67 0 0
en® 1500 192.100.61 nullarbor 96 0 67 0 0
tr0 1500 <Link> 44802 0 11134 0 0
tr0 1500 129.35.32 stnullarb 44802 0 11134 0 0

This produces the following output if you are using AlX 4.3:

Name Mtu Network Address Ipkts Ierrs Opkts Oerrs Coll
100 16896 Link#1 5161 0 5193 0 0
100 16896 127 localhost 5161 0 5193 0 0
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100 16896 ::1 5161 0 5193 0
enl 1500 Link#2 8.0.38.22.8.34 221240 0 100284 0
enl 1500 129.183.64 infoserv.frec.bul 221240 0 100284 0

[oNoNo)

The -i -f inet flags indicate a request for the status of all configured Internet interfaces. The network
interfaces are listed in the Name column; To designates a loopback interface, en designates a Standard

Ethernet interface, while tr specifies a Token-Ring interface.
To display statistics for each protocol, enter:
netstat -s -f inet

This produces the following output:
ip:

44485 total packets received
bad header checksums
with size smaller than minimum
with data size < data length
with header length < data size
with data Tength < header length
with bad options
with incorrect version number
fragments received
fragments dropped (dup or out of space)
fragments dropped after timeout
packets reassembled ok
44485 packets for this host
0 packets for unknown/unsupported protocol
0 packets forwarded
0 packets not forwardable
0 redirects sent
1506 packets sent from this host
packets sent with fabricated ip header
output packets dropped due to no bufs, etc.
output packets discarded due to no route
output datagrams fragmented
fragments created
datagrams that can't be fragmented
IP Multicast packets dropped due to no receiver
successful path MTU discovery cycles
path MTU rediscovery cycles attempted
path MTU discovery no-response estimates
path MTU discovery response timeouts
path MTU discovery decreases detected
path MTU discovery packets sent
path MTU discovery memory allocation failures
ipintrg overflows

[cloNoNoNoNoNoNoNoNoNo)

[cNoNoNoNoNoNooNoNoNoNoNoNoNo)

icmp:
0 calls to icmp_error
0 errors not generated 'cuz old message was icmp
Qutput histogram:
echo reply: 6
0 messages with bad code fields
0 messages < minimum length
0 bad checksums
0 messages with bad length
Input histogram:
echo: 19
6 message responses generated

igmp:defect
0 messages received
0 messages received with too few bytes
0 messages received with bad checksum
0 membership queries received
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membership queries received with invalid field(s)
membership reports received

membership reports received with invalid field(s)
membership reports received for groups to which we belong
membership reports sent

[cNoNoNONo]

tep:
1393 packets sent
857 data packets (135315 bytes)
0 data packets (0 bytes) retransmitted
367 URG only packets
0 URG only packets
0 window probe packets
0 window update packets
170 control packets
1580 packets received
790 acks (for 135491 bytes)
60 duplicate acks
0 acks for unsent data
638 packets (2064 bytes) received in-sequence
0 completely duplicate packets (0 bytes)
0 packets with some dup. data (0 bytes duped)
117 out-of-order packets (0 bytes)
0 packets (0 bytes) of data after window
0 window probes
60 window update packets
0 packets received after close
0 discarded for bad checksums
0 discarded for bad header offset fields
0 connection request
58 connection requests
61 connection accepts
118 connections established (including accepts)
121 connections closed (including 0 drops)
0 embryonic connections dropped
845 segments updated rtt (of 847 attempts)
0 resends due to path MTU discovery
0 path MTU discovery terminations due to retransmits
0 retransmit timeouts
0 connections dropped by rexmit timeout
0 persist timeouts
0 keepalive timeouts
0 keepalive probes sent
0 connections dropped by keepalive

udp:
42886 datagrams received

0 incomplete headers

0 bad data Tength fields

0 bad checksums

0 dropped due to no socket

42860 broadcast/multicast datagrams dropped due to no

socket
0 socket buffer overflows
26 delivered
106 datagrams output

ip specifies the Internet Protocol; icmp specifies the Information Control Message Protocol; tcp
specifies the Transmission Control Protocol; udp specifies the User Datagram Protocol.

4. To display device driver statistics, enter:
netstat -v
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The netstat -v command displays the statistics for each CDLI-based device driver that is up. To see
sample output for this command, see the tokstat command, the entstat command, or the fddistat
command.

To display information regarding an interface for which multicast is enabled, and to see group
membership, enter:

netstat -a -I interface

For example, if an 802.3 interface was specified, the following output will be produced:

Name Mtu Network Address Ipkts Ierrs Opkts Oerrs Coll

etd 1492 <Link> 0 0 2 0 0

etd 1492 9.4.37 hun-eth 0 0 2 0 0
224.0.0.1

02:60:8c:0a:02:e7
01:00:5e:00:00:01

If instead of -l interface the flag -i is given, then all configured interfaces will be listed. The network
interfaces are listed in the Name column; lo designates a loopback interface, et designates an IEEE
802.3 interface, tr designates a Token-Ring interface, while fi specifies an FDDI interface.

The address column has the following meaning. A symbolic name for each interface is shown. Below
this symbolic name, the group addresses of any multicast groups which have been joined on that
interface are shown. Group address 224.0.0.1 is the special all-hosts-group to which all multicast
interfaces belong. The MAC address of the interface (in colon notation) follows the group addresses,
plus a list of any other MAC level addresses which are enabled on behalf of IP Multicast for the
particular interface.

To display the packet counts in the communication subsystem, enter:
netstat -D

The following output will be produced:

Source Ipkts Opkts Idrops Odrops
tok_dev0 720 542 0 0
ent_dev0 114 4 0 0
Devices Total 834 546 0 0
tok_ddo 720 542 0 0
ent_ddo 114 4 0 0
Drivers Total 834 546 0 0
tok_dmx0 720 N/A 0 N/A
ent_dmx0 114 N/A 0 N/A
Demuxer Total 834 N/A 0 N/A
1P 773 767 0 0
TCP 536 399 0 0
ubP 229 93 0 0
Protocols Total 1538 1259 0 0
lo_if0 69 69 0 0
en if0 22 8 0 0
tr if0 704 543 0 1
Net IF Total 795 620 0 1
NFS/RPC Client 519 N/A 0 N/A
NFS/RPC Server 0 N/A 0 N/A
NFS Client 519 N/A 0 N/A
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NFS Server 0 N/A 0 N/A

NFS/RPC Total N/A 519 0 0

(Note: N/A -> Not Applicable)

Xerox Network System (XNS) Examples

1. To display network information for an XNS interface, enter:
netstat -i -f ns

This produces the following output:

Name Mtu Network Address Ipkts Ierrs Opkts Oerrs Coll
enl 1500 ns:6EH 2608C2EA9F7H 281 0O 3055 0O 0
etl 1492 ns:78H 2608C2EA9F7H 44 0 3043 0 0
nsip0 1536 ns:1H  2608C2EA9F7H 0 0 0 0 0

The -i -f ns flags indicate a request for the status of all configured XNS interfaces. The network
interfaces are listed in the Name column; en designates a Standard Ethernet interface, while et specifies
an IEEE 802.3 Ethernet interface. The ns: in the Network column designates the XNS family address.
All network and address numbers are in hexadecimal with the letter H appended to the end of the
number.

The nsip0 is the Internet encapsulated XNS packet. The Internet destination address used for
encapsulation is specified in the ipdst field in the ifconfig command.

2. To display routing table information for an XNS interface, enter:
netstat -r -f ns

This produces the following output:

Routing tables

Destination Gateway Flags Refcnt Use Interface
Route Tree for Protocol Family 6:

(root node)

1H.2608C2EA394H 1H.2608C2EA9F7H  UH 1 0 nsip0
18H.* 78H.2608C2EA9F7H UG 0 0 etl
6EH.* 6EH.2608C2EA9F7H U 1 0 enl
78H.* 78H.2608C2EA9F7H U 1 0 etl

(root node)

The -r -f ns flags indicate a request for routing table information for all configured XNS interfaces.
The network interfaces are listed in the Interface column; en designates a Standard Ethernet
interface, while et specifies an IEEE 802.3 Ethernet interface. The nsip0 in the Interface column
designates an XNS to Internet encapsulation interface. All Destination and Gateway address numbers
are in hexadecimal with the letter H appended to the end of the number. The * (asterisk) in the
Destination column indicates the network is not a point-to-point network.

Related Information
The btmstat command, bntstal command, kddistat command, fostal command, kokstat command, m

command, kmstai command.

The hostd file format, file format, m file format, file format.

Monitaring and Tuning Communications /A in AIX 5L Version 5.1 Performance Management Guide.
Gatewayd, Naming, ITCP/AP Addressing, TCP/IP Netwark Interfaced, [TCPAP Protocald, and ILCP/AP Routing

in AIX 5L Version 5.1 System Management Guide: Communications and Networks.
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Kerox Network Systems (XNS) Overview for Programming in AIX 5L Version 5.1 Communications

Programming Concepits.

newaliases Command

Purpose
Builds a new copy of the alias database from the mail aliases file.

Syntax

newaliases

Description

The newaliases command builds a new copy of the alias database for the /etc/mail/aliases file. It must
be run each time this file is changed in order for the changes to take effect. Running this command is
equivalent to running the sendmail command with the -bi flag.

Exit Status

0 | Exits successfully.

>0 | An error occurred.

Files

lusr/sbin/newaliases Contains the newaliases command.

Jetc/mailbliased Contains source for the mail aliases file command.
letc/aliasesDB directory Contains the binary files created by the newaliases command.

Related Information
The command.

Managing Mail Aliased and How to Build the Alias Databasd in AIX 5L Version 5.1 System Management

Guide: Communications and Networks.

newform Command

Purpose
Changes the format of a text file.

Syntax

newform [E] [ [E [E [ Number1]1] [0 [ Number] ] [E[ Character] ] [Q [ Number] ] [E [ TabSpec ]
] [D [ Number]][ta [ TabSpec] ] [E]ﬂ [ Number]]|[ File ... 17 ...

Description

The newform command takes lines from the files specified by the File parameter (standard input by
default) and writes the formatted lines to standard output. Lines are reformatted in accordance with the
command-line flags in effect.

Except for the -s flag, you can enter command-line flags in any order, repeated, and mixed with the File
parameter. Note, however, that the system processes command-line flags in the order you specify. For
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example, the -¢ flag modifies the behavior of the -a and -p flags, so specify the -¢ flag before the -p or -a
flag for which it is intended. The -l (lowercase L) flag modifies the behavior of the -a, -b, -e, and -p flags,
so specify the -l flag before the flags for which it is intended. For example, flag sequences like -e15 -160

yield results that are different from -160 -e15. Flags are applied to all files specified on the command line.

An exit value of 0 indicates normal execution; an exit value of 1 indicates an error.

Notes:

1. The newform command normally only keeps track of physical characters; however, for the -i and
-o flags, the newform command keeps track of backspaces to line up tabs in the appropriate
logical columns.

2. The newform command does not prompt you if the system reads a TabSpec variable value from
standard input (by use of the -i- or -o- flag).

3. If you specify the -f flag, and the last -o flag you specified was -o- preceded by either an -o- or
an -i-, the tab-specification format line is incorrect.

4. If the values specified for the -p, -I, -e, -a, or -b flag are not valid decimal numbers greater than
1, the specified value is ignored and default action is taken.

Flags

-a [ Number ] Adds the specified number of characters to the end of the line when the line length is
less than the effective line length. If no number is specified, the -a flag defaults to 0
and adds the number of characters necessary to obtain the effective line length. See
also the ke[ Character| and kp [ Number] flags.

-b [ Number ] Truncates the specified number of characters from the beginning of the line if the line
length is greater than the effective line length. If the line also contains fewer
characters than specified by the Number parameter, the entire line is deleted and a
blank line is displayed in its place. See also the -l [ Number ] flag. If you specify the
-b flag with no Number variable, the default action truncates the number of characters
necessary to obtain the effective line length.

This flag can be used to delete the sequence numbers from a COBOL program, as
follows:

newform -11-b7 file-name

The -11 flag must be used to set the effective line length shorter than any existing line
in the file so that the -b flag is activated.

-c [ Character ] Changes the prefix/add character to that specified by the Character variable. Default
character is a space and is available when specified before the -a and -p flags.

-e [ Number ] Truncates the specified number of characters from the end of the line. Otherwise, the
flag is the same as the -b [ Number] flag.

-f Writes the tab-specification format line to standard output before any other lines are
written. The displayed tab-specification format line corresponds to the format specified
by the final Ed flag. If no -o flag is specified, the line displayed contains the default
specification of -8.

-i [ TabSpec ] Replaces all tabs in the input with the number of spaces specified by the TabSpec
variable.

This variable recognizes all tab specification forms described in the tabs command.

If you specify a - (minus sign) for the value of the TabSpec variable, the newform
command assumes that the tab specification can be found in the first line read from
standard input. The default TabSpec value is -8. A TabSpec value of -0 expects no
tabs. If any are found, they are treated as having a value of -1.
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-1 [ Number ] Sets the effective line length to the specified number of characters. If no Number
variable is specified, the -l flag defaults to 72. The default line length without the -I
flag is 80 characters. Note that tabs and backspaces are considered to be one
character (use the H flag to expand tabs to spaces). You must specify the -I flag
before the -b and -e flags.

-0 [ TabSpec ] Replaces spaces in the input with a tab in the output, according to the tab
specifications given. The default TabSpec value is -8. A TabSpec value of -0 means
that no spaces are converted to tabs on output.

-p [ Number ] Appends the specified number of characters to the beginning of a line when the line
length is less than the effective line length. The default action is to append the
number of characters that are necessary to obtain the effective line length. See also
the -c flag.

-S Removes leading characters on each line up to the first tab and places up to 8 of the
removed characters at the end of the line. If more than 8 characters (not counting the
first tab) are removed, the 8th character is replaced by an * (asterisk) and any
characters to the right of it are discarded. The first tab is always discarded.

The characters removed are saved internally until all other specified flags are applied
to that line. The characters are then added to the end of the processed line.

Note: The values for the -a, -b, -e, -l (lowercase L), and -p flags cannot be larger than LINE_MAX or
2048 bytes.

Examples

To convert from a file with:
* Leading digits

* One or more tabs

» Text on each line

to a file:

» Beginning with the text, all tabs after the first expanded to spaces
» Padded with spaces out to column 72 (or truncated to column 72)
» Leading digits placed starting at column 73

enter the following:
newform -s -i -1 -a -e filename

The newform command displays the following error message and stops if the -s flag is used on a file
without a tab on each line.

newform: 0653-457 The file is not in a format supported by the -s flag.

Related Information
The kabd command, @ command.

newgrp Command

Purpose
Changes a user’s real group identification.

Syntax
newgrp [ 1 ] [D] [ Group ]
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Description

The newgrp command changes a user’s real group identification. When you run the command, the system
places you in a new shell and changes the name of your real group to the group specified with the Group
parameter. By default, the newgrp command changes your real group to the group specified in the
letc/passwd file.

Note: The newgrp command does not take input from standard input and cannot be run from within
a script.

The newgrp command recognizes only group names, not group ID numbers. Your changes only last for
the current session. You can only change your real group name to a group you are already a member of.
If you are a root user, you can change your real group to any group regardless of whether you are a
member of it or not.

Note: When you run the newgrp command, the system always replaces your shell with a new one.
The command replaces your shell regardless of whether the command is successful or not. For this
reason, the command does not return error codes.

Flags

- Changes the environment to the login environment of the new group.
-l Indicates the same value as the - flag.

Security

Access Control: This command should be installed as a program in the trusted computing base (TCB).
The command should be owned by the root user with the setuid (SUID) bit set.

Exit Status

If the newgrp command succeeds in creating a new shell execution environment, regardless if the group
identification was changed successfully, the exit status will be that of the current shell. Otherwise, the
following exit value is returned:

>0 An error occurred.

Examples
1. To change the real group ID of the current shell session to admin, enter:

newgrp admin
2. To change the real group ID back to your original login group, enter:
newgrp

Files
[etc/grougd
fetc/passwd

Indicates the group file; contains group IDs.

Indicates the password file; contains user IDs.

Related Information
The m command, m command.
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newkey Command

Purpose
Creates a new key in the /etc/publickey file.

Syntax
lusr/sbin/newkey [ E HostName 110 ld UserName ]

Description

The newkey command creates a new key in the /etc/publickey file. This command is normally run by the
network administrator on the Network Information Services (NIS) master machine to establish public keys
for users and root users on the network. These keys are needed for using secure Remote Procedure Call
(RPC) protocol or secure Network File System (NFS).

The newkey command prompts for the login password of the user specified by the UserName parameter.
Then, the command creates a new key pair in the /etc/publickey file and updates the publickey
database. The key pair consists of the user’s public key and secret key and is encrypted with the login
password of the given user.

Use of this program is not required. Users may create their own keys using the chkey command.
You can use the Network application in Web-based System Manager (wsm) to change network

characteristics. You could also use the System Management Interface Tool (SMIT) smit newkey fast path
to run this command.

Flags

-h HostName Creates a new public key for the root user at the machine specified by the HostName
parameter. Prompts for the root password of this parameter.

-u UserName Creates a new public key for a user specified by the UserName parameter. Prompts for the NIS
password of this parameter.

Examples

1. To create a new public key for a user, enter:

newkey -u john

In this example, the newkey command creates a new public key for the user named john.
2. To create a new public key for the root user on host zeus, enter:
newkey -h zeus

In this example, the newkey command creates a new public key for the root user on the host named
Zeus.

Files

letc/publickey Stores encrypted keys for users.
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Related Information
The khkeyl command, keylogid command.

e keyserd daemon.
For information on installing the Web-based System Manager, see b.hapter_z_Lnsia.l.lanm:La.nd_Ss,Lstend

in AIX 5L Version 5.1 Web-based System Manager Administration Guide.

Bystem Management Interface Tool (SMIT): Querviewl in AIX 5L Version 5.1 System Management Guide:

Operating System and Devices.

Netwark File System (NES) Querview for System Management in AIX 5L Version 5.1 System Management

Concepts: Operating System and Devices.

, How to Mount a File System Using Secure NES in AIX

5L Version 5.1 System Management Concepts: Operating System and Devices.

Network Information Service (NIS) in AIX 5L Version 5.1 Network Information Services (NIS and NIS+)

Guide.
NIS Referencd.

news Command

Purpose
Writes system news items to standard output.

Syntax
news [ B 1 I stem ... ]

Description

The news command writes system news items to standard output. This command keeps you informed of
news concerning the system. Each news item is contained in a separate file in the /var/news directory.
Most users run the news command followed by the -n flag each time they log in by including it in their
$HOME/.profile file or in the system’s /etc/profile file. Any user having write permission to this directory
can create a news item. It is not necessary to have read permission to create a news item.

If you run the news command without any flags, it displays every current file in the /var/news file, showing
the most recent first. This command, used with the -a flag, displays all news items. If you specify the -n
flag, only the names of the unread news items are displayed. Using the -s flag displays the number of
unread news items. You can also use the ltem parameter to specify the files that you want displayed.

Each file is preceded by an appropriate header. To avoid reporting old news, the news command stores a
currency time. The news command considers your currency time to be the date the $HOME/.news_time
file was last modified. Each time you read the news, the modification time of this file changes to that of the
reading. Only news item files posted after this time are considered current.

Pressing the Interrupt (Ctrl-C) key sequence during the display of a news item stops the display of that
item and starts the next. Pressing the Ctrl-C key sequence again ends the hews command.

Note: News items can contain multibyte characters.
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Flags

-a Displays all news items, regardless of the currency time. The currency time does not change.
-n Reports the names of current news items without displaying their contents. The currency time does not
change.
-S Reports the number of current news items without displaying their names or contents. The currency time does
not change.
Examples
1. To display the items that have been posted since you last read the news, enter:
news
2. To display all the news items, enter:
news Ed | bd
All of the news items display a page at a time (| pg), regardless of whether you have read them yet.
3. To list the names of the news items that you have not read yet, enter:
news Ed
Each name is a file in the /var/news directory.
4. To display specific news items, enter:
News newusers services
This command sequence displays news about newusers and services, which are names listed by the
news Ed command.
5. To display the number of news items that you have not yet read, enter:
news Ed
6. To post news for everyone to read, enter:
kd schedule /var/news
This copies the schedule file into the system /var/news directory to create the /var/news/schedule
file. To do this, you must have write permission to the /var/news directory.
Files
lusr/bin/news Contains the news command.
letc/profile Contains the system profile.
Ivar/news Contains system news item files.
$HOME/.news_time Indicates the date the news command was last invoked.

Related Information
The E command.

Th

e letc/security/environ file, prafild file.
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next Command

Purpose
Shows the next message.

Syntax
next [ WFoider ][ [headed | Inoheaded ][ Eshowprad CommandString | Enoshowprad ]

Description

The next command displays the number the system will assign to the next message filed in a Message
Handler (MH) folder. The next command is equivalent to the show command with the next value specified
as the message.

The next command links to the show program and passes any switches on to the showproc program. If
you link to the next value and call that link something other than next, your link will function like the show
command, rather than like the next command.

The show command passes flags it does not recognize to the program performing the listing. The next
command provides a number of flags for the listing program.

Flags
+Folder Specifies the folder that contains the message you want to show.
-header Displays a one-line description of the message being shown. The
description includes the folder name and message number. This is the
default.
-help Lists the command syntax, available switches (toggles), and version
information.
Note: For MH, the name of this flag must be fully spelled out.
-noheader Prevents display of a one-line description of each message being
shown.
-noshowproc Uses the /usr/bin/cat file to perform the listing. This is the default.
-showproc CommandString Uses the specified command string to perform the listing.
Examples
1. To see the next message in the current folder, enter:
next

The system responds with a message similar to the following:
(Message schedule: 10)

The text of the message is also displayed. In this example, message 10 in the current folder schedule
is the next message.

2. To see the next message in the project folder, enter:
next Eproject

The system responds with the text of the message and a header similar to the following:
(Message project: 5)
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Files

$HOME/.mh_profile Specifies a user's MH profile.
lust/bin/next Contains the next command.

Related Information
The @ command, Ehow command.

The m file format, m file format.

Mail Querviewl in AIX 5L Version 5.1 System User’s Guide: Communications and Networks.

nfsd Daemon

Purpose

Services client requests for file system operations.

Syntax

lusr/sbin/nfsd [ (| { teco ludp } 11 Ed max_connections ] [ ) max_write_size || Ed

max_read._size |

Description
The nfsd daemon runs on a server and handles client requests for file system operations.

Each daemon handles one request at a time. Assign the maximum number of threads based on the load
you expect the server to handle.

The nfsd daemon is started and stopped with the following System Resource Controller (SBRQ)
commands:

startsrc -s nfsd
stopsrc -s nfsd

To change the number of daemons started with the SRC commands, use the chnfs command. To change
the parameters of an SRC controlled daemon, use the chssys command.

Flags

-a Specifies UDP and TCP transport will be serviced. This flag only applies to AIX
4.2.1 or later.

-C max_connections Specifies the maximum number of TCP connections allowed at the NFS server.
This flag only applies to AIX 4.2.1 or later.

nservers Specifies the maximum number of concurrent requests that the NFS server can

handle. This concurrency is achieved by the number of nservers thread created in
the kernel as needed. This flag only applies to AIX 4.2.1 or later.

-p tcp or -p udp Transports both UDP and TCP to the NFS clients (default). You can only specify
UDP or TCP. For example, if -p fcp is used, the NFS server only accepts NFS
client requests using the TCP protocol. This flag only applies to AIX 4.2.1 or later.

-r max_read_size Specifies for NFS Version 3, the maximum size allowed for file read requests.
The default and maximum allowed is 32K. This flag only applies to AlIX 4.2.1 or
later.
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-W max_write_size Specifies for NFS Version 3, the maximum size allowed for file write requests.
The default and maximum allowed is 32K. This flag only applies to AlIX 4.2.1 or

later.
Parameter
Parameter that can be changed:
NumberOfNfsds Specifies the number of daemons to start. This parameter does not apply to AIX 4.2.1 or

later.

Examples

1. To start nfsd daemons using an src command, enter:
startsrc -s nfsd

In this example, the startsrc -s nfsd entry starts the number of daemons specified in the script.
2. To change the number of daemons running on your system, enter:

chssys -s nfsd -a 6

In this example, the chssys command changes the number of nfsd daemons running on your system
to 6.

Related Information
The khntd command, m command.

The biad daemon, Inountd daemon.
Network File System (NFS) Overview for System Management in AIX 5L Version 5.1 System Management

Concepts: Operating System and Devices.

Bystem Resource Controller Overview in AIX 5L Version 5.1 System Management Guide: Operating

System and Devices.

List of NFS Commandd.

nfso Command

Purpose
Configures Network File System (NFS) network variables.

Syntax
nfso { td 1 kd Option | H HostName | Ed Option [ =NewValue ] } [ id |

Description

Attention: Be careful when you use this command. The nfso command performs no range checking;
therefore, it accepts all values for the variables. If used incorrectly, the nfso command can make
your system inoperable.

Flags

-a Prints a list of all configurable options and their current values.
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-C
-d Option
-l HostName

-0 Option[ =NewValue ]

Changes the output format of the nfso command to colon-delineated format.
Sets the Option variable back to its default value.

Allows a system administrator to release NFS file locks on an NFS server. The
HostName variable specifies the host name of the NFS client that has file locks
held at the NFS server. The nfso - command makes a remote procedure call to
the NFS server’s rpc.lockd network lock manager to request the release of the
file locks held by the HostName NFS client.

If there is an NFS client that has file locks held at the NFS server and this client
has been disconnected from the network and cannot be recovered, the nfso -l
command can be used to release those locks so that other NFS clients can
obtain similar file locks for their purposes.

Note: The nfso command can be used to release locks on the local NFS
server only.
Shows the value of the option specified by the Option parameter if the NewValue
variable is not specified. If a new value is specified, the Option parameter is set
to that value.

The nfso command sets or displays network options in the kernel. This command
operates only on the kernel currently running. Use the nfso command after each
system startup or network configuration. The effect of changing any value will be
immediate unless noted in the description of the option.

These values are valid for the Options parameter:

nfs_allow_all_signals
Specifies that the NFS server adhere to signal handling requirements for
blocked locks for the UNIX 95/98 test suites. A value of 1 turns
nfs_allow_all_signals on, and a value of 0 turns it off. The default is off

(0).

nfs_device_specific_bufs
Forces the NFS server to use the device-specific buffers. ATM and the
SP high speed switch use special buffers for sending data out of the
device. The more efficiently the NFS server uses the memory
allocations, the better it performs. If resource allocation of the buffers
becomes difficult, turn off the nfs_device_specific_bufs to diagnose the
problem. A value of 1 turns it on, and a value of 0 turns it off. The default
is to use the device-specific buffers (1).

nfs_dynamic_retrans
Controls dynamic retransmit packet resizing. The nfs_dynamic_retrans
option allows the NFS read/write packets to respond to network or server
load problems. This option also allows the NFS client to vary the
timeouts used for retransmissions, based on the response time of the
network of server. The default value is 1 (enabled).

nfs_gather_threshold
Determines when the NFS server attempts to gather write requests to a
file. If the size of the NFS write request is less than the value of the
nfs_gather_threshold option, the NFS server writes the data and
immediately responds to the NFS client. If the size of the NFS write
request is equal to or greater than the value of this option’s value, the
NFS server writes the data and waits for a small amount of time before
responding to the NFS client. The write-gathering is a performance
advantage for sequential writes, but can also be a slight performance
disadvantage for random writes. To turn off write gather, set the
nfs_gather_threshold to any value greater than 8192.
nfs_gather_threshold no longer applies to AlX 4.2.1 and later versions,
but it remains as a compatibility interface.
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nfs_iopace_pages

Sets the maximum number of dirty pages that the NFS client flushes to
the NFS server at one time. The default value is 0, which corresponds to
32 pages. The kernel will modify the default value, depending on write
size. However, if you specify a value for nfs_iopace_pages, the kernel
does not modify that maximum. Valid values are between 1 and 65,536,
inclusively.

The nfs_iopace_pages option is useful when the binder flushes large
compilation images, thus causing interactive performance to suffer.
Adjust the value to achieve a balance between binder-write performance
and interactive work.

nfs_max_connections

Specifies the maximum number of TCP connections allowed on the NFS
server. The default value is 0, which specifies that there is no maximum.
One TCP connection is used per client. If new TCP connections are
requested from NFS clients and the new connection increases the total
amount of connections beyond the maximum, the existing TCP
connection closes. The nfs_max_connections only applies to AIX 4.2.1
or later.

nfs_max_read_size

Sets the maximum and preferred read size. The default size is 32,678
bytes. The maximum is 65,536 bytes and the minimum is 512 bytes.
NFS clients, mounting after nfs_max_read_size is set, must use its set
value. You cannot use this option to change the size for existing mounts.

Using nfs_max_read_size may require you to reduce the V3 read/write
sizes when the mounts cannot be manipulated directly in the clients,
especially during NIM installations on networks dropping packets with
default read/write sizes of 32K. In this case, set the maximum size to a
small value.

Please note that nfs_socketsize and nfs_tcp_socketsize should be
greater than or equal to the value of nfs_tcp_read_size. Take this into
account while changing this parameter. It is advised not to increase the
value of nfs_tcp_read_size beyond 6000, unless you have a good
reason. In such cases, you may also want to increase the
tcp_sendspace and tcp_recvspace to a value greater than or equal to
nfs_tcp_read_size (using the no command).
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(Continued)

nfs_max_threads

Specifies the maximum number of nfsd threads allowed on an NFS
server. In AlX 4.3.2 and later versions, the default maximum is 3891. In
some systems which have been upgraded by migration installation, the
system administrator may need to manually increase this maximum
value. This value can also be passed as an argument to the hfsd
daemon. The specified value overrides the default. Re-running the nfso
command to set nfs_max_threads overrides the previously set value.
This option only applies to AIX 4.2.1 or later.

In AIX 4.2.1, the NFS server is multi-threaded. Threads are created as
demand increases on the server. When the threads are idle, they exit,
thus allowing the server to adapt to the needs of the NFS clients.
Assuming that NFS serving is the system’s primary purpose, setting a
large maximum does not detract from overall system performance
because the NFS server creates threads as needed. However, if you
want to use the system for other activities, you should specify a low
value for nfs_max_threads.

nfs_max_write_size

Sets the maximum and preferred write size. The default size is 32,678
bytes. The maximum is 65,536 bytes and the minimum is 512 bytes.
NFS clients, mounting after nfs_max_write_size is set, must use the set
value. You cannot use this option to change the size for existing mounts.

Using nfs_max_write_size may require you to reduce the V3 read/write
sizes when the mounts cannot be manipulated directly in the clients,
especially during NIM installations on networks dropping packets with
default read/write sizes of 32K. In this case, set the maximum size to a
small value.

Please note that nfs_socketsize and nfs_tcp_socketsize should be
greater than or equal to the value of nfs_tcp_write_size. Take this into
account while changing this parameter. It is advised not to increase the
value of nfs_tcp_write_size beyond 6000, unless you have a good
reason. In such cases, you may also want to increase the
tcp_sendspace and tcp_recvspace to a value greater than or equal to
nfs_tcp_write_size (using the no command).

nfs_repeat_messages

Checks for duplicate NFS messages. This option is used to avoid
displaying duplicate NFS messages. When set to a value of 1, all NFS
messages are printed to the screen. If set to a value of 0, duplicate
messages appearing one after the other are not printed to the screen.
Only the first message of such a sequence is displayed. When a
different message appears, a message will be displayed similar to:

Last NFS message repeated n times.
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(Continued) Enables the use of RFC1323 for NFS sockets. RFC1323 are TCP
extensions for use in large bandwidth delay networks as described in the
rfc1323. Use this option to enable very large TCP window size
negotiations between systems. If using the TCP transport between NFS
client and server, nfs_rfc1323 allows the systems to negotiate a TCP
window size so that more data is allowed to be transferred between
client and server. In this way, nfs_rfc1323 increases the throughput
potential between client and server. To use this option, both client and
server must have TCP support, MTU discovery, and socket buffers large
enough to handle the new MTU size.

nfs_server_base_priority
Specifies the base priority for nfsd processes. The default value is 0,
giving nfsd processes regular floating priority. Valid values are between
31 and 126, inclusively. The purpose of nfs_server_base_priority is to
allow performance tuning of the NFS server or to allow the system
administrator to specify a reasonable value, depending on system load
requirements.

nfs_server_clread
Allows the NFS server to be very aggressive about reading a file. The
NFS server can only respond to the specific read request from the NFS
client. However, the NFS server can read data in the file which exists
immediately after the data for the current read request. This action is
commonly called read-ahead. The NFS server performs read-ahead by
default. Enabling the nfs_server_clread option causes the NFS server
to be very aggressive when doing a read ahead for the NFS client. The
default value for this option is 1 (enabled). A value of 0 sets the normal
system default for the read-ahead methods.

nfs_setattr_error
Tells the NFS server to ignore invalid setattr requests when its value is
set to 1. The nfs_setattr_error is intended for certain personal computer
applications. The default value is 0. This option does not apply to AIX
4.2.1 and later versions.
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(Continued) nfs_socketsize

Sets the queue size of the NFS server UDP (User Datagram Protocol)
socket. The queue size is specified in number of bytes. The UDP socket
is used for receiving the NFS client requests and can be adjusted so that
the NFS server is less likely to drop packets under a heavy load. The
value of the nfs_socketsize option must be less than the sb_max
option, which can be manipulated by the no command.

In AIX Version 4, the socket size is changed dramatically. In this version
and later versions, you no longer need to stop and restart the nfsd
daemon to implement changes to the socket’s queue size. The default
size is 60,000 bytes. Do not set the nfs_socketsize value to less than
60,000. Large and/or busy servers should have values larger than
60,000 until UDP NFS traffic shows no packets dropped in netstat -s -p
udp.

nfs_tcp_duplicate_cache_size
Specifies the number of entries to store in the NFS server’s duplicate
cache for the TCP network transport. This option only applies to AIX
4.2.1 or later.

nfs_tcp_socketsize
Sets the queue size of the NFS server TCP (Transmission Control
Protocol) socket. The queue size is specified in number of bytes. The
TCP socket is used for receiving the NFS client requests and can be
adjusted so that the NFS server is less likely to drop packets under a
heavy load. The value of the nfs_tcp_socketsize option must be less
than the sb_max option, which can be manipulated by the no command.

In AIX Version 4, the socket size is changed dramatically. In this version
and later versions, you no longer need to stop and restart the nfsd
daemon to implement changes to the socket’s queue size. The default
size is 60,000 bytes. Do not set the nfs_tcp_socketsize value to less
than 60,000. Large and/or busy servers should have larger values until
TCP NFS traffic shows no packets dropped in netstat -s -p tcp.

nfs_udp_duplicate_cache_size
Specifies the number of entries to store in the NFS server’s duplicate
cache for the UDP network transport. This option only applies to AIX
4.2.1 or later.

nfs_use_reserve_ports
Forces the client to use reserved ports for all communication. The
default is not to force that use. A value of 1 turns the
nfs_use_reserve_ports option on, while a value of 0 turns it off.
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(Continued) nfs_v2_pdts

Sets or displays the number of tables for memory pools used by the
biods for NFS Version 2 mounts. The default, minimum value is 1 and
the maximum value is 8. For values greater than 1, this option must be
set before NFS mounts are performed.

nfs_v2_vm_bufs
Sets or displays the number of initial free memory buffers used for each
NFS version 2 Paging Device Table(pdt) created after the first table.
Valid values range from 1 to 5000. The very first pdt has a set value of
256, 512, 640 or 1000, depending on system memory. This initial value
is also the default value of each newly created pdt. For values other than
the default number, this option must be set before NFS mounts are
performed. Note that the initial set value for the first pdt table will never
change.

nfs_v3_pdts
Sets or displays the number of tables for memory pools used by the
biods for NFS Version 3 mounts. The default, minimum value is 1 and
the maximum value is 8. For values greater than 1, this option must be
set before NFS mounts are performed.

nfs_v3_vm_bufs
Sets or displays the number of initial free memory buffers used for each
NFS version 3 Paging Device Table(pdt) created after the first table.
Valid values range from 1 to 5000. The very first pdt has a set value of
256, 512, 640 or 1000, depending on system memory. This initial value
is also the default value of each newly created pdt. For values other than
the default number, this option must be set before NFS mounts are
performed. Note that the initial set value for the first pdt table will never
change.

portcheck
Checks whether an NFS request originated from a privileged port. The
default value of 0 disables port checking by the NFS server. A value of 1
directs the NFS server to do port checking on the incoming NFS
requests.

udpchecksum
Performs the checksum of NFS UDP packets. The default value of 1
directs the NFS server or client to build UDP checksums for the packets
that it sends to the NFS clients or servers. A value of 0 disables the
checksum on UDP packets from the NFS server or client. Use
udpchecksum to check data integrity.

Examples

1. To set the portcheck kernel extension variable to a value of zero, enter:
nfso -0 portcheck=0

2. To set the udpchecksum variable to its default value of 1, enter:
nfso -d udpchecksum

3. To print, in colon-delimited format, a list of all configurable options and their current values, enter:
nfso -a -c

Related Information
The hetstal command, d command.

Netwark File System (NES) Qverview far System Management in AIX 5L Version 5.1 System Management

Guide: Communications and Networks.
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[CCP/P Qverview for System Managemeni in AIX 5L Version 5.1 System Management Guide:

Communications and Networks.

Monitoring and Tuning NFS Usd in AIX 5L Version 5.1 Performance Management Guide.
List of NES Commands.

nfsstat Command

Purpose

Displays statistical information about the Network File System (NFS) and Remote Procedure Call (RPC)
calls.

Syntax
fusr/sbin/nfsstat [Ed [ [Ed 1B E [ End ]

Description

The nfsstat command displays statistical information about the NFS and Remote Procedure Call (RPC)
interfaces to the kernel. You can also use this command to reinitialize this information. If no flags are
given, the default is the nfsstat -csnr command. With this option, the command displays everything, but
reinitializes nothing.

RPC Server Information
The server RPC display includes the following fields:

calls Total number of RPC calls received

badcalls Total number of calls rejected by the RPC layer

nullrecv Number of times an RPC call was not available when it was thought to be received
badlen Number of RPC calls with a length shorter than a minimum-sized RPC call

xdrcall Number of RPC calls whose header could not be XDR decoded

dupchecks Number of RPC calls that looked up in the duplicate request cache

dupregs Number of duplicate RPC calls found

RPC Client Information

calls Total number of RPC calls made

badcalls Total number of calls rejected by the RPC layer

badxid Number of times a reply from a server was received that did not correspond to any outstanding
call

timeouts Number of times a call timed out while waiting for a reply from the server

newcreds Number of times authentication information had to be refreshed

badverfs The number of times the call failed due to a bad verifier in the response.

timers The number of times the calculated time-out value was greater than or equal to the minimum
specified timed-out value for a call.

cantconn The number of times the call failed due to a failure to make a connection to the server.

nomem The number of times the calls failed due to a failure to allocate memory.

interrupts The number of times the call was interrupted by a signal before completing.

retrans The number of times a call had to be retransmitted due to a time-out while waiting for a reply
from the server. This is applicable only to RPC over connection-less transports

dupchecks The number of RPC calls that looked up in the duplicate request cache.

dupregs The number of duplicate RPC calls found.
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NFS Server Information
The NFS server displays the number of NFS calls received (calls) and rejected (badcalls), as well as the

counts and percentages for the various kinds of calls made.

NFS Client Information
The NFS client information displayed shows the number of calls sent and rejected, as well as the number

of times a CLIENT handle was received (clgets), the number of times the client handle had no unused
entries (cTatoomany), and a count of the various kinds of calls and their respective percentages.

-m Information
The -m flag displays information about mount flags set by mount options, mount flags internal to the
system, and other mount information. See the command for more information.

The following mount options are set by mount flags:

auth Provides one of the following values:
none No authentication.

unix UNIX style authentication (UID, GID).

des des style authentication (encrypted timestamps).
hard Hard mount.
soft Soft mount.
intr Interrupts allowed on hard mount.
nointr No interrupts allowed on hard mount.
noac Client is not catching attributes.
rsize Read buffer size in bytes.
wsize Write buffer size in bytes.
retrans NFS retransmissions.
nocto No close-to-open consistency.
11ock Local locking being used (no lock manager.
grpid Group ID inheritance.
vers NFS version.
proto Protocol.

The following mount options are internal to the system:

printed Not responding message printed.

down Server is down.

dynamic Dynamic transfer size adjustment.

Tink Server supports links.

symlink Server supports symbolic links.

readdir Use readdir instead of readdirplus.

Flags

-C Displays client information. Only the client side NFS and RPC information is printed. Allows the user to limit the

report to client data only. The nfsstat command provides information about the number of RPC and NFS calls
sent and rejected by the client. To print client NFS or RPC information only, combine this flag with the -n or -r
option.

-m Displays statistics for each NFS file system mounted along with the server name and address, mount flags,
current read and write sizes, retransmission count, and the timers used for dynamic retransmission. This flag
only applies to AlX 4.2.1 or later.

-n Displays NFS information . Prints NFS information for both the client and server. To print only the NFS client or
server information, combine this flag with the -c and -s options.
-r Displays RPC information.
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-S Displays server information.
-z Reinitializes statistics. This flag is for use by the root user only and can be combined with any of the above
flags to zero particular sets of statistics after printing them.

Examples
1. To display information about the number of RPC and NFS calls sent and rejected by the client, enter:
nfsstat -c

2. To display and print the client NFS call-related information, enter:
nfsstat -cn

3. To display statistics for each NFS mounted file system in AIX 4.2.1 or later, enter:
nfsstat -m

4. To display and print RPC call-related information for the client and server, enter:
nfsstat -r

5. To display information about the number of RPC and NFS calls received and rejected by the server,
enter:

nfsstat -s
6. To reset all call-related information to zero on the client and server, enter:
nfsstat -z

Note: You must have root user authority to use the -z flag.

Related Information
Network File System (NFS) Querview for System Management in A/IX 5L Version 5.1 System Management

Guide: Communications and Networks.

List of NFS Commandsd in AIX 5L Version 5.1 System Management Guide: Communications and
Networks.

Monitoring and Tuning NFS Usd in AIX 5L Version 5.1 Performance Management Guide.

nice Command

Purpose
Runs a command at a lower or higher priority .

Syntax

nice [ 0 incrementl Ed Increment ] Command [ Argument ... ]

Description

The nice command lets you run a command at a priority lower than the command’s normal priority. The
Command parameter is the name of any executable file on the system. If you do not specify an Increment
value the nice command defaults to an increment of 10. You must have root user authority to run a
command at a higher priority. The priority of a process is often called its nice value.

The nice value can range from 0 to 39, with 39 being the lowest priority. For example, if a command
normally runs at a priority of 20, specifying an increment of 5 runs the command at a lower priority, 25,
and the command runs slower. The nice command does not return an error message if you attempt to
increase a command’s priority without the appropriate authority. Instead, the command’s priority is not
changed, and the system starts the command as it normally would.
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The nice value is used by the system to calculate the current priority of a running process. Use the ps
command with the -l flag to view a command’s nice value. The nice value appears under the NI heading in
the ps command output.

Note: The csh command contains a built-in command named nice. The /usr/bin/nice command and
the esh command’s nice command do not necessarily work the same way. For information on the
csh command’s nice command, see the kesH command.

Flags

-Increment Increments a command’s priority up or down. You can specify a positive or negative number.
Positive increment values reduce priority. Negative increment values increase priority. Only
users with root authority can specify a negative increment. If you specify an increment value
that would cause the nice value to exceed the range of 0 to 39, the nice value is set to the
value of the limit that was exceeded. This flag is equivalent to the -n Increment flag.

-n Increment This flag is equivalent to the -Increment flag.

Exit Status

If the command specified by the Command parameter is started, the exit status of the nice command is
the exit status of the command specified by the Command parameter. Otherwise, the nice command exits
with one of the following values:

1-125 An error occurred in the nice command.

126 The command specified by the Command parameter was found but could not be invoked.
127 The command specified by the Command parameter could not be found.

Examples

1. To specify a very low priority, enter:
nice -n 15 cc -c *.c &

This example runs the cc command in the background at a lower priority than the default priority set
by the nice command.

2. To specify a very high priority, enter:

nice --10 wall <<end
System shutdown in 2 minutes!
end

This example runs the wall command at a higher priority than all user processes, which slows down
everything else running on the system. The <<end and end portions of the example define a here
document, which uses the text entered before the end line as standard input for the command.

Note: If you do not have root user authority when you run this command, the wall command runs
at the normal priority.

3. To run a command at low priority, enter:
nice cc -c *.c

This example runs the cc command at low priority.

Note: This does not run the command in the background. The workstation is not available for
doing other things.

4. To run a low-priority command in the background, enter:
nice cc -c *.c &
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This example runs the cc command at low priority in the background. The workstation is free to run
other commands while the cc command is running. Refer to the ['Shells Overviewl in AIX 5L Version
5.1 System User’s Guide: Operating System and Devices for more information on background
(asynchronous) processing.

Files

/usr/bin/nice Contains the nice command.

Related Information
The ksH command, m command, kenicd command.

The hicd subroutine.

The Pracesses Querview in AIX 5L Version 5.1 System User’s Guide: Operating System and Devices
discusses what processes are and input and output redirection.

Bhells Overvieul in AIX 5L Version 5.1 System User’'s Guide: Operating System and Devices describes
what shells are, the different types, and how they affect the way commands are interpreted.

Cantrolling Contention far the CPUl in AIX 5L Version 5.1 Performance Management Guide.

nim Command

Purpose
Performs operations on Network Installation Management (NIM) objects.

Syntax
nim { Ed Operation} [ EB | [ H Type ] [ Hd Attribute=Value . . . | {ObjectName}

Description

The nim command performs an operation on a NIM object. The type of operation performed is dependent
on the type of object specified by the ObjectName parameter. Possible operations include initializing
environments and managing resources. You can use the Isnim command to display the list of supported
operations.

Flags

-a Attribute = Value . . . Assigns the specified value to the specified attribute. Use the Isnim -q Operation
-t Type command to get a list of valid attributes for a specific operation.

-F Overrides some safety checks.
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-0 Operation Specifies an operation to perform on a NIM object. The possible operations are:

allocate
Allocates a resource for use.

bos_inst
Performs a BOS installation.

change
Changes an object’s attributes.

check Checks the status of a NIM object.
cust Performs software customization.

deallocate
Deallocates a resource.

define Defines an object.
diag Enables a machine to boot a diagnostic image.

dkls_init
Initializes a diskless machine’s environment.

dtls_init
Initializes a dataless machine’s environment.

fix_query
Lists the fix information for a given APAR or keyword.

Ippchk Verifies installed filesets on NIM machines and SPOTs
Islpp  Lists licensed program information about an object.
maint Performs software maintenance.

remove
Removes an object.

reset Resets an object’s NIM state.

sync_roots
Synchronizes root directories for diskless and dataless clients for a
specific Shared Product Object Tree (SPOT).

unconfig
Unconfigures the NIM master fileset.

AIX 4.2 or later Examples:

maint_boot
Enables a machine to boot in maintenance mode.

showlog
Displays a NIM client’s installation, boot or customization log, or a
SPOT’s installation log from the NIM master.

showres
Displays the contents of a NIM resource.

Use the Isnim -POt Type command to get a list of the valid operations for a
specific type.

AIX 4.3 or later Operations:

alt_disk_install
Performs an alternate disk installation.
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-t Type

Specifies the type of the NIM object for define operations. The possible types are:

resource types:

bosinst_data
Config file used during base system installation.

dump Parent directory for client dump files.

fix_bundle
Fix (keyword) input file for the cust or fix_query operation.

home Parent directory for client /home directories.

image_data
Config file used during base system installation.

installp_bundle
Installp bundle file.

Ipp_source
Source device for optional product images.

mksysb
mksysb image.

paging Parent directory for client paging files.
root Parent directory for client / (root) directories.
script Executable file which is run on a client.

shared_home
/home directory shared by clients.

spot Shared Product Object Tree (SPOT) - equivalent to /usr file system.

tmp Parent directory for client /tmp directories.

AIX 4.2 or later Resource Types:

exclude_files
Contains files to be excluded from a mksysb image. This resource
applies only to AlX 4.2 or later.

resolv_conf

Name-server configuration file. This resource applies only to AIX 4.2 or

later.

machine types:

diskless
All file systems and resources remote.

dataless
Local paging,dump; remote /,/usr; others remote or local.

standalone
Local file systems and resources.

master Machine that controls the NIM environment.
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-t Type (Continued) network types:

tok Token-Ring network.

ent Ethernet network.

fddi FDDI network.

atm ATM network. (AIX 4.3 or later.)

generic
Other TCP/IP networks.

AIX 4.2 or later only:

group types:

mac_group
Group of machines. This type applies only to AIX 4.2 or later.

res_group
Group of resources. This type applies only to AlX 4.2 or later.

Security
Access Control: You must have root authority to run the nim command.

Examples
The following examples are grouped by operation.

define

1.

To define an rspc uniprocessor dataless machine on the token-ring network called netl and call it
altoid, type:

nim -o define -t dataless -a ifl="netl fred 10005aa88500" \

-a ring_speed=16 -a platform=rspc -a netboot_kernel=up \

-a comments="Dataless client altoid"

The comments attribute is optional and may contain any user-entered notes.

Note: The if1 attribute is required.
To define a resource that is a directory containing installable images that is located on server altoid
and has a path name of /usr/sys/inst.images, and name that resource images, type:
nim -o define -t 1pp_source -a server=altoid \
-a location=/usr/sys/inst.images images
To create a new SPOT resource named myspot on the NIM master in the /export/exec directory,
using an Ipp_source named images, type:
nim -o define -t spot -a server=master -a location=/export/exec \
-a source=images myspot
To define a network object named BLDG905, with a subnetmask of 255.255.240.0 and an address of
129.35.129.0, type:
nim -o define -t tok -a snm=255.255.240.0 \
-a net_addr=129.35.129.0 BLDG905
To define an Ipp_source, 1ppsrcl, that will be located on the master from a tape selecting a specific
set of software products that are on the tape, bos.INed and bos.adt, type:
nim -o define -t 1pp_source -a location=/images2/Tppsrcl \

-a source=/dev/rmt0 -a server=master -a packages="bos.INed \
bos.adt" Tppsrcl
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6. To define a standalone machine that is a Symmetrical Multi-Processor model which has a
BOOTP-enabled IPL ROM, its hostname is jupiter and it will also be known as jupiter in the NIM
environment, using a token-ring network called netl and a ring speed of 16, type:

nim -o define -t standalone -a ifl="netl jupiter 0" \
-a ring_speed=16 -a platform=rsé6ksmp jupiter

7. To define a mksysb resource, mksysbhl, from an existing mksysb image located in
/resources/mksysb.image on the master, type:

nim -o define -t mksysb -a server=master \
-a Tocation=/resources/mksysb.image mksyshl

8. To define a NIM network named ATMnet with a subnet mask of 255.255.240 and an address of
129.35.101.0 to represent an ATM network, use the generic network type as follows:

nim -o define -t generic -a snm=255.255.240.0 \
-a net.addr=129.35.101.0 ATMnet

9. To define a PowerPC PCI bus-based, symmetric multiprocessor computer whose hostname is
bluefish as a standalone machine on a token ring network called netl and have the machine be
known to the NIM environment as bluefish, enter:

nim -o define -t standalone -a platform=rspcsmp \
-a ifl="netl bluefish 0" -a ring_speed=16 bluefish

remove
To remove a resource named dump_files, type:

nim -o remove dump _files

change
Machines on the BLDG905 network use the gateway905 gateway to reach the 0Z network. Machines on
the 0Z network use the gateway0Z gateway to reach the BLDG905 network. To add a route between
two networks named BLDG905 and 0Z, type:

nim -o change -a routingl="0Z gateway905 gateway0Z" BLDG905

check

1. To have NIM check on the usability of a SPOT named myspot, type:
nim -o check myspot

2. To check the status of an Ipp_source named images, type:
nim -o check images

allocate

1. To allocate resources to a diskless workstation with the name of syzygy and SPOT attribute value of
spotl ,enter:

nim -o allocate -a spot=spotl syzygy

2. To perform a base system installation on the machine named krakatoa, resources must first be
allocated by entering:

nim -o allocate -a spot=myspot -a Ipp_source=images krakatoa

Then the NIM environment can be initialized to support the install by performing the bos_inst
operation, type:
nim -o bos_inst krakatoa

3. To install the software product, adt, into a standalone machine, standl, given that the installable
option, adt, resides in the Ipp_source, images, type:

nim -o allocate -a lpp_source=images standl

Then enter:
nim -o cust -a filesets="adt" standl
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To install software products into a standalone machine, standl, such that the image for the installable
option, adt, resides in the Ipp_source, images, and the installp_bundle, bundlel, contains the name
of the installable option, type:

nim -o allocate -a 1pp_source=images \
-a installp_bundle=bundlel standl

Then enter:
nim -0 cust standl

deallocate

To deallocate an Ipp_source named images from the standalone machine clientl, type:
nim -o deallocate -a Ipp_source=images clientl

bos_inst

To install the machine blowfish, using the resources spotl, imagesl, bosinst datal, and rconfl, first
allocate the resources by entering:

nim -o allocate -a spot=spotl -a Tpp_source=imagesl \
-a bosinst_data=bosinst_datal -a resolv_conf=rconfl blowfish

Then, perform the BOS installation by entering:
nim -o bos_inst blowfish

cust

1.

To install a software product into a spot, spotl, such that the image for the installable option, adt,
resides in the Ipp_source, images, type:

nim -o cust -a Tpp_source=images -a filesets=adt spotl
To install a software product into a spot, spotl, such that the image for the installable option, adt,

resides in the Ipp_source, images, and the installp_bundle, bundlel, contains the name of the
installable option, type:

nim -o cust -a Tpp_source=images -a installp_bundle=bundlel spotl

To install a software product into a spot, spotl, such that the image for the installable option, adt,
resides on a tape that is in the tape drive that is local to the machine where the spot resides, type:
nim -o cust -a 1pp_source=/dev/rmt0 -a filesets=adt spotl

To install a software product into a spot, spotl, such that the image for the installable option, adt,
resides on a tape that is in the tape drive that is local to the machine where the spot resides, type:

nim -o cust -a 1pp_source=/dev/rmt0 -a filesets=adt spotl

To install all fileset updates associated with APAR 1X12345, residing on the tape /dev/rmt0 into spotl
and any diskless or dataless clients to which spotl is currently allocated, type:

nim -F -0 cust -afixes=IX12345 -a 1pp_source=/dev/rmt0 spotl

To update all software installed on the client Standalonel, with the latest updates in the Ipp_source
named updt_images, type:

nim -o allocate -a Tpp_source=updt_images Standalonel
nim -o cust -afixes=update_all Standalonel

To install the machine catfish with the contents of the installp_bundle bundlel, first allocate the
resources by entering:

nim -o allocate -a installp_bundle=bundlel \
-a lpp_source=imagesl catfish

Then, perform the cust operation by entering:
nim -o cust catfish

maint

1.

To deinstall the software products bos.INed and adt from a spot, spotl, type:
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nim -o maint -a installp_flags="-u" \
-a filesets="bos.INed adt" spotl

To deinstall the options bos.INed and adt from a spot, spotl, such that the installp_bundle, bundle2,
contains the names of the installable options, type:

nim -o maint -a installp_flags="-u" \
-a installp_bundle=bundle2 spotl

To cleanup from an interrupted software installation on a spot, spotl, type:

nim -o maint -a installp_flags="-C" spotl

From the master, to deinstall the software products bos.INed and adt from a standalone machine,
standl, type:

nim -o maint -a installp_flags="-u" \
-a filesets="bos.INed adt" standl

From the master, to clean up from an interrupted software installation on a standalone machine,
standl, type:

nim -o maint -a installp_flags="-C" standl

dkls_init

To initialize the environment for a diskless workstation with the name of syzygy, using the resources
spotl, rootl, dumpl, and pagingl, first allocate the resources by entering:

nim -o allocate -a spot=spotl -a root=rootl -a dump=dumpl \
-a paging=pagingl syzygy

Then initialize the resources for the client machine by entering:
nim -o dkls_init syzygy

dtls_init

To initialize the environment for a dataless workstation with the name of syzygy, using the resources
spotl, rootl, and dumpl, first allocate the resources by entering:

nim -o allocate -a spot=spotl -a root=rootl -a dump=dumpl syzygy

Then initialize the resources for the client machine by entering:
nim -o dtls_init syzygy

fix_query

To list information about fixes installed on client Standalonel for 20 APAR numbers, create the file
/tmp/apar.list with one APAR number per line, as shown:

IX123435
IX54321
1X99999

then enter:

nim -o define -t fix_bundle -alocation=/tmp/apar.list \
-aserver=master fix_bun

nim -o allocate -a fix_bundle=fix_bun Standalonel

nim -o fix_query Standalonel

Ippchk

To check fileset version and requisite consistency on the SPOT spotl, type:
nim -o Tppchk spotl

AIX 4.2 or later Examples

allocate

To automatically configure a machine with name resolution services after a BOS installation, create the
file /exports/resolv.conf, with contents similar to the following:
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nameserver 129.35.143.253

nameserver 9.3.199.2
domain austin.ibm.com
then enter:

nim -o define -t resolv_conf -a location=/exports/resolv.conf \
-a server=master rconfl

Prior to issuing the bos_inst operation, allocate this resource with other required and optional
resources by entering:

nim -o allocate -a spot=spotl -a Tpp_source=imagesl \
-a bosinst _data=bidl -a resolv_conf=rconfl clientl

To allocate all resources applicable to standalone machines from the NIM resource group res_grpl, to
the machine macl, type:

nim -o allocate -a group=res_grpl macl

bos_inst

1.

To install the machine blowfish while allocating the resources spotl, imagesl, bosinst datal, and
rconfl automatically when the bos_inst operation starts, type:

nim -o bos_inst -a spot=spotl -a Tpp_source=imagesl \
-a bosinst_data=bosinst_datal -a resolv_conf=rconfl blowfish

To use the default resources when installing the machine macl, type:
nim -o bos_inst macl

change

1.

The adapter identified by the host name sailfish2.austin.ibm.com is attached to a token ring
network. To define a secondary interface for this adapter on the NIM master and instructing NIM to
locate the NIM network representing the attached ethernet network and, if not found, have NIM define
a NIM network with subnetmask 255.255.255.128, type:

nim -o change -a if2="find_net sailfish2.austin.ibm.com 0" \
-a net_definition="tok 255.255.255.128" -a ring_speed2=16 master

Note: A default name is generated for the network, and no routing information is specified for the
new network.

To define default routes for the networks netl and net2 which use default gateways gwl and gw2
respectively, enter the following two commands:

nim -o change -a routingl="default gwl" netl
nim -o change -a routingl="default gw2" net2

To designate the resources defined by the resource group res grpl as the set of resources always
allocated by default during any operation in which these resources are applicable, type:

nim -o change -a default_res=res_grpl master

cust

1.

To update all software installed on the client Standalonel, with the latest updates in the Ipp_source
named updt_images, type:

nim -o cust -a 1pp_source=updt_images -a fixes=update_all \

Standalonel

To install the machine catfish with the contents of the installp_bundle bundlel, while allocating this
resource and the Ipp_source imagesl when the cust operation runs, type:

nim -o cust -a installp_bundle=bundlel -a Tpp_source=imagesl \
catfish

define

1.

To define a machine group named DisklsMacs1 with members that are NIM diskless machines named
disklsl, disk1s2, and disk1s3, type:
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nim -o define -t mac_group -a add_member=disklsl \
-a add_member=disk1s2 -a add_member=diskls3 DisklsMacsl

2. To define a resource group named Disk1sResl with resources spotl, rootl, dumpl, pagingl, homel,
tmpl, type:
nim -o define -t res_group -a spot=spotl -a root=rootl \
-a dump=dumpl -a paging=pagingl -a home=homel -a tmp=tmpl \
DisklsResl
3. To display the space required to define a mksysb resource, mksysb2, and create a mksysb image of
the client, clientl, during the resource definition where the image will be located in
/resources/mksysb.image on the master, type:
Note: This action only shows the space required for the operation, mksysb or resource creation
does NOT take place.
nim -o define -t mksysb -a server=master \
-a Tocation=/resources/mksysb.image -a source=clientl \
-a mk_image=yes -a size_preview=yes mksysh2
4. To define a mksysb resource, mksysb2, and create the mksysb image of the client, cTientl, during the
resource definition where the image will be located in /resources/mksysb.image on the master, type:
nim -o define -t mksysb -a server=master \
-a location=/resources/mksysb.image -a source=clientl \
-a mk_image=yes mksysb2
5. To define a mksysb resource, mksysh2, and create a mksysb image of the client, clientl, during the
resource definition where the mksysb flags used to create the image are -em, and the image will be
located in /resources/mksysb.image on the master, type:
nim -o define -t mksysb -a server=master \
-a Tocation=/resources/mksysh.image -a source=clientl \
-a mk_image=yes -a mksysb_flags=em mksysh2
6. To define an exclude_files resource, exclude_filel, located in /resources/exclude_filel on the
master, type:
nim -o define -t exclude_files -a server=master \
-a location=/resources/exclude_filel exclude_filel
7. A machine called redfish, hostname redfish_t.lab.austin.ibm.com, has its primary interface
attached to a token-ring network with ring speed of 16 Megabits. To define redfish as a standalone
machine in the NIM environment and instructing NIM to locate the name of the network that the
machine’s primary interface is attached, type:
nim -o define -t standalone -a ifl="find_net \
redfish_t.lab.austin.ibm.com 0" -a ring_speedl=16 redfish
8. A machine called bluefish, hostname is bluefish_e.lab.austin.ibm.com, has its primary interface
attached to an ethernet network with cable_type of bnc. To define bTluefish as a diskless machine in
the NIM environment and instructing NIM to locate the name of the network that the machine’s primary
interface is attached, and if not found, have NIM define a NIM network with the name ent_net,
subnetmask of 255.255.255.128 and default route using the gateway with hostname Tab gate, type:
nim -o define -t diskless -a ifl="find_net \
bluefish_e.lab.austin.ibm.com 0" -a net_definition="ent \
255.255.255.128 lab_gate O ent_net" -a cable_type=bnc bluefish
Note: Specify 0 in place of the master gateway in the net_definition attribute if a default route
for the master already exists, otherwise you must specify the master gateway.
dkls_init
1. To initialize the environment for a diskless workstation with the name of syzygy, type:
nim -o dkls_init syzygy
2. To exclude the member named disk1s2 from operations on the machine group DisklsMacsl, and then

initialize the remaining members while allocating the diskless resources defined by the resource group
named Disk1sResl, enter the following two commands:
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nim -o select -a exclude=diskls2 DisklsMacsl

nim -o dkls_init -a group=DisklsResl DisklsMacsl

To initialize the group of diskless machines defined by the machine group dtgrpl, while allocating the
required and optional resources defined by the resource group dk_resgrpl, when the dkls_init
operation runs, type:

nim -o dkls_init -a group=dtgrpl dk_resgrpl

dtls_init

1.

To initialize the environment for a dataless workstation with the name of syzygy, type:
nim -o dtls_init syzygy

2. To exclude the member named datalessl from operations on the machine group DatalsMacsl, and
then initialize the remaining members while allocating the dataless resources defined by the resource
group named DatalsResl, enter the following two commands:
nim -o select -a exclude=datals2 DatalsMacsl
nim -o dtls_init -a group=DatalsMacsl DatalsResl
3. To initialize the group of dataless machines defined by the machine group DatalsMacsl, while
allocating the required and optional resources defined by the resource group DatalsResl, when the
dtls_init operation runs, type:
nim -o dtls_init -a group=DatalsMacsl DatalsResl
Ippchk
To verify the file checksums for all packages beginning with the name bos on NIM targets in the
group of standalone machines macgrpl, and displaying detailed error information and updating the
software database to match the actual file checksum when inconsistencies are found, type:
nim -o Ippchk -a Tppchk flags='-c -m3 -u' \
-a filesets="bos*' macgrpl
Since the Ippchk operation runs in the background on group members by default, to view the output
from the Ippchk operation enter:
nim -o showlog -a log_type=1ppchk macgrpl

maint

From the master, to deinstall the software products bos.INed and adt from a standalone machine,
standl, such that installp_bundle, bundle2, contains the names of the installable options, type:

nim -o maint -a installp_flags="-u" \
-a installp_bundle=bundle2 standl

maint_boot

To enable the NIM standalone client, standl, to boot in maintenance mode, type:
nim -o maint_boot standl

This sets up the maintenance boot operation, but you must initiate the network boot locally from
standl.

showlog

To view the boot logs of the machines defined by the group DisklsMacsl, type:
nim -o showlog -a log_type=boot DisklsMacsl

showres

1.

To show the contents of the config script scriptl, type:

nim -o showres scriptl

To show the contents of the bosinst.data resource bosinst datal, type:
nim -o showres bosinst_datal

To list all the filesets in the Ipp_source Tpp_sourcel, type:
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nim -o showres Tpp_sourcel

4. To list all the filesets in the Ipp_source 1pp_sourcel relative to what is currently installed on the
machine machinel, type:

nim -o showres -a reference=machinel 1pp_sourcel
5. To list user instructions for the bos.INed and x1C.rte filesets on the Ipp_source 1pp_sourcel, type:

nim -o showres -a filesets="bos.INed x1C.rte" \
-a installp_flags="qi" 1pp_sourcel

6. To list all problems fixed by software on the Ipp_source 1pp_sourcel, use:

nim -o showres -a instfix_flags="T" 1pp_sourcel

AIX 4.3 or later Examples

alt_disk_install

1. To install a mksysb resource all_devices_mysysb to client roundrock, on hdisk4 and hdisk5, using the
image_data resource image_data_shrink, with debug turned on, type:

nim -o alt_disk_install -a source=mksysb\
-a image_data=image_data_shrink\

-a debug=yes\

-a disk="hdisk4 hdisk5' roundrock

2. To clone a rootvg on client austin to hdisk2, but only run phase1 and phase2 (leaving the /alt_inst
file systems mounted), type:

nim -o alt_disk_install -a source=rootvg\
-a disk="hdisk2'\
-a phase=12 austin

AIX 5.1 or later Examples

bos_inst
1. To install the machine blowfish and accept software license agreements, type:

nim -o bos_inst -a spot=spotl -a Tpp_source=imagesl \
-a accept_licenses=yes -a resolv_conf=rconfl blowfish

Files

letc/niminfo Contains variables used by NIM.

Related Information
The Isnin command, himclieni command, himconfig command, himinid command.

The [infd file.

nimclient Command

Purpose
Allows Network Installation Management (NIM) operations to be performed from a NIM client.

Syntax

To Enable or Disable the NIM Master’s Push Permissions
nimclient { E I }
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To List Information about the NIM Environment
nimclient E LsnimParameters

To Set the Date and Time to That of the NIM Master
nimclient Ed

To Perform a NIM Op&ration
nimclient kd Operation [ Attribute=Value 1 ...

Description

The nimclient command is used by workstations that are NIM clients to pull NIM resources. This
command can enable or disable the NIM master server’s ability to initiate workstation installation and
customization for the workstation. The nimclient command can be used to generate a list of available NIM
resources or display the NIM resources that have already been allocated to the client. A limited set of NIM
operations can also be performed by the nimclient command using the -o flag.

Flags
-a Attribute=Value Passes information to NIM operations.
From the master
Use the Isnim -q Operation -t Type command to get a list of valid
attributes for a specific operation.
From the client
Use the nimclient -l -q Operation -t Type command to get a list of
valid attributes for a specific operation.

-d Sets the client’'s date and time to that of the master.

-l Lsnim parameters Executes the Isninl command on the master using the Isnim parameters that
you specify. All the parameters which you use with this option must adhere to
the syntax rules of the Isnim command. Note that some Isnim syntax requires
the use of a NIM object name. To find out what the NIM name is for your
machine, look in the /etc/niminfo file.

-0 Operation Performs the specified operation. The possible operations are:

allocate
Allocates a resource for use.

bos_inst
Performs a BOS installation.

change
Changes an object’s attributes.

check Checks the status of a NIM object.
cust Performs software customization.

deallocate
Deallocates a resource.

diag Enables a machine to boot a diagnostic image.

AIX 4.2 or later Operations:

maint_boot Enables a machine to boot in maintenance mode. This operation only applies to AIX 4.2 or later.
reset Resets an object’s NIM state.

showres Displays the contents of a NIM resource. This operation applies only to AIX 4.2 or later.

-p Enables the NIM master to push commands.
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-P Removes the NIM master’s permissions to push commands.

Note: The master can override this restriction by using the -F flag.

Security
Access Control: You must have root authority to run the nimelient command.

Examples

1. To list all the NIM resources which are available to this machine when its NIM name is pluto, enter:
nimclient -1 -L pluto

2. To list all the Shared Product Object Trees (SPOTs) which are available to this machine when its NIM
name is pluto, enter:
nimclient -1 -L -t spot pluto

3. To list the operations which may be initiated from this machine, enter:
nimclient -1 -p -s pull_ops

4. To prevent the NIM master from running commands locally on the client, enter:
nimclient -P

5. To allocate a spot resource named myspot, an Ipp_source resource named images, and an installp
bundle file name dept_bundle, enter:

nimclient -o allocate -a spot=myspot -a Ipp_source=images \
-a installp_bundle=dept_bundle

6. To perform a base system installation after the required resources have been allocated, enter:
nimclient -o bos_inst

7. From a standalone client, to allocate an Ipp_source and install a software product such that the
image for the installable option, adt, is contained in the Ipp_source, images, enter:

nimclient -o allocate -a Ipp_source=images

Then enter:
nimclient -o cust -a filesets="adt"

8. From a standalone client, to allocate an Ipp_source and install a software product such that the
image for the installable option, adt, is contained in the Ipp_source, images, and the name of the
installable option is contained in the installp_bundle, bundle3, enter:

nimclient -o allocate -a Ipp_source=images \
-a installp_bundle=bundle3

Then enter:
nimclient -o cust

9. To install all fileset updates associated with APAR 1X12345, residing in the Ipp_source updt_images,
enter:

nimclient -o allocate -a Ipp_source=updt_images
nimclient -o cust -afixes=IX12345

10. To update all installed software on the client with the latest updates from the updt_images
Ipp_source, enter:

nimclient -o allocate -a Ipp_source=updt_images
nimclient -o cust -afixes=update_all

AIX 4.2 or later Examples

1. To enable the system to boot in maintenance mode using a SPOT resource named spotl, enter:
nimclient -o maint_boot -a spot=spotl
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This sets up the maintenance boot operation, but you must initiate the network boot locally.
2. To show the contents of the config script scriptl, enter:

nimclient -o showres -a resource=scriptl
3. To show the contents of the bosinst.data resource bosinst_datal, enter:

nimclient -o showres -a resource=bosinst_datal

4. To list all the filesets in the Ipp_source 1pp_sourcel relative to what is currently installed on the
machine machinel, from the NIM client machine machinel, enter:

nimclient -o showres -a resource=1pp_sourcel

The reference attribute is automatically supplied by the nimclient command.
5. To list user instructions for the bos.INed and x1C.rte filesets on the Ipp_source 1pp_sourcel, enter:

nimclient -o showres -a filesets="bos.INed x1C.rte" \
-a resource=Ipp_sourcel -a installp_flags="qi"

6. To list all problems fixed by software on the Ipp_source 1pp_sourcel, use:
nimclient -o showres -a instfix_flags="T" -a resource=1pp_sourcel

7. To install the filesets listed in the NIM installp_bundle client_bundle using the Ipp_source
client_images, while automatically allocating these resources during the installation operation, enter:

nimclient -o cust -a installp_bundle=client_bundle \
-a Tpp_source=client_images

8. To perform a base system installation while automatically allocating all applicable resources from the
NIM resource group named client_grp, enter:

nimclient -o bos_inst -a group=client_grp

9. To perform a base system installation while automatically allocating all applicable resources from the
NIM group defined as the default resource group on the master, enter:

nimclient -o bos_inst

Files

/etc/niminfo Contains variables used by NIM.

Related Information
The Isnind command, himd command, himeanfig command, lhiminif command.

The [infd file.

nimconfig Command

Purpose
Initializes the Network Installation Management (NIM) master package.

Syntax

To Initialize_the NIM master gackage

nimconfig -a pif . Pif -a Objectname [ -a %Poit{\lumber] [-a mValue
] [ -a kegistration_partdPortNumber | [-a m_ Speed | -a _ CableType ]

To Rebuild the /etc/niminfo file:
nimconfig
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Description

The nimconfig command initializes the NIM master package. You must initialize the package before any
other NIM commands can be used. When you use the -a flag to supply the proper attributes, the
nimconfig command initializes the NIM environment by performing the following tasks:

Defines a network object specified by the ObjectName parameter to represent the network to which the
NIM master’s primary interface, specified by the Pif parameter, is connected.

Completes the definition of the NIM master by connecting it to the newly defined network object.

Defines a resource object to represent the network boot resource, which is managed automatically by
NIM.

Defines a resource object to represent the customization scripts which NIM automatically builds to
perform customization.

Starts the NIM communications daemon, nimesis.
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Flags

-a Assigns the following attribute=value pairs:

pif_name=Pif
Designates the primary network interface for the NIM master. This value must be a logical interface
name (such as trO or en0) which is in the available state.

master_port=PortNumber
Specifies the port number of the nimesis daemon used for NIM client communication.

platform=Value
Specifies the platform. The supported platforms are:

rs6K Micro Channel-based, uniprocessor models

rs6ksmp
Micro Channeled-based, symmetric multiprocessor models

rspc PowerPC PCI bus-based, uniprocessor models

rspcsmp
PowerPC PCI bus-based, symmetric multiprocessor models

netname=0bjectName
Specifies the name you want the nimconfig command to use when creating the network object to
represent the network which the master’s primary interface connects to.

ring_speed=Speed
Speed in Mbps. When the pif_name refers to a token ring network, this value must be given.
Acceptable values are:

4
16

cable_type=CableType
Specifies the ethernet cable type. When the pif_name refers to an ethernet network, this value must
be given. Acceptable values are:

bnc
dix
N/A
AIX 4.2 or later Attributes:

registration_port=PortNumber
Specifies the port number used for NIM client registration. This attribute applies only to AlX 4.2 or
later.

Note: If you do not specify port numbers on the command line, the port numbers in the
letc/services file for NIM are used. If the /etc/services file does not contain entries for the NIM
ports nim and nimreg, the default values of 1058 for master_port and 1059 for
registration_port are used.

-r Rebuilds the /ete/niminfo file on the master using the information which already exists in the NIM database.
Note that if the bos.sysmgt.nim.master package has not been configured on this machine, this option will fail.
This option is provided in case the /etc/niminfo file is accidentally removed by a user.

Security
Access Control: You must have root authority to run the nimconfig command.
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Examples

1. To initialize the NIM environment using token ring and the default NIM ports for network
communications, enter:

nimconfig -a pif_name=tr0 -a netname=netl -a ring_speed=16
2. To initialize the NIM environment using ethernet and the default NIM ports, enter:

nimconfig -a pif_name=en® -a master_port=1058 \
-a netname = net2 -a cable_type=bnc

3. To rebuild the /etc/niminfo file on the NIM master when that machine has already been correctly
configured as a master, enter:

nimconfig -r
4. To initialize the NIM master using an ATM network interface, enter:
nimconfig -a pif_name=at0 -a master_port=1058 -a netname=ATMnet

Note: Because an interface to an ATM network does not currently support booting over the
network, this operation will define a generic network object corresponding to the master’'s subnet.

AIX 4.2 or later Examples

1. To initialize the NIM environment using TCP/IP port 1060 for NIM client communications and TCP/IP
port 1061 for NIM client registration, enter:

nimconfig -a pif_name=tr0 -a netname=net2 -a master_port=1060 \
-a registration_port=1061 -a ring_speed=16

Files

letc/niminfo Contains variables used by NIM.

Related Information
The Isnind command, hind command, himelient command, himinil command.

The [infd file.

nimdef Command

Purpose

Defines Network Installation Management (NIM) clients from a stanza file. This command only applies to
AlX 4.2 or later.

Syntax
nimdef[ kg | d | [d ]k Namd

Description

The nimdef command parses a definition stanza file to build the commands required to add NIM client
definitions to the NIM environment.

The nimdef command can also create NIM networks and NIM machine groups automatically in the NIM
environment to support the new client definitions.

Note: Before using the nimdef command, you must configure the NIM master. (See W

NIM Master and Creating Basic Installation Resourced in AIX Version 4.3 Network Installation

Management Guide and Reference for more information.)
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Client Definition File Rules
The format of the client definition file must comply with the following rules:

After the stanza header, follow attribute lines of the form Attribute = Value.

If you define an attribute value multiple times within the same stanza, only the last definition is used
unless the attribute is machine_group. If you specify multiple machine_group attributes, all are
applied to the machine definition.

If you use an invalid attribute keyword, then that attribute definition is ignored.
Each line of the file can have only one header or attribute definition.
Only one stanza may exist in a definition file for each machine hostname.

If the stanza header entry is the keyword default, this specifies to use it for the purpose of defining
default values.

You can specify a default value for any machine attribute except the machine hostname. If you do not
specify an attribute for a machine but define a default value, then the default value is used.

You can specify and change default values at any location in the definition file. After a default value is
set, it applies to all definitions following it.

To turn off a default value for all following machine definitions, set the attribute value to nothing in a
default stanza.

To turn off a default value for a single machine definition, set the attribute value to nothing in the
machine stanza.

You can include comments in a client definition file. Comments begin with the pound (#) character.

When parsing the definition file for header/attribute keywords and values, tab characters and spaces are
ignored.

Client Definition File Keywords
The client definition file uses the following keywords to specify machine attributes:

Required Attributes

cable_type Specifies the cable type of the machine. Required if network_type is ent.

gateway Specifies the hostname or IP address of the default gateway used by the machine. If the
machine does not use a gateway, then specify the value 0 (zero) for this attribute.

machine_type Specifies the type of the machine: standalone, diskless, or dataless.

network_type Specifies the type of the machine’s network adapter: ent or tok.

ring_speed Specifies the ring speed of the machine. Required if network_type is tok.

subnet_mask Specifies the subnet mask used by the machine.

Optional Attributes

nim_name Specifies the NIM name to use for a machine. Use this attribute if

something other than the hostname is used for the NIM name. By default,
the NIM name given to a machine is the hostname of the machine with any
domain information stripped off. If you use non-unique hostnames in
different domains, a conflict occurs because the same NIM name is used
for both machines. In such an environment, define this attribute for the
affected machine definitions.

platform Specifies the machine hardware platform. If you do not specify this attribute,
default is rs6k.

net_adptr_name Specifies the name of the network adapter used by the machine (tok0,
ent0, etc.).

netboot_kernel=NetbootKernelType Specifies the type of kernel to use when booting the client over the network.
The netboot_kernel values are up or mp.

ipl_rom_emulation Specifies the device to use for IPL ROM emulation (/dev/fd0, /dev/rmtO0,
etc.).
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primary_interface Specifies the hostname used for the original machine definition. Use this

attribute if the current stanza is only to define an additional interface to a
machine that is defined in the NIM environment.

master_gateway Specifies the gateway that the NIM master uses to reach this machine if

this machine is on a different network. This attribute is not necessary if this
machine is defined on a network that is already defined in the NIM
environment, or if the NIM master network has a default gateway specified.

machine_group Specifies the group or groups to add the machine to when it is defined.
comments Specifies a comment to include in the machine definition. The comment

string should be in double quotes (").

Client Definition File Stanza Errors
A definition stanza is incorrect under any of the following conditions:

The hostname used in the stanza header for the definition is unresolvable.
A required attribute is missing.
You specify an invalid value for an attribute.

An attribute mismatch occurs. For example, you can not specify network_type=tok and
cable_type=bnc in the same stanza.

A group-type mismatch occurs. For example, you can not specify a group for a machine if the group
includes standalone machines and you specify machine_type=diskless.

Machine definitions occur multiple times for the same hostname.
A machine definition occurs for a machine that is already defined in the NIM environment.

The primary_interface value in a machine definition does not match the hostname of any defined
machine or stanza definition.

The primary_interface value in a machine definition matches the hostname of another machine
definition, but that definition is incorrect.

Sample Client Definition File
# Set default values.

default:
machine_type = standalone
subnet_mask = 255.255.240.0
gateway = gatewayl
network_type = tok
ring_speed = 16
platform = rsbk

machine_group = all_machines

# Define the machine "labl"
# Take all defaults.
labl:

# Define the machine "lab2"

# Take all defaults and specify 2 additional attributes.

# The machine "Tab2" uses IPL ROM emulation, and will be added to
# the machine groups "all_machines" and "Tab_machines".

lab2:

/dev/fd@
lab_machines

ipl_rom_emulation
machine_group

# Define the machine "lab3"

# Take all defaults, but do not add the machine to the default
# group.

Tab3:

machine_group=

# Define the machine "lab4"
# Take all defaults, but do not add "lab4" to the default group
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# "all_machines".

# Instead add it to the groups "lab_machines" and "new_machines".

lab4:
machine_group
machine_group
machine_group

lab_machines
new_machines

# Change the default "platform" attribute.
default:
platform = rspc

# define the machine "testl"
# Take all defaults and include a comment.
testl:

comments = "This machine is a test machine."

Flags

-C Generates commands from a client definition file. This flag processes the definition file and generates
the commands to add the definitions. The commands are not invoked but displayed as a KSH script
that you can redirect to a file and invoke at a later time.

-d Defines machines from a client definition file. This flag processes the definition file and invokes the
commands to add the definitions to the NIM environment.

-f Name Specifies the name of the client definition file.

-p Displays a preview of the client definition file. This flag processes the definition file but does not add

machines to the NIM environment. Displays the following:

All complete and valid NIM definition stanzas.

All additional interfaces that will be defined for machines.

All invalid definitions stanzas and the reason for failure.

All new machine groups and the members to add.

All existing machine groups and the members to add.

All network definitions to add to the NIM environment.

The commands to invoke to add each new machine.

The commands to invoke to add each additional machine interface.

The commands to invoke to create new machine groups and add their members.

The commands to invoke to add new members to existing machine groups.

Note: We recommend that you specify the -p flag on a client definition file to verify that all
stanzas are correct before using it for adding machines.

Exit Status

This command returns the following exit values:

0 Successful completion.
0 An error occurred.
Security

Access Control: You must have root authority to run this command.

Auditing Events: N/A

96 Commands Reference, Volume 4



Examples

1. To preview the client definition file client.defs, enter:
nimdef -p -f client.defs

2. To add the NIM clients described in the client definition file client.defs, enter:
nimdef -d -f client.defs

3. To create a kshell script called client.add to add the NIM clients described in the client definition file
client.defs, enter:

nimdef -c -f client.defs > client.add

Files

/usr/sbin/nimdef Contains the nimdef daemon/command.

Related Information
The lsnind command, hind command, himclient command, m command.

niminit Command

Purpose
Configures the Network Installation Management (NIM) client package.

Syntax

To Configure the NIM Client Packaﬂgm

niminit{-a Name -a pif_namedPif -a Hostname} [ -a master_partdPortNumber] [ -a

I:eg151|:a1|nn_ant=IPortNumber] [ -a kable_typed Type | -a king_speedd Speed] [-a iplrom_emud Device |
a platformdPiatformType | [ -a hethaat_kerneldNetbootKernelType | [-a hdpt_addd AdapterAddress]

To Rebuild the /etc/niminfo File
niminit {-a hamedName -a masterdHostname -a Imaster_partd PortNumber

Description

The niminit command configures the NIM client package. This must be done before the nimclient
command can be used. When the required attributes are supplied to the niminit command, a new
machine object will be created to represent the machine where the niminit command is being executed.
When the niminit command completes successfully, the machine will be able to participate in the NIM
environment.

Once the NIM client package has been successfully configured, the niminit command may be run again to

rebuild the /etc/niminfo on the client. The /etc/niminfo file is used by the nimclient command and must
be rebuilt if it is accidentally removed by a user.

Flags

-a Specifies up to five different attributes for the niminit command. All of the following attribute=value
pairs are preceded by the -a flag:

name=Name
Specifies the name that NIM will use to identify the workstation. This value is required.
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pif_name=Pif
Defines the name of the network interface for all NIM communications. This value is
required.
master=Hostname
Specifies the hostname of the NIM master. The client must have the ability to resolve this
hostname to an Internet Protocol (IP) address. This value is required.
master_port=PortNumber
Specifies the port number of the nimesis daemon used for NIM communications.
cable_type=CableType

Specifies the ethernet cable type. When the pif_name refers to an ethernet network, this
value must be given. Acceptable values are:

bnc
dix

N/A

ring_speed=Speed
Speed in Mbps. When the pif_name refers to a token ring network, this value must be
given. Acceptable values are:

4

16

iplrom_emu=Device
Specifies a device that contains a ROM emulation image. This image is required for models
that do not have internal support for booting via network interface.

platform=PlatformType

Specifies the platform that corresponds to the client’s machine type. If this attribute is not
specified, the default, rs6k, will be used. The supported platforms are:

rs6k Micro Channel-based, uniprocessor models

rs6ksmp
Micro Channel-based, symmetric multiprocessor models

rspc PowerPC PCI bus-based, uniprocessor machines

rspcsmp
PowerPC PCI bus-based, symmetric multiprocessor machines
adpt_add=AdapterAddress
Specifies the hardware address that corresponds to the network adapter.

AIX 4.2 or later Attributes:
registration_port=PortNumber
Specifies the port number used for NIM client registration.

Notes:

1. If you do not specify port numbers on the command line, the port numbers in the
letc/services file for NIM is used. If the /etc/services file does not contain entries
for the NIM ports nim and nimreg, the default values of 1058 for master_port and
1059 for registration_port are used.

2. The values used for master_port and registration_port should match the values
used by the NIM master. To display the values used by the NIM master, run the
command Isnim -1 master on the NIM master.
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netboot_kernel=NetbootKernelType
Specifies the type of kernel to use when booting the client over the network. The
netboot_kernel values are:

up Kernel for uniprocessor machines

mp Kernel for multiprocessor machines

The default is up.

Security
Access Control: You must have root authority to run the niminit command.

Examples

1.

To configure the NIM client package on a machine which has a BOOTP-enabled IPL ROM such that it
will be known as scuba in the NIM environment, using en0 as its primary interface and an ethernet
cable type of bnc, and specifying that it communicates with the NIM master using the master’s
hostname of manta and the default NIM ports located in /etc/services for network install
communications, enter:

niminit -a name=scuba -a pif_name=en0 -a cable_type=bnc \

-a master=manta

To rebuild the /etc/niminfo file when it has accidentally been removed by a user, using a hostname of
superman for the master's hostname and a port number of 1058, enter:

niminit -a name=robin -a master=superman -a master_port=1058

To configure the NIM client package on a machine that is a PowerPC PCI bus-based, uniprocessor
system that has a BOOTP-enabled IPL ROM such that it will be known as starfish in the NIM
environment, using en0 as its primary interface and an Ethernet cable type of dix, and specifying that it
communicates with the NIM master using the master’s host name of whale and a port number of 1058,
enter:

niminit -a name=starfish -a pif_name=en0 -a cable_type=dix \

-a master=whale -a master_port=1058 -a platform=rspc

To configure the NIM client, on a machine to be known as bluefish in the NIM environment, using at0
as its primary interface and specifying that it communicates with the NIM master using the master’s
host name redfish and a port number of 1058, enter:

niminit -a name=bluefish -a pif_name=at0 -a master=redfish \
-a master_port=1058

Note: Because an interface to an ATM network does not currently support booting over the
network, this operation will define a machine object on the NIM master if a Generic network
object corresponding to the client’s subnet is already defined.

To configure the NIM client on a machine that is a PowerPC PCI bus-based, symmetric multiprocessor
system that has a BOOTP-enabled IPL ROM such that it will be it will be known as jellyfish in the
NIM environment, using en0 as its primary interface and an Ethernet cable type of dix, and specifying
that it communicates with the NIM master using the master's host name of whale and a port number of
1058, enter:

niminit -a name=jellyfish -a pif_name=en® -a cable_ type=dix \

-a master=whale -a master_port=1058 -a platform=rspcsmp

AIX 4.2 or later Examples:

1.

To configure the NIM client package on a machine which will use an IPL ROM emulation in device
/dev/fd0, such that it will be known as octopus in the NIM environment and uses tr0 as its primary
interface and a ring speed of 16, and communicates with the NIM master using the master’'s hostname
of dolphin and a port number of 1700 for client communications and 1701 for client registration, enter:
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niminit -a iplrom_emu=/dev/fd0 -a name=octopus -a pif_name=tr0 \
-a ring_speed=16 -a master=dolphin -a master_port=1700 \
-a registration_port=1701

File

/etc/niminfo Contains variables used by NIM.

Related Information
The Isnimd command, hind command, himclient command, m command.

The [infd file.

nis_cachemgr Daemon

Purpose
Starts the NIS+ cache manager daemon.

Syntax
nis_cachemgr [D ] [E [ E]

Description

The nis_cachemgr daemon maintains a cache of the NIS+ directory objects. The cache contains location
information necessary to contact the NIS+ servers that serve the various directories in the name space.
This includes transport addresses, information neeeded to authenticate the server, and a time to live field
which gives a hint on how long the directory object can be cached. The cache helps to improve the
performance of the clients that are traversing the NIS+ name space. The nis_cachemgr daemon should
be running on all the machines that are using NIS+. However, it is not required that the nis_cachemgr
daemon be running for NIS+ requests to be serviced.

The cache maintained by this daemon is shared by all the processes that access NIS+ on that machine.
The cache is maintained in a file that is memory mapped by all the processes. On start up, the
nis_cachemgr daemon initializes the cache from the cold start file and preserves unexpired entries that
already exist in the cache file. Thus, the cache survives machine reboots.

The nis_cachemgr daemon is normally started from a system startup script. The nis_cachemgr daemon
makes NIS+ requests under the NIS+ principal name of the host on which it runs. Before running the
nis_cachemgr daemon, security credentials for the host should be added to the cred.org_dir table in the
host's domain using the hisaddcred command. Credentials of type DES are needed if the NIS+ service is
operating at security level 2 (see the m command). Additionally, keylogin -r needs to be done on
the machine.

Attention: If the host principal does not have the prolﬁer security credentials in the cred.org_dir table
for its domain, then running this daemon without the knl insecure mode flag may significantly degrade
the performance of processes issuing NIS+ requests.

Flags
-i Forces the nis_cachemgr daemon to ignore the previous cache file and reinitialize the cache from just the

cold start file. By default, the cache manager initializes itself from both the cold start file and the old cache file,
thereby maintaining the entries in the cache across machine reboots.
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-n Runs the nis_cachemgr daemon in an insecure mode. By default, before adding a directory object to the
shared cache on the request of another process on the machine, it checks the encrypted signature on the
request to make sure that the directory object is a valid one and is sent by an authorized server. In this mode,
the nis_cachemgr daemon adds the directory object to the shared cache without making this check.

-V Sets verbose mode. In this mode, the nis_cachemgr daemon logs not only errors and warnings but also
additional status messages. The additional messages are logged using syslog with a priority of LOG_INFO.

Diagnostics

The nis_cachemgr daemon logs error messages and warnings using w Error messages are logged
to the DAEMON facility with a priority of LOG_ERR and warning messages with a priority of
LOG_WARNING. Additional status messages can be obtained using the 1) flag.

Files

/var/nis/NIS_SHARED_DIRCACHE Contains the shared cache file
/var/nis/NIS_COLD_START Contains the coldstart file
letc/init.d/rpc Contains initialization scripts for NIS+

Related Information
The m command, hisaddered command, hisinif command, hisshowecachd command.

The m daemon .

nisaddcred Command

Purpose
Creates NIS+ credential information.

Syntax
nisaddcred [ Ed principal | [ EB nis_principal | [ H login_password | auth_type [ domain_name |

nisaddcred Ed [ nis_principal | [ domain_name |

Description

The nisaddcred command is used to create security credentials for NIS+ principals. NIS+ credentials
serve two purposes. The first is to provide authentication information to various services; the second is to
map the authentication service name into a NIS+ principal name.

When the nisaddcred command is run, these credentials get created and stored in a table named
cred.org_dir in the default NIS+ domain. If domain_name is specified, the entries are stored in the
cred.org_dir of the specified domain. The specified domain must either be the one to which you belong or
one in which you are authenticated and authorized to create credentials, that is, a subdomain. Credentials
of normal users must be stored in the same domain as their passwords.

It is simpler to add credentials using the hisclieni command because it obtains the required information
itself. The W command is used for bulk updates and can also be used to add credentials for
entries in the hosts and the passwd NIS+ tables.

NIS+ principal names are used in specifying clients that have access rights to NIS+ objects. Various other
services can also implement access control based on these principal names.
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The cred.org_dir table is organized as follows :

cname auth_type auth_name public_data private_data
useri.foo.com. LOCAL 2990 10,102,44
useri.foo.com. DES unix.2990 @foo.com 098...819 3b8...ab2

The cname column contains a canonical representation of the NIS+ principal name. By convention, this
name is the login name of a user or the host name of a machine followed by a dot ('.") followed by the fully
qualified home domain of that principal. For users, the home domain is defined to be the domain where
their DES credentials are kept. For hosts, their home domain is defined to be the domain name returned
by the Homainnamd command executed on that host.

There are two types of auth_type entries in the cred.org_dir table. Those with authentication type LOCAL
and those with authentication type DES. auth_type, specified on the command line in upper or lower case,
should be either local or des.

Entries of type LOCAL are used by the NIS+ service to determine the correspondence between fully
qualified NIS+ principal names and users identified by UIDs in the domain containing the cred.org_dir
table. This correspondence is required when associating requests made using the AUTH_SYS RPC
authentication flavor to a NIS+ principal name. It is also required for mapping a UID in one domain to its
fully qualified NIS+ principal name whose home domain may be elsewhere. The principal’s credentials for
any authentication flavor may then be sought for within the cred.org_dir table in the principal’s home
domain (extracted from the principal name). The same NIS+ principal may have LOCAL credential entries
in more than one domain. Only users, and not machines, have LOCAL credentials. In their home domain,
users of NIS+ should have both types of credentials.

The auth_name associated with the LOCAL type entry is a UID that is valid for the principal in the domain
containing the cred.org_dir table. This may differ from that in the principal’s home domain. The public
information stored in public_data for this type contains a list of GIDs for groups in which the user is a
member. The GIDs also apply to the domain in which the table resides. There is no private data
associated with this type. Neither a UID nor a principal name should appear more than once among the
LOCAL entries in any one cred.org_dir table.

The DES auth_type is used for Secure RPC authentication.

The authentication name associated with the DES auth_type is a Secure RPC netname. A Secure RPC
netname has the form unix.id@ domain.com, where domain must be the same as the domain of the
principal. For principals that are users, the id must be the UID of the principal in the principal’s home
domain. For principals that are hosts, the id is the host's name. In Secure RPC, processes running under
effective UID 0 (root) are identified with the host principal. Unlike LOCAL, there cannot be more than one
DES credential entry for one NIS+ principal in the NIS+ namespace.

The public information in an entry of authentication type DES is the public key for the principal. The private
information in this entry is the private key of the principal encrypted by the principal’s network password.

User clients of NIS+ should have credentials of both types in their home domain. In addition, a principal
must have a LOCAL entry in the cred.org_dir table of each domain from which the principal wishes to
make authenticated requests. A client of NIS+ that makes a request from a domain in which it does not
have a LOCAL entry is unable to acquire DES credentials. A NIS+ service running at security level 2 or
higher considers such users unauthenticated and assign them the name nobody for determining access
rights.

This command can only be run by those NIS+ principals who are authorized to add or delete the entries in
the cred table.
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If credentials are being added for the caller itself, nisaddcred automatically performs a keylogin for the
caller.

You can list the cred entries for a particular principal with hismatchl

Flags

-l login_password Use the login_password specified as the password to encrypt the secret key
for the credential entry. This overrides the prompting for a password from the
shell. This flag is intended for administration scripts only. Prompting
guarantees not only that no one can see your password on the command line
using the command, but it also checks to make sure you have not made
any mistakes.

Note: /ogin_password does not have to be the user’s password; but, if
it is, it simplifies logging in.

-p principal Specifies the name of the principal as defined by the naming rules for that
specific mechanism. For example, LOCAL credential names are supplied with
this flag by including a string specifying a UID. For DES credentials, the name
should be a Secure RPC netname of the form unix.id @ domain.com, as
described earlier. If the -p flag is not specified, the auth_name field is
constructed from the effective UID of the current process and the name of the
local domain.

-P nis_principal Use the NIS+ principal name nis_principal. This flag should be used when
creating LOCAL or DES credentials for users whose home domain is different
than the local machine’s default domain. Whenever the -P flag is not
specified, nisaddcred constructs a principal name for the entry as follows.
When it is not creating an entry of type LOCAL, nisaddcred calls
nis_local_principal, which looks for an existing LOCAL entry for the effective
UID of the current process in the cred.org_dir table and uses the associated
principal name for the new entry. When creating an entry of authentication
type LOCAL, nisaddcred constructs a default NIS+ principal name by taking
the login name of the effective UID for its own process and appending to it a
dot (’.’) followed by the local machine’s default domain. If the caller is a
superuser, the machine name is used instead of the login name.

-r [ nis_principal ] Remove all credentials associated with the principal nis_principal from the
cred.org_dir table. This flag can be used when removing a client or user from
the system. If nis_principal is not specified, the default is to remove
credentials for the current user. If domain_name is not specified, the
operation is executed in the default NIS+ domain.

Exit Status

This command returns the following exit values:

0 Success
1 Failure
Examples

1. To add the LOCAL and DES credentials for some user, user1, with a UID of 2990, who is an NIS+
user principal in the some.domain.com. NIS+ domain, enter:

nisaddcred -p 2990 -P userl.some.domain.com. local

Credentials are always added in the cred.org_dir table in the domain where nisaddcred is run, unless
domain_name is specified as the last parameter on the command line. If credentials are being added

from the domain server for its clients, then domain_name should be specified. The caller should have
adequate permissions to create entries in the cred.org_dir table.
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2. To add a DES credential for the same user, the system administrator can enter:
nisaddcred -p unix.2990@some.domain.com -P userl.some.domain.com. des

DES credentials can be added only after the LOCAL credentials have been added. The secure RPC
netname does not end with a dot ('.”) while the NIS+ principal name (specified with the -P flag) does.
This command should be executed from a machine in the same domain as is the user.

3. To add a machine’s DES credentials in the same domain, enter:
nisaddcred -p unix.foo@some.domain.com -P foo.some.domain.com. des

No LOCAL credentials are needed in this case.
4. To add a NIS+ workstation’s principal DES credential, enter:

nisaddcred -p unix.hostl@sub.some.domain.com \
-P newhost.sub.some.domain.com. des sub.some.domain.com.

This format is particularly useful if you are running this command from a server that is in a higher
domain than sub.some.domain.com. Without the last option for domain name, nisaddcred would fail
because it would attempt to use the default domain of some.domain.com.

5. To add DES credentials without being prompted for the root login password, enter:

nisaddcred -p unix.2990@some.domain.com -P userl.some.domain.com. -1
login_password des

Related Commands
The m command, Homainnamd command, %?mr?and, hiscal command, hischmad

command, hischowrl command, hisclient command, command, W command, E
command.

nisaddent Command

Purpose
Creates NIS+ tables from corresponding /etc files or NIS maps.

Syntax
nisaddent [ ED defaults | [[B ] [Ed 1 [k ][ ][ H table ] type [ nisdomain |

nisaddent [ ED defaults | [EB ] [Ed 1 [ kd 1 [Ed ] [End 1 [ EMd ] H file [ H table | type [ nisdomain |
nisaddent [ ED defaults | [EB ] [Ed 1 [k ] [End ] [ B ] [H table 1B ypdomain [EM map ] type [ nisdomain |

nisaddent td [ LAl | [EM | [ Ld ] [ H table ] type [ nisdomain |

Description

The nisaddent command creates entries in NIS+ tables from their corresponding /etc files and NIS maps.
This operation is customized for each of the standard tables that are used in the administration of
systems. The type argument specifies the type of the data being processed. Legal values for this type are
one of aliases, bootparams, ethers, group, hosts, netid, netmasks, networks, passwd, protocols,
publickey, rpc, services, shadow, or timezone for the standard tables or key-value for a generic
two-column (key, value) table. For a site specific table, which is not of key-value type, you can use

to administer it.

The NIS+ tables should have already been created by histhladm, hissetug, or hisserven.

It is easier to use W instead of nisaddent to populate the system tables.
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By default, nisaddent reads from the standard input and adds this data to the NIS+ table associated with
the type specified on the command line. An alternate NIS+ table may be specified with the H flag. For type
key-value, a table specification is required.

Note: The data type can be different than the table name ( ﬂ). For example, the automounter tables
have key-value as the table type.

Although, there is a shadow data type, there is no corresponding shadow table. Both the shadow and the
passwd data is stored in the passwd table itself.

Files may be processed using the H flag, and NIS version 2 (YP) maps may be processed using the Q
flag. The Eml flag is not available when reading data from standard input.

When a ypdomain is specified, the nisaddent command takes its input from the dbm files for the
appropriate NIS map (mail.aliases, bootparams, ethers.byaddr, group.byname, hosts.byaddr,
netid.byname, netmasks.byaddr, networks.byname, passwd.byname, protocols.byname,
publickey.byname, rpc.bynumber, services.byname, or timezone.byname). An alternate NIS map may
be specified with the kY flag. For type key-value, a map specification is required. The map must be in the
Ivarlyplypdomain directory on the local machine.

Note: ypdomain is case sensitive. The W command can be used to get the NIS maps.

If a nisdomain is specified, nisaddent operates on the NIS+ table in that NIS+ domain, otherwise the
default domain is used.

In terms of performance, loading up the tables is fastest when done through the dbm files (y).

Flags

-a Adds the file or map to the NIS+ table without deleting any existing entries. This
flag is the default. This mode only propagates additions and modifications, not
deletions.

-A Specifies that the data within the table and all of the data in tables in the initial
table’s concatenation path be returned.

-d Dumps the NIS+ table to the standard output in the appropriate format for the

given type. For tables of type key-value, use hiscal instead. To dump the
credential table, dump the publickey and the netid types.
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-D defaults

-f file

-m

-r

-t table

-V
-y ypdomain

Specifies a different set of defaults to be used during this operation. The defaults
string is a series of tokens separated by colons. These tokens represent the
default values to be used for the generic object properties. All of the legal tokens
are described below:

ttl=time
Sets the default time to live for objects that are created by this
command. The value time is specified in the format as defined by the
hischttl command. The default is 12 hours.

owner=ownername
Specifies that the NIS+ principal ownername should own the created
object. The default for this value is the principal who is executing the
command.

group=groupname
Specifies that the group groupname should be the group owner for the
object that is created. The default is NULL.

access= rights
Specifies the set of access rights that are to be granted for the given
object. The value rights is specified in the format as defined by the
m command. The default is ——rmedr—-r—-.
Specifies that file should be used as the source of input (instead of the standard
input).
Merges the file or map with the NIS+ table. This is the most efficient way to bring
a NIS+ table up to date with a file or NIS map when there are only a small
number of changes. This flag adds entries that are not already in the database,
modifies entries that already exist (if changed), and deletes any entries that are
not in the source. Use the -m flag whenever the database is large and replicated
and the map being loaded differs only in a few entries. This flag reduces the
number of update messages that have to be sent to the replicas. Also see the b
flag.
Specifies that lookups should be sent to the master server. This guarantees that
the most up-to-date information is seen at the possible expense that the master
server may be busy or that it may be made busy by this operation.
Processes the password field when loading password information from a file. By
default, the password field is ignored because it is usually not valid (the actual
password appears in a shadow file).
Specifies that lookups should follow the concatenation path of a table if the initial
search is unsuccessful.
Dumps tables in "quick” mode. The default method for dumping tables processes
each entry individually. For some tables (for example, hosts), multiple entries
must be combined into a single line, so extra requests to the server must be
made. In "quick” mode, all of the entries for a table are retrieved in one call to the
server, so the table can be dumped more quickly. However, for large tables, there
is a chance that the process will run out of virtual memory and the table will not
be dumped.
Replaces the file or map in the existing NIS+ table by first deleting any existing
entries and then add the entries from the source (/etc files or NIS+ maps). This
flag has the same effect as the Em flag. The use of this flag is strongly
discouraged due to its adverse impact on performance, unless there are a large
number of changes.
Specifies that table should be the NIS+ table for this operation. This should be a
relative name as compared to your default domain or the domainname if it has
been specified.
Sets verbose mode.
Uses the dbm files for the appropriate NIS map, from the NIS domain ypdomain,
as the source of input. The files are expected to be on the local machine in the
Ivarlypl/ypdomain directory. If the machine is not an NIS server, use the
command to get a copy of the dbm files for the appropriate map.

106 Commands Reference, Volume 4


../../cmds/aixcmds6/ypxfr.htm

-Y map Use the dbm files for map as the source of input.

Environment

NIS_DEFAULTS This variable contains a default string that overrides the

NIS+ standard defaults. If the -D flag is used, those
values will then override both the NIS_DEFAULTS
variable and the standard defaults. To avoid security
accidents, the access rights in the NIS_DEFAULTS
variable are ignored for the passwd table but access
rights specified with the EDl flag are used.

NIS_PATH If this variable is set and neither the nisdomain nor the

table are fully qualified, each directory specified in
NIS_PATH will be searched until the table is found (see

the hisdefaultd command).
Exit Status
This command returns the following exit values:
0 Success
1 Failure caused by an error other than parsing
2 A parsing error occurred on an entry. A parsing error does
not cause termination; the invalid entries are simply
skipped.
Examples
1. To add the contents of /etc/passwd to the passwd.org_dir table, enter:
cat /etc/passwd | nisaddent passwd
2. To add the shadow information, enter:
cat /etc/shadow | nisaddent shadow
The table type is shadow, not passwd, even though the actual information is stored in the passwd
table.
3. To replace the hosts.org_dir table with the contents of /etc/hosts (in verbose mode), enter:
nisaddent -rv -f /etc/hosts hosts
4. To merge the passwd map from yypdomain with the passwd.org_dir.nisdomain table (in verbose
mode), enter:
nisaddent -mv -y myypdomain passwd nisdomain
This example assumes that the /var/yp/myypdomain directory contains the yppasswd map.
5. To merge the auto.master map from myypdomain with the auto_master.org_dir table, enter:
nisaddent -m -y myypdomain -Y auto.master -t auto master.org_dir key-value
6. To dump the hosts.org_dir table, enter:

nisaddent -d hosts

Related Information
The hiscal command, hischmod command, hisdefaultd command, % command, hisservel

command, m command, histbladm command, W command, command.
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niscat Command

Purpose

Displays the contents of an NIS+ table.

Syntax

niscat [EAl ] [Enl 1 [Ed [ EM ][] tablename
niscat [EA | [EJ ][ EM [ EB | Ed name

Description

In the first syntax, the niscat command displays the contents of the NIS+ tables named by tablename. In
the second syntayx, it displays the internal representation of the NIS+ objects named by name.

Flags
-A

-h

-0

-V

Environment

NIS_PATH

Exit Status

Displays the data within the table and all of the data in tables in the initial table’s
concatenation path.

Displays the header line prior to displaying the table. The header consists of the
'# (hash) character followed by the name of each column. The column names are
separated by the table separator character.

Follows links. When this flag is specified if tablename or name names a LINK
type object, the link is followed and the object or table named by the link is
displayed.

Specifies that the request should be sent to the master server of the named data.
This guarantees that the most up-to-date information is seen at the possible
expense of increasing the load on the master server and increasing the possibility
of the NIS+ server being unavailable or busy for updates.

Displays the internal representation of the named NIS+ objects. If name is an
indexed name, then each of the matching entry objects is displayed. This flag is
used to display access rights and other attributes of individual columns.

Follows concatenation path. This flag specifies that the request should follow the
concatenation path of a table if the initial search is unsuccessful. This flag is only
useful when using an indexed name for name and the d flag.

Displays binary data directly. This flag displays columns containing binary data on
the standard output. Without this flag, binary data is displayed as the string
*BINARY*.

If this variable is set and the NIS+ name is not fully qualified, each directory
specified will be searched until the object is found (see the
command).

This command returns the following exit values:

Success
1 Failure

Examples

1. To display the contents of the host’s table, enter:
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niscat -h hosts.org dir

# cname name addr comment

clientl clientl 129.144.201.100 Joe Smith
crunchy crunchy 129.144.201.44 Jane Smith
crunchy softy 129.144.201.44

The string *NP* is returned in those fields where the user has insufficient access rights.
2. To display the passwd.org_dir on the standard output, enter:
niscat passwd.org_dir
3. To display the contents of table frodo and the contents of all tables in its concatenation path, enter:
niscat -A frodo
4. To display the entries in the table groups.org_dir as NIS+ objects, enter:
niscat -o '[ Jgroups.org dir'

The brackets are protected from the shell by single quotes.
5. To display the table object of the passwd.org_dir table, enter:

niscat -o passwd.org_dir

The previous example displays the passwd table object and not the passwd table. The table object
includes information such as the number of columns, column type, searchable or not searchable
separator, access rights, and other defaults.

6. To display the directory object for org_dir, which includes information such as the access rights and
replica information, enter:

niscat -o org dir

Related Information
The histbladn command, hisdefaultd command, hismatcH command.

nischgrp Command

Purpose
Changes the group owner of a NIS+ object.

Syntax
nischgrp [EA 1 [H ][] [ EB ] group name

Description

The nischgrp command changes the group owner of the NIS+ objects or entries specified by name to the
specified NIS+ group. Entries are specified using indexed names. If group is not a fully qualified NIS+
group name, it is resolved using the directory search path. For additional information, see the

command.

The only restriction on changing an object’s group owner is that you must have modify permissions for the
object.

This command will fail if the master NIS+ server is not running.

The NIS+ server will check the validity of the group name prior to effecting the modification.
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-A Modifies all entries in all tables in the concatenation path that match the search
criterion specified in name. This flag implies the B flag.

-f Forces the operation and fails silently if it does not succeed.

-L Follows links and changes the group owner of the linked object or entries rather
than the group owner of the link itself.

-P Follows the concatenation path within a named table. This flag is valid when

either name is an indexed name or the ELl flag is also specified and the named
object is a link pointing to entries.

Environment

NIS_PATH If this variable is set and the NIS+ name is not fully qualified, each directory
specified will be searched until the object is found (see the
command).

Exit Status

This command returns the following exit values:

0 Success
1 Failure
Examples

1. To change the group owner of an object to a group in a different domain, enter:
nischgrp newgroup.remote.domain. object

2. To change the group owner of an object to a group in the local domain, enter:
nischgrp my-buds object

3. To change the group owner for a password entry, enter:
nischgrp admins '[uid=99],passwd.org_dir'

admins is a NIS+ group in the same domain.

4. To change the group owner of the object or entries pointed to by a link, enter:
nischgrp -L my-buds Tinkname

5. To change the group owner of all entries in the hobbies table, enter:
nischgrp my-buds '[],hobbies’

Related Information
The lischmod command, hischowr command, command, W command.

nischmod Command

Purpose
Changes the access rights on a NIS+ object.

Syntax
nischmod [m] [E] [ III] [ B ] mode name...

110 Commands Reference, Volume 4



Description

The nischmod command changes the access rights (mode) of the NIS+ objects or entries specified by
name to mode. Entries are specified using indexed names. Only principals with modify access to an object

may change its mode.

mode has the following form:

rights [,rights]...

rights has the form:

[ who ] op permission [ op permission ]...

who is a combination of:

®» s@ o0 >

Nobody’s permissions
Owner’s permissions
Group’s permissions
World’s permissions
All, or owg

If who is omitted, the default is a.

op is one of:

+

Grants the permission
Revokes the permission
Sets the permissions explicitly

permission is any combination of:

203~

Environment

NIS_PATH

Read
Modify
Create
Destroy

Modifies all entries in all tables in the concatenation path that match the search
criteria specified in name. This flag implies the B flag.

Forces the operation and fails silently if it does not succeed.

Follows links and changes the permission of the linked object or entries rather
than the permission of the link itself.

Follows the concatenation path within a named table. This flag is only applicable
when either name is an indexed name or the Hl flag is also specified and the
named object is a link pointing to an entry.

If this variable is set and the NIS+ name is not fully qualified, each directory
specified will be searched until the object is found (see the
command).
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Exit Status

This command returns the following exit values:

0 Success
1 Failure
Examples

1. To give everyone read access to an object. (that is, access for owner, group, and all), enter:
nischmod a+r object

2. To deny create and modify privileges to group and unauthenticated clients (nobody), enter:
nischmod gn-cm object

3. To set a complex set of permissions for an object, enter:
nischmod o=rmcd,g=rm,w=rc,n=r object

4. To set the permissions of an entry in the password table so that the group owner can modify them,
enter:

nischmod g+m '[uid=55],passwd.org_dir'
5. To change the permissions of a linked object, enter:

nischmod -L w+mr linkname

Related Information
The chmad command, m command, hischown command, hisdefaultd command.

nischown Command

Purpose
Changes the owner of one or more NIS+ objects or entries.

Syntax
nischown [IEI] [E ] [EI] [ ] owner name...

Description

The nischown command changes the owner of the NIS+ objects or entries specified by name to owner.
Entries are specified using indexed names. If owner is not a fully qualified NIS+ principal name (see the
command), the default domain (see the m command) will be appended to it.

The only restriction on changing an object’'s owner is that you must have modify permissions for the
object.

Note: If you are the current owner of an object and you change ownership, you may not be able to
regain ownership unless you have modify access to the new object.

The command fails if the master NIS+ server is not running.
The NIS+ server will check the validity of the name before making the modification.

Flags

-A Modifies all entries in all tables in the concatenation path that match the search
criteria specified in name. It implies the | flag.
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-f Forces the operation and fails silently if it does not succeed.

-L Follows links and changes the owner of the linked object or entries rather than
the owner of the link itself.
-P Follows the concatenation path within a named table. This flag is only meaningful

when either name is an indexed name or the F flag is also specified and the
named object is a link pointing to entries.

Environment

NIS_PATH If this variable is set and the NIS+ name is not fully qualified, each directory
specified will be searched until the object is found (see the
command).

Exit Status

This command returns the following exit values:

0 Success
1 Failure
Examples

1. To change the owner of an object to a principal in a different domain, enter:
nischown bob.remote.domain. object

2. To change the owner of an object to a principal in the local domain, enter:
nischown skippy object

3. To change the owner of an entry in the passwd table, enter:
nischown bob.remote.domain. '[uid=99],passwd.org_dir'

4. To change the object or entries pointed to by a link, enter:
nischown -L skippy Tinkname

Related Information
The hisaddcred command, hischgrd command, hischttl command, hischmad command, hisdefaultd

command.

nischttl Command

Purpose
The nischttl command changes the time-to-live value of objects or entries in the namespace.

Syntax

To Change the Time-to-Live Value of Objects
nischttl m m [time-to-live] [object-name]

To Change the Time-to-Live Value of Entries
nischttl [ time-to-live | [ column=value,... | [ table-name ] m m m

Note: Where time-to-live is expressed as:

* Number of seconds. A number with no letter is interpreted as a number of seconds. Thus, 1234
for TTL would be interpreted as 1234 seconds. A number followed by the letter s is also
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interpreted as a number of seconds. Thus, 987s for TTL would be interpreted as 987 seconds.
When seconds are specified in combination with days, hours, or minutes, you must use the letter s
to identify the seconds value.

* Number of minutes. A number followed by the letter m is interpreted as a number of minutes.
Thus, 90m for TTL would be interpreted as 90 minutes.

* Number of hours. A number followed by the letter h is interpreted as a number of hours. Thus, 9h
for TTL would be interpreted as 9 hours.

* Number of days. A number followed by the letter d is interpreted as a number of days. Thus, 7d
for TTL would be interpreted as 7 days.

Note: These values may be used in combination. For example, a TTL value of 4d3h2m1s would
specify a time to live of four days, three hours, two minutes, and one second.

Description

This time-to-live value is used by the cache manager to determine when to expire a cache entry. You can
specify the time-to-live in total number of seconds or in a combination of days, hours, minutes, and
seconds. The time-to-live values you assign objects or entries should depend on the stability of the object.
If an object is prone to frequent change, give it a low time-to-live value. If it is steady, give it a high one. A
high time-to-live is a week; a low one is less than a minute. Password entries should have time-to-live
values of about 12 hours to accommodate one password change per day. Entries in tables that don’t
change much, such as those in the RPC table, can have values of several weeks.

Notes

1. To change the time-to-live of an object, you must have modify rights to that object. To change the
time-to-live of a table entry, you must have modify rights to the table, entry, or columns you wish
to modify.

2. To display the current time-to-live value of an object or table entry, use the hisdefaults -1

command, described in [Administering NIS+ Access Rightd.

Flags

-A Apply the change to all the entries that match the column=value specifications that you supply.
-L Follow links and apply the change to the linked object or entry rather than the link itself.
-P Follow the path until there is one entry that satisfies the condition.

Examples

Changing the Time-to-Live of an Object

1. To change the time-to-live of an object, type the nischttl command with the time-to-live value and the
object-name. You can add the -L command to extend the change to linked objects.
nischttl -L time-to-live object-name

2. You can specify the time-to-live in seconds by typing the number of seconds. Or, you can specify a
combination of days, hours, minutes, and seconds by using the suffixes s, m, h, and d to indicate the
number of seconds, minutes, days, and hours. For example:

TTL of 86400 seconds client% nischttl 86400 sales.wiz.com.
TTL of 24 hours client% nischttl 24h sales.wiz.com.
TTL of 2 days, 1 hour, 1 minute, and 1 second client% nischttl 2d1h1m1s sales.wiz.com.

3. The first two commands change the time-to-live of the sales.wiz.com. directory to 86,400 seconds, or
24 hours. The third command changes the time-to-live of all the entries in a hosts table to 2 days, 1
hour, 1 minute, and 1 second.
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Changing the Time-to-Live of a Table Entry

1. To change the time-to-live of entries, use the indexed entry format. You can use any of the options, -A,
-L, or -P.
nischttl [-ALP] time-to-live [column=value,...],
table-name

2. These examples are similar to those above, but they change the value of table entries instead of
objects:

client% nischttl 86400 '[uid=99],passwd.org_dir.wiz.com.'
client% nischttl 24h '[uid=99],passwd.org_dir.wiz.com.'
client% nischttl 2dlhlmls '[name=fred],hosts.org_dir.wiz.com'

NoteC shell users should use quotes to prevent the shell from interpreting the square bracket ([)
as a metacharacter.

Related Information
The defaultd command.

nisclient Command

Purpose
Initializes NIS+ credentials for NIS+ principals.

Syntax
Add DES Credentials for NIS+ Principals

nisclient [d [ ﬂ] [B] [E] [ H network_password | [G NIS+_domain | client_name...

Initialize a NIS+ Client Machine

nisclient H [ X ] [ &l ] B NiS+_server_host [ Ed NIS+_server_addr][Ed NIS+_domain1[EH 01 2]
Initialize a NIS+ User

nisclient b [Ed ] [ [M]

Restore Network Service Environment

nisclient b [ £ |

Description

The nisclient command can be used to:

» Create NIS+ credentials for hosts and users
* Initialize NIS+ hosts and users

* Restore the network service environment

NIS+ credentials are used to provide authentication information of NIS+ clients to NIS+ service.
Use the first syntax (E) to create individual NIS+ credentials for hosts or users. You must be logged in as

a NIS+ principal in the domain for which you are creating the new credentials. You must also have write
permission to the local credential table. The client_name argument accepts any valid host or user name in

Alphabetical Listing of Commands 115



the NIS+ domain (for example, the client_name must exist in the hosts or passwd table). The nisclient
command verifies each client_name against both the host and passwd tables, then adds the proper NIS+
credentials for hosts or users.

Note: If you are creating NIS+ credentials outside your local domain, the host or user must exist in
the host or passwd tables in both the local and remote domains.

By default, nisclient will not overwrite existing entries in the credential table for the hosts and users
specified. To overwrite, use the kd flag. After the credentials have been created, nisclient will print the
command that must be executed on the client machine to initialize the host or the user. The td flag
requires a network password for the client which is used to encrypt the secret key for the client. You can
either specify it on the command line with the H flag or the script will prompt you for it. You can change
this network password later with either the nispasswd or ES command.

The Ed flag is not intended to be used to create NIS+ credentials for all users and hosts that are defined in
the passwd and hosts tables. To define credentials for all users and hosts, use the
command.

Use the second syntax (D) to initialize a NIS+ client machine. The -i flag can be used to convert
machines to use NIS+ or to change the machine’s domainname. You must be logged in as superuser on
the machine that is to become a NIS+ client. Your administrator must have already created the NIS+
credential for this host by using the nisclient Ed or W command. You will need the network
password your administrator created. The nisclient command will prompt you for the network password to
decrypt your secret key and then for this machine’s root login password to generate a new set of
secret/public keys. If the NIS+ credential was created by your administrator using nisclient -c, then you
can simply use the initialization command that was printed by the nisclient script to initialize this host
instead of typing it manually.

To initialize an unauthenticated NIS+ client machine, use the H flag with ES 0. with these flags, the
nisclient -i flag will not ask for any passwords.

During the client initialization process, files that are being modified are backed up as files.no_nisplus. The
files that are usually modified during a client initialization are: /etc/defaultdomain, /etc/nsswitch.conf,
letc/inet/hosts, and, if it exists, /var/nis/NIS_COLD_START.

Note: A file will not be saved if a backup file already exists.

The H flag does not set up a NIS+ client to resolve hostnames using DNS. Refer to the DNS
documentation for information on setting up DNS. (See information on the kesalv coni) file format.

It is not necessary to initialize either NIS+ root master servers or machines that were installed as NIS+
clients.

Use the third syntax ( EI) to initialize a NIS+ user. You must be logged in as the user on a NIS+ client
machine in the domain where your NIS+ credentials have been created. Your administrator should have
already created the NIS+ credential for your username using the nisclient or W command. You
will need the network password your administrator used to create the NIS+ credential for your username.
The nisclient command will prompt you for this network password to decrypt your secret key and then for
your login password to generate a new set of secret/public keys.

Use the fourth syntax ( G) to restore the network service environment to whatever you were using before
nisclient [l was executed. You must be logged in as superuser on the machine that is to be restored. The
restore will only work if the machine was initialized with nisclient -i because it uses the backup files
created by the -i flag.

Reboot the machine after initializing a machine or restoring the network service.

116 Commands Reference, Volume 4


../../cmds/aixcmds1/chkey.htm
../../files/aixfiles/resolv.conf.htm

Flags

-a NIS+_server_addr Specifies the IP address for the NIS+ server. This flag is used only with the H
flag.

-C Adds DES credentials for NIS+ principals.

-d NIS+_domain Specifies the NIS+ domain where the credential should be created when used in

conjunction with the kd flag. It specifies the name for the new NIS+ domain when
used in conjunction with the H flag. The default is your current domainname.

-h NIS+_server_host Specifies the NIS+ server's hostname. This flag is used only with the H flag.

-i Initializes a NIS+ client machine.

-1 network_password Specifies the network password for the clients. This flag is used only with the Ed
flag. If this flag is not specified, the script will prompt you for the network
password.

-0 Overwrite existing credential entries. The default is not to overwrite. This is used
only with the d flag.

-r Restores the network service environment.

S012 Specifies the authentication level for the NIS+ client. Level 0 is for

unauthenticated clients and level 2 is for authenticated (DES) clients. The default
is to set up with level 2 authentication. This is used only with the O flag. The
nisclient command always uses level 2 authentication (DES) for both ¢ and Ld
flags. There is no need to run nisclient with -u and -c¢ for level 0 authentication.

-u Initializes a NIS+ user.
-V Runs the script in verbose mode.
-X Turns the echo mode on. The script just prints the commands that it would have

executed. Note that the commands are not actually executed. The default is off.

Examples
1. To add the DES credential for host dilbert and user fred in the local domain, enter:

nisclient -c dilbert fred
2. To add the DES credential for host dilbert and user fred in domain xyz.ibm.com., enter:
nisclient -c -d xyz.ibm.com. dilbert fred

3. To initialize host dilbert as a NIS+ client in domain xyz.ibm.com. where nisplus_server is a server for
the domain xyz.ibm.com., enter:

nisclient -i -h nisplus_server -d xyz.ibm.com.

The script will prompt you for the IP address of nisplus_server if the server is not found in the
Jetc/hosts file. The [d flag is needed only if your current domain name is different from the new
domain name.

4. To initialize host dilbert as an unauthenticated NIS+ client in domain xyz.ibm.com. where
nisplus_server is a server for the domain xyz.ibm.com., enter:

nisclient -i -S 0 -h nisplus_server -d xyz.ibm.com. -a 129.140.44.1
5. To initialize user fred as a NIS+ principal, log in as user fred on a NIS+ client machine by entering:
nisclient -u

Files

/var/nis/NIS_COLD_START This file contains a list of servers, their transport
addresses, and their Secure RPC public keys that serve
the machines default domain.

letc/defaultdomain The system default domainname

letc/nsswitch.conf Configuration file for the name-service switch

letc/inet/hosts Local host name database

Alphabetical Listing of Commands 117



Related Information
The kchkeyl command, keylogin command, keyserd command, hisaddcred command, hisinii command,

command.

m file format.

nisdefaults Command

Purpose
Displays the seven default values currently active in the namespace.

Syntax

nisdefaults | id domain | [Q Iﬂoup] [ fd host | [E principal ] [L_ll access_rights | [E search_path | [E
time_to_live ] [ i all(terse) ] [ kM verbose |

Description

The nisdefaults command displays the seven default values currently active in the namespace. To display
NIS+ defaults the default values are either:

* Preset values supplied by the NIS+ software

* The defaults specified in the NIS_DEFAULTS environment variable (if you have NIS_DEFAULTS values
set)

Any object that you create on this machine will automatically acquire these default values unless you
override them with the -D flag of the command you are using to create the object.

Setting Default Security Values
This section describes how to perform tasks related to the nisdefaults command, the NIS_DEFAULTS

environment variable, and the -D flag. The NIS_DEFAULTS environment variable specifies the following
default values:

* Owner

* Group

* Access rights

 Time-to-live

The values that you set in the NIS_DEFAULTS environment variable are the default values applied to all
NIS+ objects that you create using that shell (unless overridden by using the -D flag with the command
that creates the object).

You can specify the default values (owner, group, access rights, and time-to-live) specified with the
NIS_DEFAULTS environment variable. Once you set the value of NIS DEFAULTS, every object you create
from that shell will acquire those defaults, unless you override them by using the -D flag when you invoke
a command.

Displaying the Value of NIS_DEFAULTS
You can check the setting of an environment variable by using the echd command, as shown below:

client% echo $NIS_DEFAULTS
owner=butler:group=gamblers:access=o+rmcd

You can also display a general list of the NIS+ defaults active in the namespace by using the nisdefaults
command.
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Changing Defaults

You can change the default access rights, owner, and group, by changing the value of the
NIS_DEFAULTS environment variable. Use the environment command that is appropriate for your shell
(setenv for csh or $NIS_DEFAULTS=, export for sh and ksh) with the following arguments:

. access:right, where right are the access rights using the formats described in Bpecd.)ungAccess_BJghld

e owner=name, where name is the user name of the owner.
» group=group, where group is the name of the default group.

You can combine two or more arguments into one line separated by colons:
owner=principal-name :group=group-name

Table 1. Changing Defaults—Examples

Tasks Examples

This command grants owner read access as the default |client% setenv NIS_DEFAULTS access=0+r
access right.

This command sets the default owner to be the user abe |client% setenv NIS_DEFAULTS owner=abe.wiz.com.
whose home domain is Wiz.com.

This command combines the first two examples on one client% setenv NIS_DEFAULTS
code line. access=o0+r:owner=abe.wiz.com.

All objects and entries created from the shell in which you changed the defaults will have the new values
you specified. You cannot specify default settings for a table column or entry; the columns and entries
simply inherit the defaults of the table.

Resetting the Value of NIS_DEFAULTS
You can reset the NIS_DEFAULTS variable to its original values, by typing the name of the variable
without arguments, using the format appropriate to your shell:

For C shell:
client# unsetenv NIS_DEFAULTS

For Bourne or Korn shell:
client$ NIS_DEFAULTS=; export NIS_DEFAULTS

Flags

-d domain Displays the home domain of the workstation from which the command was entered. Displays the
value of /etc/defaultdomin environment variable.

-g group Displays the group that would be assigned to the next object created from this shell. Displays the
value of NIS_GROUP environment variable.

-h host Displays the workstation’s host name. Displays the value of uname -n environment variable.

-p principal Displays the fully qualified user name or host name of the NIS+ principal who entered the

nisdefaults command. Displays the value of gethostbyname() environment variable.

-r access_rights  Displays the access rights that will be assigned to the next object or entry created from this shell.
Format: ——rmedr—-r—-. Displays the value of NIS_DEFAULTS environment variable.

-s search_path Displays the syntax of the search path, which indicate the domains that NIS+ will search through
when looking for information. Displays the value of the NIS_PATH environment variable if it is set.
Displays the value of NIS_PATH environment variable.

-t time_to_live Displays the time-to-live that will be assigned to the next object created from this shell. The default
is 12 hours. Displays the value of the NIS_DEFAULTS environment variable.

-a all (terse) Displays all seven defaults in terse format. Displays the value of the environment variable.

-v verbose Display specified values in verbose mode. Displays the value of the environment variable.
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Note:

You can use these options to display all default values or any subset of them.

Examples

1. To display all values in verbose format, type the nisdefaults command without arguments.

master% nisdefaults
Principal Name : topadmin.wiz.com.

Domain Name : Wiz.com.

Host Name : rootmaster.wiz.com.
Group Name : salesboss

Access Rights : ----rmcdr---r---
Time to Tive : 12:00:00:00:00
Search Path : Wiz.com.

2. To display all values in terse format, add the -a option.
3. To display a subset of the values, use the appropriate options. The values are displayed in terse mode.
For example, to display the rights and search path defaults in terse mode, type:

rootmaster% nisdefaults -rs
----rmcdr---r---
Wiz.com.

4. To display a subset of the values in verbose mode, add the -v flag.

niserror Command

Purpose
Displays NIS+ error messages.

Syntax

niserror error-num

Description

The niserror command prints the NIS+ error associated with status value error-num on the standard
output. It is used by shell scripts to translate NIS+ error numbers that are returned into text messages.

Examples
To print the error associated with the error number 20, enter:

niserror 20
Not Found, no such name

nisgrep Command

Purpose
Utility for searching NIS+ tables.

Syntax
nisgrep [EA 1 [Ed (M 1M [l [EE (LS [sep 111 ]

Descripton

The nisgrep command can be used to search NIS+ tables. The command nisgrep differs from the
nismatch command in its ability to accept regular expressions keypat for the search criteria rather than
simple text matches.
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Because nisgrep uses a callback function, it is not constrained to searching only those columns that are
specifically made searchable at the time of table creation. This makes it more flexible, but slower, than
nismatch.

In nismatch, the server does the searching; whereas in nisgrep, the server returns all the readable
entries and then the client does the pattern-matching.

In both commands, the parameter tablename is the NIS+ name of the table to be searched. If only one
key or key pattern is specified without the column name, then it is applied searching the first column.
Specific named columns can be searched by using the colname=key syntax. When multiple columns are
searched, only entries that match in all columns are returned. This is the equivalent of a logical join
operation.

nismatch accepts an additional form of search criteria, indexedname, which is a NIS+ indexed name of
the form:

colname=value, . . . ],tablename

Flags

-A All data. Return the data within the table and all of the data in tables in the initial table’s concatenation
path.

-C Print only a count of the number of entries that matched the search criteria.

-h Display a header line before the matching entries that contains the names of the table’s columns.

-M Master server only. Send the lookup to the master server of the named data. This guarantees that the
most up to date information is seen at the possible expense that the master server may be busy.

-0 Display the internal representation of the matching NIS+ object(s).

-P Follow concatenation path. Specify that the lookup should follow the concatenation path of a table if the
initial search is unsuccessful.

-s sep This option specifies the character to use to separate the table columns. If no character is specified, the
default separator for the table is used.

-V Verbose. Do not suppress the output of binary data when displaying matching entries. Without this option

binary data is displayed as the string * BINARY * .

Return Values

0 Successfully matches some entries.

1 Successfully searches the table and no matches are found.
2 An error condition occurs. An error message is also printed.
Examples

This example searches a table named passwd in the org_dir subdirectory of the zotz.com. domain. It
returns the entry that has the username of skippy. In this example, all the work is done on the server.

example% nismatch name=skippy passwd.org_dir.zotz.com.

This example is similar to the one above except that it uses nisgrep to find all users in the table named
passwd that are using either ksh or csh.

example% nisgrep 'shell=[ck]sh' passwd.org_dir.zotz.com.

NIS_PATH If this variable is set, and the NIS+ table name is not fully qualified, each directory specified will
be searched until the table is found (see ).

Related Information
The hiscal command, hisdefaultd command, hisld command, and histbladml command.
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nisgrpadm Command

Purpose
Creates, deletes, and performs miscellaneous administration operations on NIS+ groups.

Note: To use nisgrpadm, you must have access rights appropriate for the operation.

Syntax

To Create or Delete a Group or to List the Members
nisgrpadm [ kd group_name.domain_name ] [ [ kd ] [ﬂ group_name ] ]

To Add or Remove Members or Determine if They Belong to the Group
nisgrpadm | [E 11 G] [E ] group_name 1]

Note: A member can be any combination of the six membership types.

Description

The nisgrpadm command has two main forms, one for working with groups and one for working with
group members.

All operations except create (-¢) accept a partially qualified group-names. However, even for the -c flag,
nisgrpadm will not accept the use of groups_dir in the group-name argument.

Flags

To Create or Delete a Group or to List the Members

-C group_name.domain_name Creates an NIS+ group. You must have create rights to the groups_dir
directory of the group’s domain.

-d group_name Deletes an NIS+ group. You must have destroy rights to the
groups_dir directory in the group’s domain.

-l group_name Lists the members of an NIS+ group. You must have read rights to

the group object.

To Add or Remove Members or Determine if They Belong to the Group

-a group_name Adds members to an NIS+ group. You must have modify rights to the group object.
-r group_name Removes members from an NIS+ group. You must have modify rights to the group object.
-t group_name Find out whether an NIS+ principal is a member of a particular NIS+ group. You must have

read access to the group object.

Related Information
The command.

nisinit Command

Purpose
Initializes a workstation to be a NIS+ client.
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Syntax

To Initialize a Client
nisinit [ kd [ Ed key_domain ] [ EQ coldstart | EH hostl [ ]

To Initialize a Root Master Server
nisinit

To Initialize a Parent Server
[ M DI parent_domain_host... ]

Description

The nisinit command initializes a workstation to be an NIS+ client. As with the rpc.nisd command, you
don’t need any access rights to use the nisinit command, but you should be aware of its prerequisites and
related tasks.

Flags

-C Initializes the machine to be a NIS+ client. There are three initialization options available: initialize by coldstart,
initialize by hostname, and initialize by broadcast. The most secure mechanism is to initialize from a trusted
coldstart file. The second option is to initialize using a hostname that you specify as a trusted host. The third
method is to initialize by broadcast and it is the least secure method.

-Ccoldstart
Causes the file coldstart to be used as a prototype coldstart file when initializing a NIS+
client. This coldstart file can be copied from a machine that is already a client of the NIS+
namespace. For maximum security, an administrator can encrypt and encode (with
uuencode(1C)) the coldstart file and mail it to an administrator bringing up a new machine.
The new administrator would then decode (with uudecode), decrypt, and then use this file
with the nisinit command to initialize the machine as an NIS+ client. If the coldstart file is
from another client in the same domain, the nisinit command may be safely skipped and the
file copied into the /var/nis directory as /var/nis/NIS_COLD_START.

-Hhostname
Specifies that the host hostname should be contacted as a trusted NIS+ server. The nisinit
command will iterate over each transport in the NETPATH environment variable and attempt
to contact rpcbind on that machine. This hosthame must be reachable from the client
without the name service running. For IP networks this means that there must be an entry in
letc/hosts for this host when nisinit is invoked.

-B Specifies that the nisinit command should use an IP broadcast to locate a NIS+ server on
the local subnet. Any machine that is running the NIS+ service may answer. No guarantees
are made that the server that answers is a server of the organization’s namespace. If this
flag is used, it is advisable to check with your system administrator that the server and
domain served are valid. The binding information can be written to the standard output using
the command.

Note: nisinit -c will just enable navigation of the NIS+ namespace from this client. To
make NIS+ your name service, modify the file /etc/nsswitch.conf to reflect that.

-kkey_domain Specifies the domain where root’s credentials are stored. If it is not

specified, then the system default domain is assumed. This domain name is
used to create the /var/nis/NIS_COLD_START file.
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-pYIDINparent_domain host... Initialize on a root server a /var/nis/data/parent.object to make this domain

-r

a part of the namespace above it. Only root servers can have parent
objects. A parent objects describes the namespace above the NIS+ root. If
this is an isolated domain, this flag should not be used. The argument to
this flag tells the command what type of name server is serving the domain
above the NIS+ domain. When clients attempt to resolve a name that is
outside of the NIS+ namespace, this object is returned with the error
NIS_FOREIGNNS indicating that a namespace boundary has been reached. It
is up to the client to continue the name resolution process.

The parameter "parent_domain” is the name of the parent domain in a
syntax that is native to that type of domain. The list of host names that
follow the domain parameter are the names of hosts that serve the parent
domain. It there is more than one server for a parent domain, the first host
specified should be the master server for that domain.

Y Specifies that the parent directory is a NIS version 2 domain.
D Specifies that the parent directory is a DNS domain.

N parent_domain_host...
Specifies that the parent directory is another NIS+ domain. This flag is useful for connecting
a pre-existing NIS+ subtree into the global namespace.

Initializes the machine to be a NIS+ root server. This flag creates the file /var/nis/data/root.object and initializes
it to contain information about this machine. It uses the sysinfo(2) system call to retrieve the name of the
default domain.

Examples

1.

To initialize a client, use:

nisinit -c -B
nisinit -c -H hostname
nisinit -c -C filename

To initialize a root master server, use:
nisinit -r

Initializing a Client

You can initialize a client in three different ways:
* By host name

* By broadcast

* By cold-start file

Note:Each way has different prerequisites and associated tasks. For instance, before you can

initialize a client by host name, the client’s /etc/hosts file must list the host name you will use

and nsswitch.conf file must have files as the first choice on the hosts line. Complete

instructions for each method, including prerequisites and associated tasks, are provided in

Initializing an NIS+ Clieni . Following is a summary of the steps that use the nisinit command.
To initialize a client by host name, use the -¢ and -H options, and include the name of the server from
which the client will obtain its cold-start file:

nisinit -c -H hostname

To initialize a client by cold-start file, use the -¢ and -C options, and provide the name of the cold-start
file:

nisinit -c -C filename

To initialize a client by broadcast, use the -¢ and -B options:
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nisinit -c -B

Initializing the Root Master Server
7. To initialize the root master server, use the nisinit -r command:

nisinit -r
Files
/var/nis/NIS_COLD_START This file contains a list of servers, their transport addresses, and their
Secure RPC public keys that serve the machine’s default domain.
Ivar/nis/data/root.object This file describes the root object of the NIS+ namespace. It is standard

XDR-encoded NIS+ directory object that can be modified by authorized
clients using the nis_modify() interface.

Ivar/nis/data/parent.object This file describes the namespace that is logically above the NIS+
namespace. The most common type of parent object is a DNS object. This
object contains contact information for a server of that domain.

letc/hosts Internet host table.

Related Information
The hisclient command, and hisshowcachd command.

nisin Command

Purpose
Creates symbolic links between NIS+ objects and table entries.

Syntax
nisin [ | |I|] [Iﬁ] [source] [targef] ]

Description

The nisln command links objects to objects, or links objects to table entries. All NIS+ administration
commands accept the -L flag, which directs them to follow links between NIS+ objects.

To create a link to another object or entry, you must have modify rights to the source object; that is, the
one that will point to the other object or entry.

Notes:
1. Alink cannot be created if it originates with a table entry.

2. Never link a cred table. Each org_dir directory should have its own cred table. Do not use a link
to some other org_dir cred table.

Flags

-L Follows link. If the source is itself a link, the new link will not be linked to it, but
to that link’s original source.

-D Specifies a different set of defaults for the linked object. Defaults are described in
Eoociiino Nondofauli s VRV S roation Timd.

Example

To create a link between objects, specify both object names: first the source, and then the target. To
create links between objects and entries use indexed names.
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nisin source-object target-object
nisin [column=value,...],tablename target-object

nislog Command

Purpose
The nislog command displays the contents of the transaction log.

Syntax
nislog [ td num 1 num] [ Eu ] [directory]...

Description
The nislog command displays the contents of the transaction log.

Each transaction consists of two parts: the particulars of the transaction and a copy of an object definition.

Here is an example that shows the transaction log entry that was made when the wiz.com. directory was
first created. XID refers to the transaction ID.

rootmaster# /usr/sbin/nislog -h 1
NIS Log printing facility.
NIS Log dump:
Log state : STABLE
Number of updates : 48
Current XID : 39
Size of log in bytes : 18432
#%*xJPDATES***QREEECEECERCEATRANSACTIONCERLRREEREREER#00000,
XID : 1
Time : Wed Nov 25 10:50:59 1992
Directory : wiz.com.
Entry type : ADD Name
Entry timestamp : Wed Nov 25 10:50:59 1992

Principal : rootmaster.wiz.com.

Object name : org _dir.wiz.com.
................... Object.eeeneeiinininnnnnnn,
Object Name : org_ dir
Owner : rootmaster.wiz.com.

Group : admin.wiz.com.
Domain : wiz.com.

Access Rights : r---rmcdr---r---
Time to Live : 24:0:0

Object Type : DIRECTORY

Name : 'org_dir.wiz.com.'

Type: NIS

Master Server : rootmaster.wiz.com.

@EEECECEERERREEETRANSACTIONCERRRECCCCEERR
#00000, XID : 2

Flags

-h num Display transactions starting with the head (beginning) of the log. If the number is omitted, the display
begins with the first transaction. If the number 0 is entered, only the log header is displayed

-t num Display transactions starting backward from the end (tail) of the log. If the number is omitted, the

display begins with the last transaction. If the number 0 is entered, only the log header is displayed
-V Verbose mode
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nisls Command

Purpose
Lists the contents of an NIS+ directory.

Syntax
nisls [Ed 1[Ed 1B [0 [End ][ Ed 1 [EB ][ Directory... ]

Description

The nisls command writes to standard output the contents of each directory specified in the parameter
that is an NIS+ directory. If Directory specifies any other NIS+ object that is not a directory, nisls simply
echoes the object’'s name. If no directory is given as a parameter, the first directory in the search path, the
default, is listed (see W).

Flags
-d Treats an NIS+ directory like other NIS+ objects instead of listing its contents.
-g Displays group owner instead of owner when using the -l flag to list in long format.

-1 Lists in long format. The -l flag displays additional information about the Directory such as its type, creation
time, owner, and permission rights.

-L Indicates that links are to be followed. If Directory actually points to a link, it is followed to a link object.

-m Displays modification time instead of creation time when using the -l flag to list contents in long format.

-M Specifies that the master server of the named directory returns the standard output of the nisls command.
Using the -M flag guarantees that the most current information is listed.

-R Lists directories recursively. The -R flag displays the contents of each subdirectory contained in the directory
specified in Directory.

Environment
NIS_PATH Searches each directory specified until the object is found if the NIS+ directory name is not fully
qualified (see ).

Exit Status

0 Successful completion.
1 An error occurred.
Examples

1. To list in short format the contents of org.com., including its subdirectories, enter:
nisls -R org.com.

2. To display detailed information about rootmaster.org.com., including when it was last modified, enter:
nisls -Im rootmaster.org.com.

Related Information
The hisdefaultd command, W command, hismatcH command, and histbladnd command.
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nismatch Command

Purpose

Utility for searching NIS+ tables.

Syntax

nismatch [EA [Ed (B EM (D [EE ]
DESCRIPTION

The command nisgrep differs from the nismatch command in its ability to accept regular expressions for
the search criteria rather than simple text matches.

Because nisgrep uses a callback function, it is not constrained to searching only those columns that are
specifically made searchable at the time of table creation. This makes it more flexible, but slower, than
nismatch.

In nismatch, the server does the searching; wheareas in nisgrep, the server returns all the readable
entries and then the client does the pattern-matching.

In both commands, the parameter tablename is the NIS+ name of the table to be searched. If only one
key or key pattern is specified without the column name, then it is applied searching the first column.
Specific named columns can be searched by using the syntax.

When multiple columns are searched, only entries that match in all columns are returned. This is the
equivalent of a logical join operation. nismatch accepts an additional form of search criteria, which is a
NIS+ indexed name of the form:

Flags

-A Return the data within the table and all of the data in tables in the initial table’s concatenation path.
-C Print only a count of the number of entries that matched the search criteria.

-h Display a header line before the matching entries that contains the names of the table’s columns.

-M Master server only. Send the lookup to the master server of the named data. This guarantees that the most up
to date information is seen at the possible expense that the master server may be busy.

-0 Display the internal representation of the matching NIS+ object(s).

-P Follow concatenation path. Specify that the lookup should follow the concatenation path of a table if the initial
search is unsuccessful.

-V Do not suppress the output of binary data when displaying matching entries. Without this option binary data is

displayed as the string *\s-1BINARY\sO* .

1. 0 - Successfully matches some entries.

2. 1 - Successfully searches the table and no matches are found.
3. 2 - An error condition occurs. An error message is also printed.

Examples

1. This example searches a table named passwd in the org_dir subdirectory of the zotz.com.domain. It
returns the entry that has the username of skippy.
In this example, all the work is done on the server.
nismatch\ name=skippy\ passwd.org dir.zotz.com.

2. This example is similar to the one above except that it uses nisgrep to find all users in the table
named passwd that are using either ksh (1) or csh (1).

nisgrep\ 'shell=[ck]sh'\ passwd.org_dir.zotz.com.

128 Commands Reference, Volume 4



3. NIS_PATH - If this variable is set, and the NIS+ table name is not fully qualified, each directory
specified will be searched until the table is found (see hisdefaults, hiscal, hisls, and histbladm).

Related Information
The m command, hisdefaultd command, hiscal command, hisld command, and histbladnd

command.

nismkdir Command

Purpose
Creates non-root NIS+ directories.

Syntax
nismkdir [ ED Defaults 1[ End MasterHost |k ReplicaHost | DirName

Description

The nismkdir command creates subdirectories within an existing domain. It can also create replicated
directories. Without any flags, the nismkdir command creates a subdirectory with the same master server
and replica servers as its parent directory’s. In addition, the nismkdir command can add a replica to an
already existing directory.

A host that serves an NIS+ directory must be an NIS+ client in a directory above the one being served.
The only exception is a root NIS+ server that acts as both client and server to the same NIS+ directory.

If the host’s default domain is not the domain where the nismkdir command is executed, then the host
name specified in the parameter with the -s or -m flags must be fully qualified.

Note: You should use the nisserver command to create an NIS+ domain that consists of the named
directory with the org_dir and group_dir.

Flags

-m MasterHost If the directory named by the DirName parameter does not yet exist, then the -m flag
creates the new directory with MasterHost as its master server. If the directory named by
DirName does exist, then the host named by the MasterHost parameter becomes its
master server.

Note: To create a directory you must have create rights to the parent directory on
that domain master server.
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-s ReplicaHost

-D Defaults

Environments
NIS_DEFAULTS

NIS_PATH

Exit Status

Adds a nonroot NIS+ directory and its master server to an existing system. Also, the -s flag
can assign a new replica server to an existing directory. If DirName already exists, then the
nismkdir command does not recreate it. Instead, it only assigns the new replica server to
that existing directory.

After invoking the -s flag, you must run the nisping command from the master server on
the directory that was added or assigned the replica server. You should include a nisping
command for each directory in its master server’s cron file so that it is pinged at least once
every 24 hours before being updated.

Notes:

1. You cannot assign a server to support its parent domain, unless it belongs to the
root domain.

2. Always run the nismkdir command on the master server. Never run nismkdir on
the replica server. Running nismkdir on the replica server causes communication
problems between the master and the replica.

Specifies a different set of defaults for the new directory. The defaults string is a series of
tokens each separated by a colon. These tokens represent the default values to be used
for the generic object properties:

tti=Time
Sets the default time-to-live for objects created by the nismkdir command. The
value Time is specified in the format defined by the nischttl command. The
default value is 12h (12 hours).

owner=0Ownername
Specifies that the NIS+ principal Ownername should own the created object. The
default for this value is the principal who is executing the command.

group=Groupname
Specifies that the group Groupname should be the group owner for the object
created. The default value is NULL.

access=Rights
Specifies the set of access rights to be granted for the created object. The value
Rights must be given in the format defined by the nischmod command. The
default value is —rmcdr—-r—-.

Contains a defaults string that overrides the NIS+ standard defaults. If the -D flag is invoked
then those values override both the NIS_DEFAULTS variable and the standard defaults.

If the NIS+ directory name is not fully qualified, searches all directories specified until the
directory is found (see

This command returns the following the exit values:

0 Successful completion.
1 An error occurred.
Examples

1. To create the new directory bar under the abc.com. domain that shares the same master and replicas
as the abc.com. directory, enter:

nismkdir def.abc.com.
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2. To create the new directory def.abc.com. that is not replicated under the abc.com. domain, enter:
nismkdir\ \-m myhost.abc.com.\ def.abc.com.

3. To add a replica server of the def.abc.com. directory, enter:
nismkdir\ \-s replica.abc.com.\ def.abc.com.

Files

Related Information
The hischmod command, hisdefaultd command, histd command, hisrmdid command, and hisserved

command.

nismkuser Command

Purpose
Creates a new NIS+ user account.

Syntax

nismkuser [ Attribute=Value ... | Name

Description

The nismkuser command creates a NIS+ user entry in the NIS+ domain. The Name parameter must be a
unique 8-byte or less string. You cannot use the ALL or default keywords in the user name. By default,
the nismkuser command creates a standard user account. To create an administrative user account,
specify the -a flag.

Note: You cannot use the nismkuser command to add users to an NIS+ groups. Use the
nisgrpadm command to perform this function.

The nismkuser command will allow the input of the NIS+ user password at the time of user creation. If
no password is given at user creation time, the NIS+ user's LOCAL and DES cred is created with the
password nisplus. Later, passwords may be set or reset with the passwd command. New accounts are
not disabled and are active after the nismkuser command completes.

Notes:

1. Although this command allows the user to set the "home” directory for the NIS+ user, no actual
physical directory is created if the directory does not already exist.

2. You need to have a group in group.org_dir with the gid that matches the new users gid first
before you can add a user. The default gid for nismkuser is 1.

You can use the Web-based System Manager Users application or the System Management Interface Tool
(SMIT) to run this command (under the NIS+ administration area).

Restrictions on Creating User Names

To prevent login inconsistencies, you should avoid composing user names entirely of uppercase alphabetic
characters. While the nismkuser command supports multi-byte user names, it is recommended that you
restrict user names to characters with the POSIX portable filename character set.

To ensure that your user database remains uncorrupted, you must be careful when naming users. User
names must not begin with a - (dash), + (plus sign), @ (at sign), or (tilde). You cannot use the keywords
ALL or default in a user name. Additionally, do not use any of the following characters within a user-name
string:
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Dot
: Colon
" Double quote
Pound sign
Comma
Equal sign
Back slash
Slash
Question mark
Single quote
Back quote

HH*

D~

Attention: You will not be allowed to create a NIS+ user with the identical name of a pre-existing
NIS+ client or server name.

Finally, the Name parameter cannot contain any space, tab, or new-line characters.

Parameters

Attribute=Value Initializes a user attribute. Refer to the khused command for the valid attributes and
values.

Name Specifies a unique 8-byte or less string.

Valid Parameters

nismkuser will allow an administrator to enter the same attributes and parameters as you would with the
mkuser command. However, only the following parameters will be used by the nismkuser command (the
others will be ignored and not considered an error):

uid, gid, gecos, shell, home, minage,, maxage, maxexpired, expires.

Security

Access Control: This command should grant execute (x) access only to the root user and members of the
security group. This command should be installed as a program in the trusted computing base (TCB). The
command should be owned by the root user with the setuid (SUID) bit set.

Auditing Events:

Event Information

USER_Create user

Examples

1. To create the davis user account with the default values in the /usr/lib/security/nismkuser.default
file, enter:

nismkuser davis
2. To create the davis user account and set the su attribute to a value of false, enter:
nismkuser su=false davis

Files

/usr/bin/nismkuser Contains the nismkuser command.
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Related Information

The Ehfnl command, Ehgroud command, khgrpmen] command, EhsH command, Ehused command,
m command, Isused command, m command, m command, M command,

command, kmused command, ketgroupd command, Eetsend command.

For more information about the identification and authentication of users, discretionary access control, the
trusted computing base, and auditing, refer to ISecurity Administratiod in the AIX 5L Version 5.1 System
Management Guide: Operating System and Devices.

For information on installing the Web-based System Manager, see Chapter 2: Installation and Systerm

in AIX 5L Version 5.1 Web-based System Manager Administration Guide.

For more information about administrative roles, refer to Administrative Roles Querviewl in the AIX 5L
Version 5.1 System Management Guide: Operating System and Devices.

nisping Command

Purpose

Pings replica servers, telling them to ask the master server for updates immediately. When a replica
responds, hisping updates the replica’s entry in the root master server’'s niscachemgr cache file,
Ivar/nis/NIS_SHARED_DIRCACHE.

Note: The replicas normally wait a couple of minutes before executing this request.

Syntax

To Display the Time of the Last Update
nisping [ bl domain |

To Ping Replicas
nisping [ EH hostname | [domain]

To Checkpoint a Directory
nisping [ kG hostname ] [domain ]

Description

Before pinging, the command checks the time of the last update received by each replica. If it is the same
as the last update sent by the master, it does not ping the replica.

The nisping command can also checkpoint a directory. This consists of telling each server in the directory,
including the master, to update its information on disk from the domain’s transaction log.

Flags

-u domain Display the time of the last update; no servers are sent a ping.

-H hostname Only the host hostname is sent the ping, checked for an update time, or
checkpointed.

-C hostname Send a request to checkpoint rather than a ping to each server. The servers

schedule to commit all the transactions to stable storage.
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Examples

Displaying the Time of the Last Update
Use the -u flag. It displays the update times for the master and replicas of the local domain, unless you

specify a different domain name. It does not perform a ping.
/usr/1ib/nis/nisping -u [domain]

Here is an example:

rootmaster# /usr/1ib/nisping -u org_dir
Last updates for directory wiz.com.:
Master server is rootmaster.wiz.com.
Last update occurred at Wed Nov 25 10:53:37 1992
Replica server is rootreplical.wiz.com.
Last update seen was Wed Nov 25 10:53:37 1992

Pinging Replicas
You can ping all the replicas in a domain, or one in particular. To ping all the replicas, use the command
without options:

/usr/1ib/nis/nisping

To ping all the replicas in a domain other than the local domain, append a domain name:

/usr/1ib/nis/nisping domainname

Here is an example that pings all the replicas of the local domain, wiz.com.:

rootmaster# /usr/1ib/nis/nisping org_dir
Pinging replicas serving directory wiz.com.:
Master server is rootmaster.wiz.com.
Last update occurred at Wed Nov 25 10:53:37 1992
Replica server is rootreplical.wiz.com.
Last update seen was Wed Nov 18 11:24:32 1992

Pinging ... rootreplical.wiz.com.

Since the update times were different, it proceeds with the ping. If the times had been identical, it would
not have sent a ping.

You can also ping all the tables in all the directories on a single specified host. To ping all the tables in all
the directories of a particular host, us the -a flag:

/usr/1ib/nis/nisping -a hostname

Checkpointing a Directory
To checkpoint a directory, use the -C flag:

/usr/1ib/nis/nisping -C directory-name

All the servers that support a domain, including the master, transfer their information from their .log files to
disk. This erases the log files and frees disk space. While a server is checkpointing, it will still answer
requests for service, but it will be unavailable for updates.

Here is an example of nisping output:

rootmaster# /usr/1lib/nis/nisping -C
Checkpointing replicas serving directory wiz.com. :
Master server is rootmaster.wiz.com.

Last update occurred at Wed May 25 10:53:37 1995
Master server is rootmaster.wiz.com.
checkpoint has been scheduled with rootmaster.wiz.com.
Replica server is rootreplical.wiz.com.

Last update seen was Wed May 25 10:53:37 1995
Replica server is rootreplical.wiz.com.
checkpoint has been scheduled with rootmaster.wiz.com.
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nhispopulate Command

Purpose
Populates the NIS+ tables in a NIS+ domain.

Syntax

nispopulate ™M [ bd 1 [H1[Ed [k [ &dj[ES 012 [El network_passwd ][ kd NIS+_domain ] IH
NIS_server_host [ td NIS_server_addr] ty NIS_domain [ table] ...

nispopulate EH[ B4 1 [H [ [Edj[ES012][Ed NIS+_domain ] [ H network_passwd ] [ Eg
directory_path ][ table] ...

nispopulate C | Ed ] [E 11 B ] [Q NIS+_domain ] [D network_passwd ] [ hosts | passwd ]

Description

The nispopulate command can be used to populate NIS+ tables in a specified domain from their
corresponding files or NIS maps. The nispopulate command assumes that the tables have been created
either through the hisserved command or the m command.

The table argument accepts standard names and non-standard key-value type tables. See hisaddent for
more information on key-value type tables. If the table argument is not specified, nispopulate will
automatically populate each of the standard tables. These standard (default) tables are: auto_master,
auto_home, ethers, group, hosts, networks, passwd, protocols, services, rpc, netmasks,
bootparams, netgroup, aliases, and shadow.

Note: The shadow table is only used when populating from files. The non-standard tables that
nispoEuIate accepts are those of key-value type. These tables must first be created manually with
the command.

Use the first syntax (m) to populate NIS+ tables from NIS maps. The nispopulate command uses the
command to transfer the NIS maps from the NIS servers to the /var/lyp/NIS_domain directory on the
local machine. Then, it uses these files as the input source.

Note: NIS_domain is case sensitive. Make sure there is enough disk space for that directory.

Use the second syntax () to populate NIS+ tables from local files. The nispopulate command will use
those files that match the table name as input sources in the current working directory or in the specified
directory.

When populating the hosts and passwd tables, the nispopulate command will automatically create the
NIS+ credentials for all users and hosts that are defined in the hosts and passwd tables, respectively. A
network password is required to create these credentials. This network password is used to encrypt the
secret key for the new users and hosts. This password can be specified using the H flag or it will use the
default password, nisEIus. This nispopulate will not overwrite any existing credential entries in the
credential table. Use to overwrite the entries in the credential table. It creates both LOCAL and
DES credentials for users and only DES credentials for hosts. To disable automatic credential creation,
specify the Esd flag.

The third syntax ( ) is used to populate NIS+ credential table with level 2 authentication (DES) from the

passwd and hosts tables of the specified domain. The valid table arguments for this operation are passwd
and hosts. If this argument is not specified, then it will use both passwd and hosts as the input source.
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If nispopulate was earlier used with the fsd flag, then no credentials were added for the hosts or the
users. If later the site decides to add credentials for all users and hosts, then this ( ) flag can be used to

add credentials.

The nispopulate command normally creates temporary files in the directory /timp. You may specify
another directory by setting the environment variable TMPDIR to your chosen directory. If TMPDIR is not a

valid directory, then nispopulate will use /tmp.

Flags

-a NIS_server_addr
-C

-d NIS+_domain.

-F
¥

-h NIS_server_host

-l network_passwd

-n

-p directory_path

-S012

-u

=V

-Y
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Specifies the IP address for the NIS server. This flag is
only used with the [ flag.

Populates the NIS+ credential table from passwd and
hosts tables using DES authentication (security level 2).
Specifies the NIS+ domain. The default is the local
domain.

Populates NIS+ tables from files.

Forces the script to populate the NIS+ tables without
prompting for confirmation.

Specifies the NIS server hostname from where the NIS
maps are copied from. This is only used with the v flag.
This host must already exist in either the NIS+ hosts
table or /etc/hosts file. If the hostname is not defined, the
script will prompt you for its IP address, or you can use
the [ flag to specify the address manually.

Specifies the network password for populating the NIS+
credential table. This is only used when you are
populating the hosts and passwd tables. The default
passwd is nisplus.

Does not overwrite local NIS maps in var/lyp/NISdomain
directory if they already exist. The default is to overwrite
the existing NIS maps in the local /var/yp/NISdomain
directory. This is only used with the E¥ flag.

Specifies the directory where the files are stored. This is
only used with the tH flag. The default is the current
working directory.

Specifies the authentication level for the NIS+ clients.
Level 0 is for unauthenticated clients, and no credentials
will be created for users and hosts in the specified
domain. Level 2 is for authenticated (DES) clients, and
DES credentials will be created for users and hosts in the
specified domain. The default is to set up with level 2
authentication (DES). There is no need to run the
nispopulate command with the -C flag for level 0
authentication.

Updates the NIS+ tables (that is, adds, deletes, modifies)
from either files or NIS maps. This flag should be used to
bring an NIS+ table up to date when there are only a
small number of changes. The default is to add to the
NIS+ tables without deleting any existing entries. Also, see
the [d flag for updating NIS+ tables from existing maps in
the /var/yp directory.

Runs the script in verbose mode.

Turns the "echo” mode on. The script just prints the
commands that it would have executed. The commands
are not actually executed. The default is off.

Populates the NIS+ tables from NIS maps.



-y NIS_domain Specifies the NIS domain to copy the NIS maps from. This
is only used with the E¥ flag. The default domainname is
the same as the local domainname.

Examples

1. To populate all the NIS+ standard tables in the domain xyz.ibm.com. from NIS maps of the yp.ibm.com
domain as input source where host yp_host is a YP server of yp.ibm.com, enter:
/usr/1ib/nis/nispopulate -Y -y yp.ibm.COM -h yp_host -d xyz.ibm.com.

2. To update all of the NIS+ standard tables from the same NIS domain and hosts shown above, enter:
/usr/1ib/nis/nispopulate -Y -u -y yp.ibm.COM -h yp host -d xyz.ibm.com.

3. To populate the hosts table in domain xyz.ibm.com. from the hosts file in the /var/nis/files directory
and using somepasswd as the network password for key encryption, enter:
/usr/lib/nis/nispopulate -F -p /var/nis/files -1 somepasswd hosts

4. To populate the passwd table in domain xyz.ibm.com. from the passwd file in the /var/nis/files
directory without automatically creating the NIS+ credentials, enter:
/usr/1ib/nis/nispopulate -F -p /var/nis/files -d xys.ibm.com. -S 0 passwd

5. To populate the credential table in domain xyz.ibm.com. for all users defined in the passwd table,
enter:
/usr/1ib/nis/nispopulate -C -d xys.ibm.com. passwd

6. To create and populate a non-standard key-value type NIS+ table, private, from the file

Ivar/nis/files/private: (nispopulate assumes that the private.org_dirkey-value type table has already
been created), enter:
/usr/bin/nistbladm -D access=og=rmcd,nw=r \
-c private key=S,nogw= value=,nogw= private.org.dir
/usr/1ib/nis/nispopulate -F -p /var/nis/files private

Files

/etc/hosts Local host name database
Ivarlyp NIS (YP) domain directory
Ivar/nis NIS+ domain directory

Related Information

The histbladmd command, hisaddcred command, hisaddeni command, hisclieni command, hisservet
command, hissetug command, kpc.nisd command, pxft command.

nisrm Command

Purpose
Removes NIS+ objects from the namespace.

Syntax
nisrm [ B 11 H ] 0bj_name...

Description

The nisrm command removes NIS+ objects from the NIS+ namespace. The nisrm command fails if the
NIS+ master server is not running.
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Notes: nisrm does not remove directories (see the nisrmdir command) nor non-empty tables (see
the nistbladm command).

-i Sets the nisrm command in interactive mode. With the -i flag the nisrm command asks for confirmation before
removing the specified object. If the object’'s name is not fully qualified then the -i flag is forced, preventing the
unintended removal of another object.

-f Sets the nisrm command in force mode. If nisrm fails because you do not have the necessary permissions,
nischmod is invoked and the removal is attempted again. If nisrm fails, it does not return an error message.

Examples

1. To remove the objects xyz, abc, and def from the namespace, enter:
nisrm xyz abc def

Environment

NIS_PATH With this variable set, if the NIS+ object name is not fully qualified, nisrm searches each directory
indicated until the object is found.

Exit Status

0 Successful completion.
1 An error occurred.

Related Information
The hischmad command, hisdefaultd command, hisrmdit command, histbladm command, and the kmdl

command.

nisrmdir Command

Purpose
Removes NIS+ objects from the namespace.

Syntax
nisrmdir [ H ][ H ][ E Hostname ] Dirname

Description

The nisrmdir command removes existing NIS+ directories and subdirectories. The nisrmdir command
can also remove replicas from serving a directory.

The nisrmdir command modifies the object that describes the directory (indicated in the parameter
Dirname), then notifies each replica to remove it. If this notification fails, then the directory object is
returned to its original state unless the -f flag is used.

nisrmdir fails if the NIS+ master server is not running.

-i Sets the nisrmdir command in interactive mode. With the -i flag, the nisrm command asks for
confirmation before removing the specified object. If the directory’s name in Dirname is not fully
qualified, then the -i flag is forced, preventing the unintended removal of another directory.
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-f Sets the nisrm command in force mode. The -f flag forces nisrmdir to succeed even though
the command might not be able to contact the affected replica servers. Use this flag when you
know that a replica is down and cannot respond to the removal notification. When the replica is
finally rebooted, it reads the updated directory object, notes that it is no longer a replica for
Dirname, and therefore, stops responding to lookups for that directory.

Note: You can clean up the files that held the removed directory by manually removing
the appropriate files in the /var/nis directory.
-s Hostname Specifies that the server Hostname should be removed as a replica for the directory Dirname. If
the -s flag is not used, then all replicas and the master server for Dirname are removed and
the directory removed from the namespace.

Examples

1. To remove the directory xyz under the abc.com. domain, enter:
nisrmdir xyz.abc.com.

2. To remove a replica serving the directory xyz.abc.com., enter:
nisrmdir -s replica.abc.com xyz.abc.com.

3. To force the removal of the directory xyz.abc.com. from the namespace, enter:
nisrmdir -f xyz.abc.com.

Environment

NIS_PATH With this variable set, if the NIS+ directory name is not fully qualified, nisrmdir searches each
directory indicated until the directory is found.

Exit Status

0 Successful completion.
1 An error occurred.

Related Information
The hisdefaultd command and the hisrml command.

nisrmuser Command

Purpose
Removes a NIS+ user account.

Syntax

nisrmuser Name

Description

The nisrmuser command removes the NIS+ user account identified by the Name parameter. This
command removes a user’s attributes without removing the user's home directory and files. The user
name must already exist as a string of 8 bytes or less.

Only the root user can remove administrative users. Administrative users are those users with admin=true
set in the /etc/security/user file.
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You can use the Web-based System Manager Users application or System Management Interface Tool
(SMIT) to execute this command within the NIS+ administration section.

Security

Access Control: This command should grant execute (x) access only to the root user and members of the
security group. This command should be installed as a program in the trusted computing base (TCB). The
command should be owned by the root user with the setuid (SUID) bit set.

Auditing Events: ;

Event Information
USER_Remove user
Examples

1. To remove the user davis account and its attributes from the local system, enter:
nisrmuser davis

Files

/usr/sbin/nisrmuser Contains the nisrmuser command.

Related Information

The khfd command@ command, khsH command% command, kehused command,
command, command, command, command, passwd command,
command, m command, command, ketsend command.

For more information about the identification and authentication of users, discretionary access control, the
trusted computing base, and auditing, refer to Security Administratiod in the AIX 5L Version 5.1 System
Management Guide: Operating System and Devices.

For more information about administrative roles, refer to Administrative Rales Overview in the AlX 5L
Version 5.1 System Management Guide: Operating System and Devices.

For information on installing the Web-based System Manager, see Chapter 2: Installation and System
Bequirementd in AIX 5L Version 5.1 Web-based System Manager Administration Guide.

nisserver Command

Purpose
Sets up NIS+ servers.

Syntax

To set up a root master server
fusr/lib/mis/nisserver ki [ Ed Domain 11 B 11 Id GroupName 1] H Password 11 Bl 11 K[ ]

To set up a non-root master server
fusr/lib/is/nisserver EM kd Domain[ H 1[ Eg GroupName 1] Ed HostName 11 R 11 B 1] M ]

To set up a replica server
/usr/lib/nis/nisserver[ td Domain 11 ¥ 11 EHd HostName 110 1Y) 110 Ex 110 K| ]
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Description

The nisserver command is a shell script used to set up root master, non-root master, and replica NIS+
servers with level 2 security (DES).

When setting up a new domain, this script creates the NIS+ directories (including groups_dir and
org_dir) and system table objects for the domain specified in Domain. However, nisserver does not
populate tables with data. Use W to populate tables.

The -r flag is used to set up a root master server. In order to use this flag, you must be a superuser on the
server where nisserver is executing. The -M flag is used to set up a non-root master server for the
specified domain. To use this flag you must be an NIS+ principal on an NIS+ machine and have write
permission to the parent directory of Domain. The new non-root master server must already be an NIS+
client (see the EPE command) with the m daemon running. The -R flag is used to set up a
replica server for both root and non-root domains. You must be an NIS+ principal on an NIS+ server and
have write permission to the parent directory of the domain being replicated.

Flags

-d Domain Specifies the NIS+ domain. The default is your local domain.

-f Forces the NIS+ server setup without prompting for confirmation.

-g GroupName Specifies the NIS+ group for the new domain. The -g flag is invalid with the -R flag. The
default group is admin.

-h HostName Specifies the host name for the NIS+ server. The server must be a valid host in the local

domain. Use a fully qualified host name to specify a host outside of your local domain. The -h
flag is only valid for setting up non-root master or replica servers. The default for the master
server is to use the same list of servers as the parent domain’s. The default for the replica
server is to use the local host name.

-1 Password Specifies the network password for creating the credentials for the root master server. The -
flag is only valid with the -r flag. If you do not supply this flag, the nisserver script prompts
you for the login password.

-M Sets up the specified host as the master server. The rpc.nisd daemon must be running on
that host before you execute the nisserver command with the -M flag.

-R Sets up the specified host as the replica server. The rpc.nisd daemon must be running on
that host before you execute the nisserver command with the -M flag.

-r Sets up the server as the root master server.

-V Runs the script in verbose mode.

=X Turns the echo mode on.

-Y Sets up an NIS+ server with NIS-compatibility mode. The default is no NIS-compatibility
mode.

Examples

1. To set up a root master server for the domain abc.com., enter:
/usr/1ib/nis/nisserver -r -d abc.com.

2. To set up a replica server for the domain abc.com. on the host abcreplica, enter:
/usr/1ib/nis/nisserver -R -d abc.com.
/usr/lib/nis/nisserver -R -d abc.com. -h abcreplica

3. To set up a non-root master server for the domain abc.xyz.com. on the host defhost with the NIS+
group name as admin-mgr.abc.xyz.com. enter:

/usr/lib/nis/nisserver -M -d abc.xyz.com.
/usr/1ib/nis/nisserver -M -d abc.xyz.com. -h defhost -g admin-mgr.abc.xyz.com.

4. To set up a non-root replica server for the domain abc.xyz.com. on defhost, enter:
/usr/lib/nis/nisserver -R -d abc.xyz.com. -h defhost
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Note: In each of the last three examples, the host must be an NIS+ client with the rpc.nisd
daemon running before executing the command string.

Related Information

The hisaddcred command, the hisclient command, the command, the hisini command, the
command, the W command, the command, and the m daemon.

nissetup Command

Purpose
Initializes an NIS+ domain.

Syntax
fusr/lib/mis/nissetup [ ™ | NIS+Domain

Description

The nissetup command initializes a domain to serve clients and to store system administration
information. nissetup is a shell script that establishes an NIS+ domain to service clients needing to store
system administration information in the domain NIS+Domain. That domain should already exist before
executing nissetup (see nismkdir and nisinit for more information on how to create a domain).

An NIS+ domain consists of an NIS+ directory and its subdirectories, org_dir and groups_dir. The
org_dir subdirectory stores system administration information and groups_dir stores information for group
access control.

nissetup creates the subdirectories org_dir and groups_dir in N/IS+Domain. Both org_dir and
groups_dir are replicated on the parent domain’s server. After the subdirectories are created, nissetup
creates the default tables that NIS+ serves:

* auto_master
* auto_home
* bootparams
* cred

» ethers

* group

* hosts

* mail_aliases
* netmasks

* networks

* passwd

* protocols

* rpc

* services and
* timezone

The nissetup script uses the nistbladm command to create those tables. You can easily customize the
script to add site-specific tables to be created at setup time.

Note: Although nissetup creates the default tables, it does not initialize them with data. Use the
nisaddent command to accomplish this.

142 Commands Reference, Volume 4



Normally, the nissetup command is executed only once per domain.

Flags

=Y Specifies that the domain is served as both an NIS+ and an NIS domain. The -Y flag makes all the system
tables readable for unauthenticated clients; consequently, the domain is less secure.

Related Information
The hisaddent command, the hisinil command, the hismkdid command, and the histbladm command.

nisshowcache Command

Purpose
Prints out the contents of the shared cache file.

Syntax

lusr/lib/nis/nisshowcache [ Y] ]

Description

The nisshowcache command prints out the contents of the per-server NIS+ directory cache shared by all
processes accessing NIS+ on the server. By default, nisshowcache only prints out the directory names in
the cache along with the cache header. The shared cache is maintained by the nis_cachemgr command.

Flags

-V Sets the nisshowcache command in verbose mode. With the -v flag, nisshowcache prints out the contents of
each directory object, including information on the server name and its universa addresses.

Files
/var/nis/NIS_SHARED_ DIRCACHE contains the nisshowcache command.

Related Information
The his_cachemgt command and the Eyslogd daemon.

nisstat Command

Purpose
Reports NIS+ server statistics.

Syntax
fust/lib/is/nisstat [ [H HostName ][ DirName ]

Description

The nisstat command queries an NIS+ server for statistics about its operations. These statistics vary from
release to release and between implementations. Not all statistics are available from all servers. If you
request a statistic from a server that does not support it, nisstat simply returns unknown statistic.
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By default, statistics are retrieved from the server(s) of the NIS+ directory for the default domain. If a
directory is specified in DirName, then that directory’s server is queried.

To retrieve a specific statistic, use one of these keywords:

root server

NIS compat mode

DNS forwarding in NIS mode
security level

serves directories

Operations

Directory Cache
Group Cache

Static Storage
Dynamic Storage

Reports whether or not the server is a root server.

Reports whether or not the server is running in NIS compat mode.

Reports whether or not the server in NIS compat mode will forward host-lookup
calls to DNS.

Reports the security level of the default server or the server specified in
HostName.

Lists the directories served by the default server or the server specified in
HostName.

Returns results in the format

OP=opname:C=calls:E=errors:T=micros

opname
States the RPC procedure or operation.

calls States the number of calls to the RPC procedure made since the server
began running.

errors  States the number of errors that occurred while a call was being
processed.

micros States the average amount of time (in microseconds) to complete the
most recent 16 calls.

Reports the number of calls to the internal directory object cache, the number of

hits on that cache, the number of misses, and the hit rate percentage.

Reports the number of calls to the internal NIS+ group object cache, the number

of hits on that cache, the number of misses, and the hit rate percentage.

Reports the number of bytes the server allocated for its static storage buffers.

Reports the amount of heap the server process is currently using.

Uptime Reports the amount of time the service has been running.

Flags

-H HostName Indicates that only the server specified in HostName is queried by the nisstat command. By
default, all servers for the directory are queried. If HostName does not serve the directory, no
statistics are returned.

Environment

NIS_PATH If the NIS+: name is not fully qualified, searches each NIS+ directory specified until the directory is

found.

Related Information

The hisdefaultd command.

nistbladm Command

Purpose
Administers NIS+ tables.
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Syntax

To add or overwrite table entries
nistbladm [d | [Al[ Defaults 1{ Col_name=Value... Tbl_name } | { Entry_name }

To create_an NIS+ table
nistbladm Ld [ LDl Defauits 1[ g Path ][ LS Sep | Type Col name=[ B 11 111 B 11 B[ ¥

[ Access ]... Tbl_name

To delete_an entire NIS+ table
nistbladm Tbl_name

To edit table entries
nistbladm Ld | Col_name=Value... Entry_name

To remove table entries
nistbladm ki | { [ Col_name=Value... 1 Tbl_name } | { Entry_name }

To update a table’s attributes
nistbladm III[ E Path ][ Ed Sep 1] H Type 1[ Col_name=Access... |1 Tbl_name

Description

The nistbladm command is used to administer NIS+ tables. It performs five primary operations: creating
tables, deleting tables, adding table entries, modifying table entries, and removing table entries.

Though NIS+ does not restrict the size of tables or entries, the size of data affects the performance and
the disk space requirements of the NIS+ server. NIS+ is not designed to store huge amounts of data, such
as files. Instead, you should store pointers to files located on other servers. NIS+ can support up to 10,000
objects totaling 10M bytes. If the you need more storage space, you should create the domain hierarchy,
or use the data stored in the tables as pointers to the actual data, instead of storing the actual data in
NIS+.

To create a table, its directory must already exist and you must have create rights to that directory. You
must specify a table name, table type, and a list of column definitions. Type is a string that acts as a
standard by which NIS+ verifies that entries are of the correct type.

To delete a table, you must have destroy rights to the directory where it is stored. To modify entries,
whether adding, changing, or deleting, you must have modify rights to the tables or individual entries.

Flags

-a Addds a new entry to an NIS+ table. Create the entry’s contents by supplying
Col_name=Value pairs on the command line.

Notes:
1. You must specify a value for each column when adding an entry to an NIS+ table.

2. When entering the value string, enclose terminal characters in single quotes (’) or
double quotes ("). Those characters are the equals sign (=), comma (,), left
bracket ([), right bracket (]), and space ( ). They are sparsed by NIS+ within an
indexed name.

With the -a flag, the nistbladm command reports an error if you attempt to add an entry
that would overwrite a pre-existing value in the desired column. nistbladm does not
automatically overwrite pre-existing entry values. (See the -A flag for information about
overwriting entries.)
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-¢c Tbl_name

-d Tbl_name

-D

-e Entry_name

-E Entry_name

Forces the nistbladm command to overwrite a pre-existing entry value. Even if Col_name
already contains a value, nistbladm overwrites the old value with the new value. Unlike
with the -a flag, the nistbladm command does not return an error.

Creates a new NIS+ table named in the parameter Thl_name. When creating a table, you
must specify a table type, entry type, and a list of column definitions. The syntax for column
definitions is Col_name=[ Flags ][ Access ]. The parameter Flags can have these
possible values:

S Speciies that searches can be performed on the column’s values.

| Specifies that searches ignore the case of column values. This flag is only valid in
combination with the S flag.

C Encrypts the column’s values.

B Sets the column’s values as binary data. If the B flag is not set, column values are
null-terminated ASCII strings. This flag is only valid in combination with the S flag.

X Sets the column’s values as XDR-encoded data. The X flag is only valid in
combination with the B flag.

The newly created table must contain at least one column in number and at least one
searchable column; in other words, if Tbl_name only has only one column, that column
must be searchable.

Deletes the entire table indicated in the parameter Tbl_name. The table must be empty
before you delete it. (Use the -R flag to delete a table’s contents.)

Specifies a set of defaults to be used when new objects are created. The defaults string is
a series of tokens separated by colons. These tokens represent the default values to be
used for the generic object properties.

ttl=Time
Sets the default time-to-live for objects created by the nistbladm command. The
value Time must be given in the format defined by the nischttl command. The
default value is 12 hours.

owner=0Ownername
Specifies that the NIS+ principal Ownername should own the created object. The
default value is the the same as the principal who executes the nistbladm
command to create the object.

group=Groupname
Specifies that the group Groupname should be the group owner for the object
created. The default value is NULL.

access=Rights
Specifies the set of access rights to be granted for the given object. The value
Rights must be given in the format defined by the nischmod command. The
default value is —rmcdr—-r—-.
Edits the entry specified by Entry_name. Entry_name must uniquely identify only one single
entry. While editing the value of Entry_name, you can also change that entry’s indexed
name.

Note: If the entry’s new indexed name (resulting from the edit) matches that of
another’s entry, the nistbladm command fails and returns an error message.
Edits the entry specified by Entry_name. Entry_name must uniquely identify only one single
entry.

Note: If the new indexed name matches that of another entry, then the -E flag
automatically overwrites that existing entry with the entry just edited. So, in effect, two
entries are being replaced by one.
Removes an entry from a table. Either identify the entry by its indexed name in
Entry_value, or by a series of Col_name=Value pairs on the command line. With the -r flag,
the nistbladm command fails when the indexed name or the column=value pairs match
more than one entry.
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Removes multiple entries from a table. The -R flag forces the nistbladm command to
remove all entries that match the criterion for removal. If that criterion is null—if you do not
specify column=value pairs or an indexed name—then all entries from the table are
removed.

Updates attributes of a table. This allows the concatenation path, separation character,
column access rights, and table type string of a table to be changed. Neither the number of
columns nor the number of searchable columns can be changed with this flag.

-p Path Specifies the table’s search path when creating or modifying a table. When you invoke the

nis_list function, you can specify the flag FOLLOW_PATH to tell the client library to
continue searching tables in Path if the search criteria does not yield any entries. The path
consists of an ordered list of table names separated by colons. The names in the path must
be fully qualified.

-s Sep Specifies the table’s separator character when creating or modifying a table. The separator

character is used by the niscat command when writing tables to standard output. The
purpose of the separator character is to separate column data when the table is in ASCII
form. The default value is a <space>.

-t Type Specifies the tables’s Type string when modifying a table.

Exit Status

0

1

Successful completion.
An error occurred.

Environment Variables

NIS_DEFAULTS Contains a defaults string that overrides the NIS+ standard defaults. However, if you specify

different values with the -D flag, then those values overrides both the NIS_DEFAULTS
variable and the standard defaults.

NIS_PATH If Tbl_name is not fully qualified, then setting this variable instructs nistbladm to search each

directory specified until the table is found.

Examples

1.

To create a table named hobbies in the directory abc.com. of the type hobby tb1 with two searchable
columns name and hobby, enter:

nistbladm -c hobby tbl name=S,a+r,o+m hobby=S,a+r hobbies.abc.com.

The column name has read access for all (owner, group, and world) and modify access for only the
owner. The column hobby has read access for all but cannot be modified by anyone.

If access rights are not specified, then the table access rights would be either the standard defaults or
those specified by the NIS_DEFAULTS variable.

Too add entries to the hobbies table, enter:
nistbladm -a name=bob hobby=skiing hobbies.abc.com.

nistbladm -a name=sue hobby=skiing hobbies.abc.com.

nistbladm -a name=ted hobby=swimming hobbies.abc.com.

To add the concatenation path, enter:

nistbladm -u -p hobbies.xyz.com.:hobbies.def.com. hobbies
To delete skiing-enthusiasts from the table, enter:
nistbladm -R hobby=skiing hobbies.abc.com.

Note: Using the -r flag in this example would fail because two entries contain the value skiing.
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5. To create a table with a column that is named with no flags set, enter:
nistbladm -c notes_tb1_ name=S,a+r,o+m note=notes.abc.com.

This command string creates the table notes.abc.com. of the type notes_tb1 with the two columns,
name and note. The note column is not searchable.

Related Information
The hiscal command, the hischmod command, the hischowrd command, the hisdefaultd command, the

command, and the m command.

nistest Command

Purpose
Returns the state of the NIS+ namespace using a conditional expression.

Syntax
nistest[[m][m][m][]][glﬁ Type ] Object

nistest [EAl 1 [Ed 1 [EM | [ EB ] [ Ed Rights | IndexedName

Description

The nistest command provides a way for shell scripts and other programs to test for the existence, type,
and access rights of objects and entries. Entries are named using indexed names (see the m
command.)

Flags

-A Specifies that all of the data within the table and all of the data in tables in the
initial table’s concatenation path be returned. This flag is only valid when using
indexed names or following links.

-L Follow links. If the object named by Object or the tablename component of
IndexedName names a LINK type object, the link is followed when this switch is
present.

-M Specifies that the lookup should only be sent to the master server of the named

data. This guarantees that the most up to date information is seen at the possible
expense that the master server may be busy.

-P Specifies that the lookup should follow the concatenation path of a table if the
initial search is unsuccessful. This flag is only valid when using indexed names or
following links.

-a Rights Verifies that the current process has the desired or required access rights on the
named object or entries. The access rights are specified in the same way as the
command.
-t Type Tests the type of Object. The value of type can be one of the following:
G Return true if the object is a group object.
D Return true if the object is a directory object.
T Return true if the object is a table object.
L Return true if the object is a link object.
P Return true if the object is a private object.
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RETURN VALUES

0 Success.

1 Failure due to object not present, not of specified type and/or no such access.
2 Failure due to illegal usage.

Examples

1. When testing for access rights, nistest returns success (0) if the specified rights are granted to the
current user. Thus testing for access rights

nistest \-a w=mr skippy.domain

Tests that all authenticated NIS+ clients have read and modify access to the object named
skippy.domain.

2. Testing for access on a particular entry in a table can be accomplished using the indexed name
syntax. The following example tests to see if an entry in the password table can be modified.

nistest \-a o=m '[uid=99],passwd.org dir'

Environment

NIS_PATH
If this variable is set, and the NIS+ name is not fully qualified, each directory specified will be
searched until the object is found (see M).

Related Information
The lhischmad command and hisdefaultd command.

nisupdkeys Command

Purpose
Updates the public keys in NIS directory objects.

Syntax
Jusr/lib/nis/nisupdkeys [ Ed 11 11 EH Hostname ][ Ed 1[ Dirmame ]

Description

The nisupdkeys command updates the public keys in an NIS+ directory object. When the public key for
an NIS+ server is changed, the new key must be propagated to all directory objects that reference that
server. nisupdkeys reads a directory object and attempts to copy the public key for each server of that
directory. The key is then placed in the directory object and then the object is modified to reflect the new
key.

If Dirname exists, then its directory object is updated. If not, then the directory object for the default
domain is updated. nisupdkeys -s obtains a list of all the directories served by Hostname and updates
those directory objects, assuming that the caller has the necessary permission rights. That list of
directories can also be obtained by the nisstat command.

Before you run nisupdkeys, make sure you have propagated the new address/public key to all replica
servers.
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-a Updates the universal addresses of the NIS+ servers in the directory object. The -a flag only
works for the TCP/IP family of transports. You should use this flag when the IP address of the
server is changed. The new address is resolved using gethostname on that server. In order for
this resolution to work, the /etc/nsswitch.conf file must point to the correct source of the
server’s entry.

-C Clears the public key. Communication with a server that has no public key does not require the
use of a secure remote procedure call.
-H Hostname Updates the keys of the server named Hostname for the current domain directory object. If the

host name is not fully qualified, then nisupdkeys assumes the server is in the default domain.
If Hostname does not serve the directory, then nothing happens.

-s Updates all the NIS+ directory objects served by the server Hostname, assuming that you have
the necessary permission rights. If you do not have permission to update the directory objects,
those updates fail and you will be notified. If the rpc.nisd on Hostname can’t return the list of
servers it serves, nisupdkeys returns an error message. Then you must invoke the
nisupdkeys multiple times, once per NIS+ directory the rpc.nisd serves.

Dirname Updates the keys of the directory object for the directory Dirname.

Examples

1. To update the keys for servers of the abc.def. domain, enter:
nisupdkeys abc.def.

2. To update the keys for host xyzserver that serves the abc.def. domain, enter:
nisupdkeys -H xyzserver abc.def.

3. To clear the keys for host xyzserver in the abc.def. domain, enter:
nisupdkeys -CH xyzserver abc.def.

4. To update the keys in all directory objects served by xyzserver, enter:
nisupdkeys -sH xyzserver

Security

Access Control: To use the nisupdkeys command, you must have modify rights to the NIS+ directory
object.

Files

lust/lib/nis Directory where the nisupdkeys command resides.

Related Information
The m command, the hisaddcred command, and the hiscal command.

The lgethostbynamd subroutine.

nl Command

Purpose
Numbers lines in a file.

Syntax

nl [Iﬂ Type ] [E Type ]l tH Type ] [E Number ] [B Delimiter | [E Number | [E Format] [ Eu Number] [
Fwd Number | [E] [E Separator ] [ File ]
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Description

The nl command reads the File parameter (standard input by default), numbers the lines in the input, and
writes the numbered lines to standard output. In the output, the nl command numbers the lines on the left
according to the flags you specify on the command line.

The input test must be written in logical pages. Each logical page has a header, a body, and a footer
section (you can have empty sections). Unless you use the kpl flag, the nl command resets the line
numbers at the start of each logical page. You can set line-numbering flags independently for the header,
body, and footer sections (for example, the header and footer lines can be numbered while the text lines
are not).

Signal the start of logical-page sections with lines in the file that contain only the following delimiter
characters:

Line Contents Start Of
o\ Header
\o\: Body

\: Footer

You can name only one file on the command line. You can list the flags and the file name in any order.

Flags

All the parameters are set by default. Use the following flags to change these default settings. Except for
the -s flag, enter a -n flag without a variable to see its default value.

-b Type Chooses which body section lines to number. Recognized values for the Type variable are:
a Numbers all lines
t Does not number lines that are blank or lines that contain any non-graphic character
such as a tab within them. (default)
n Does not number any lines
pPattern
Numbers only those lines specified by the Pattern variable.
-d Delimiter Uses the two characters specified by the Delimiter variable as the delimiters for the start of a

logical page section. The default characters are \: (backslash, colon). You may specify two
ASCII characters, two 1-byte extended characters, or one extended character. If you enter
only one 1-byte character after the -d flag, the second character remains the default (a
colon). If you want to use a backslash as a delimiter, enter two backslashes (\\).

-f Type Chooses which logical-page footer lines to number. The possible values for the Type variable
are the same as the [ flag. The default value of the Type variable is n (no lines numbered).

-h Type Chooses which logical-page header lines to number. The possible values for the Type
variable are the same as the EH flag. The default value of the Type variables n (no lines
numbered).

-i Number Increments logical-page line numbers by the number specified in the Number variable. The
default value of the Number variable is 1. The range of the Number variable is from 1 to 250.

-l Number (Lowercase L) Uses the value specified in the Number parameter as the number of blank

lines to count as one. For example, -13 numbers every third blank line in a series. The
default value of the Number variable is 1. This flag works when the -ha, -ba, or -fa option is
set. The range of the Number variable is from 1 to 250.

-n Format Uses the value of the Format variable as the line numbering format. Recognized formats are:
In Left-justified, leading zeros suppressed
rn Right-justified, leading zeros suppressed (default)
rz Right-justified, leading zeros kept
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-p Does not restart numbering at logical page delimiters.

-s Separator Separates the text from its line number with the character specified in the Separator variable.
The default value of the Separator variable is a tab character.

-v Number Sets the initial logical-page line number to the value specified by the Number variable. The
default value of the Number variable is 1. The range of the Number variable is from 0 to
32767.

-w Number Uses the value specified by the Number variable as the number of characters in the line
number. The default value of the Number variable is 6. The range of the Number variable is
from 1 to 20.

Exit Status

This command returns the following exit values:

0 Successful completion.
>0 An error occurred.

Examples
1. To number only the non-blank lines, enter:
nl chapl

This displays a numbered listing of chapl, numbering only the non-blank lines in the body sections. If
chapl contains no \:\:\+:, or \: delimiters, then the entire file is considered the body.

2. To number all lines:
nl -ba chapl

This numbers all the lines in the body sections, including blank lines. This form of the nl command is
adequate for most uses.

3. To specify a different line number format, enter:
nl -il0 -nrz -s:: -v10 -w4 chapl

This numbers the lines of chapl starting with ten (-v10) and counting by tens (-i10). It displays four
digits for each number (-w4), including leading zeros (-nrz). The line numbers are separated from the
text by two colons (-s : :).

For example, if chapl contains the text:

A not-so-important
note to remember:

You can't kill time
without injuring eternity.

then the numbered listing is:

0010::A not-so-important
0020::note to remember

0030::You can't kill time
0040::without 1injuring eternity.

Note that the blank line was not numbered. To do this, use the [ba flag as shown in example 2.

Files

lusr/bin/nl Contains the nl command.
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Related Information

Eiled and Input and Output Redirectiod in AIX 5L Version 5.1 System User’s Guide: Operating System and
Devices.

The m command.

nm Command

The nm command includes information for hm on a POWER-based platfornd and an bhm on ad

nm Command on POWER-based Platform

Purpose
Displays information about symbols in object files, executable files, and object-file libraries.

Syntax
nm (EA[ED1rEx 32164132 64 ([ (EH (Ed (B (ET1rbd (bR IR [EdIEQ 1Bl 1[Ed I EdIESIH

Format] File ...

Description

The nm command displays information about symbols in the specified File, which can be an object file, an
executable file, or an object-file library. If the file contains no symbol information, the nm command reports
the fact, but does not interpret it as an error condition. The hnm command reports numerical values in
decimal notation by default.

The nm command writes the following symbol information to standard output:
» Library or Object Name

The nm command reports either the library or the object name associated with the file only if you
specify the -A option.

* Symbol Name
* Symbol Type
The nm command represents the file’s symbol type with one of the following characters:

Global absolute symbol.
Local absolute symbol.
Global bss symbol.

Local bss symbol.

Global data symbol.
Local data symbol.
Source file name symbol.
Global text symbol.

Local text symbol.
Undefined symbol.

cTT-H "o O0OC W >

* Value
+ Size
The nm command reports the size associated with the symbol, if applicable.
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-9
-h
-0
-P

-t Format

=u

-X
-X mode

Displays either the full path name or library name of an object on each line.
Displays output in the Berkeley Software Distribution (BSD) format:

value type name
Suppresses the demangling of C++ names. The default is to demangle all C++ symbol names.

Note: Symbols from C++ object files have their names demangled before they are used.
Displays a symbol’s value and size as a decimal. This is the default.
Displays only static and external (global) symbols.
Displays full output, including redundant .text, .data, and .bss symbols, which are normally
suppressed.
Displays only external (global) symbols.
Suppresses the display of output header data.
Displays a symbol’s value and size as an octal rather than a decimal number.
Displays information in a standard portable output format:

library/object name name type value size

This format displays numerical values in hexadecimal notation, unless you specify a different format
with the -t, -d, or -o flags.

The -P flag displays the 1ibrary/object name field only if you specify the -A flag. Also, the -P flag
displays the size field only for symbols for which size is applicable.

Does not sort. The Ouput is printed in symbol-table order.

Sorts in reverse order.

Truncates every name that would otherwise overflow its column, making the last character
displayed in the name an asterisk. By default, nm displays the entire name of the symbols listed,
and a name that is longer than the width of the column set aside for it causes every column after
the name to be misaligned.

Displays numerical values in the specified format, where the Format parameter is one of the
following notations:

d Decimal notation. This is the default format for the nm command.
o Octal notation.
X Hexadecimal notation.

Displays only undefined symbols.

Sorts output by value instead of alphabetically.

Displays a symbol’'s value and size as a hexadecimal rather than a decimal number.
Specifies the type of object file nm should examine. The mode must be one of the following:

32 Processes only 32-bit object files
64 Processes only 64-bit object files
32_64 Processes both 32-bit and 64-bit object files

The default is to process 32-bit object files (ignore 64-bit objects). The mode can also be set withe
the OBJECT_MODE environment variable. For example, OBJECT_MODE=64 causes nm to
process any 64-bit objects and ignore 32-bit objects. The -X flag overrides the OBJECT_MODE
variable.

Note: The nm command supports the — (double hyphen) flag. This flag distinguishes a File operand
if the file name can be misinterpreted as an option. For example, to specify a file name that begins
with a hyphen, use the — flag:
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Exit Status

This command returns the following exit values:

0 Successful completion.
>0 An error occurred.

Examples
1. To list the static and external symbols of the object file a.out, enter:

nm -e a.out

2. To display symbol sizes and values as hexadecimal and sort the symbols by value, enter:
nm -xv a.out

3. To display symbol of all 64-bit objects in libc.a, ignoring all 32-bit objects:
nm -X64 /usr/Tib/libc.a

Files

/usr/ccs/bin/nm Contains the nm command.

Related Information
The bl command, Bd command, id command, command, m command.

The b.aud file, bd file.

Commands Qverviewl in AIX 5L Version 5.1 System User’s Guide: Operating System and Devices.

nm Command on ltanium-based Platform

Purpose
Print name list of an object file.

Syntax
nm [ -goxhtnvsnurpICVAPR ] files

Description

The nm command displays the symbol table of each ELF object file, specified by file(s). The file may be a
relocatable or absolute ELF object file; or it may be an archive of relocatable or absolute ELF object files.
For each symbol, the following information will be printed:

Index The index of the symbol. (The index appears in brackets.)

Value The value of the symbol is one of the following: a section offset for defined symbols in a
relocatable file; alignment constraints for symbols whose section index is “SHN_COMMON”; a
virtual address in executable and dynamic library files.

Size  The size in bytes of the associated object.

Type A symbol is of one of the following types: “NOTYPE” (no type was specified), “OBJECT” (a data
object such as an array or variable), “FUNC” (a function or other executable code), “SECTION” (a
section symbol), or “FILE” (name of the source file).

Bind The symbol’s binding attributes. “LOCAL” symbols have a scope limited to the object file
containing their definition; “GLOBAL” symbols are visible to all object files being combined; and
“WEAK” symbols are essentially global symbols with a lower precedence than “GLOBAL”.
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Other

Shndx

Name

This field currently indicates the visibility of the symbol. 0 indicates default visibility. “HIDDEN”
means the symbol is visible solely within the object but not exported to other objects. “PROT”
means the symbol is “protected”. Any reference to the symbol from within the object will go to this
definition, even if other definitions are present and would normally take precedence.

Except for three special values, this is the section header table index in relation to which the
symbol is defined. The following special values exist: “ABS” indicates the symbol’s value will not
change through relocation; “COMMON?” indicates an unallocated block and the value provides
alignment constraints; and “UNDEF” indicates an undefined symbol.

The name of the symbol.

The output of nm may be controlled using the following options:

-g Only print symbols with binding types GLOBAL and WEAK.

-0 Print the value and size of a symbol in octal instead of decimal.

-X Print the value and size of a symbol in hexadecimal instead of decimal.

-tdlolx
Set output format to decimal, octal or hexadecimal. (Decimal is the default; -t o is equivalent to -o;
-t x is equivalent to -x)

-h Do not display the output heading data.

-V Sort external symbols by value before they are printed.

-S Print section names instead of section indices.

-n Sort external symbols by name before they are printed.

-u Print undefined symbols only.

-r Prepend the name of the object file or archive to each symbol name. This option is ignored if -P is
specified.

-p [-I] Produce terse output that can be parsed easily. Each symbol name is preceded by its value
(blanks if undefined) and one of the letters “U” (undefined symbol reference), “A” (absolute
symbol) “B” (symbol defined in .bss or a common symbol) “N” (symbol has no type), “D” (data
object symbol), “T” (text symbol), “S” (section symbol), or “F” (file symbol). If the symbol’s binding
attribute is “LOCAL”, the key letter is lower case; if the symbol’s binding attribute is “WEAK”, the
key letter is upper case (if the -1 modifier is specified, the upper case key letter is followed by an
“”; if the symbol’s binding attribute is “GLOBAL”, the key letter is upper case.

-C Print C++ names decoded.

-V Print on the standard error output the version number of the nm command being executed.

-A Prepend the name of the object file and archive to each output line.

-P [-1] Alternate form of terse, easily parseable output (see -p). The symbol name appears first, followed
by a keyletter (as described under -p), the symbol’s value and its size. The value and size fields
are printed in hexadecimal, by default.

-R Prepend the name of the object file and archive to each symbol name. This option is ignored if -P

is specified.

Options may be used in any order, either singly or in combination, and may appear anywhere in the
command line. When conflicting options are specified (such as nm -v -n) the first is taken and the second
ignored with a warning message to the user.
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References
The bB.oul file format, b file format.

The d command, B8 command, cc command, Bum@ command, and ld command.

no Command

Purpose
Configures network attributes.

Syntax
no { kd | kd Attribute | Ed Attribute [ =NewValue 1}

Description

Use the no command to configure network attributes. The no command sets or displays current network
attributes in the kernel. This command only operates on the currently running kernel. The command must
be run again after each startup or after the network has been configured. Whether the command sets or
displays an attribute is determined by the accompanying flag. The -o flag performs both actions. It can
either display the value of an attribute or set a new value for an attribute. When the no command is used
to modify a network option it will log a message to the syslog using the LOG_KERN facility. For a more
information on how the network attributes interact with each other, refer to the AIX 5L Version 5.1 System
Management Guide: Communications and Networks.

Attention: Be careful when you use this command. The no command performs no range checking,
therefore it accepts all values for the variables. If used incorrectly, the no command can cause your
system to become inoperable.

Some network attributes are runtime attributes that can be changed at any time. Others are loadtime
attributes that must be set before the netinet kernel extension is loaded and be placed near the top of
letc/rc.net. If your system uses Berkeley-style network configuration, set the attributes near the top of
letc/rc.bsdnet.

Flags

-a Prints a list of all configurable attributes and their current values.

-d Attribute Sets Attribute back to its default value.

-0 Attribute [=NewValue ] Displays the value of Attribute if NewValue is not specified else sets Attribute to

NewValue.

Note: When using the -o flag do not enter space characters before or after
the equal sign. If you do, the command will fail.

Attributes

You can set the following attributes:

arpqsize Specifies the maximum number of packets to queue while waiting for ARP
responses. Default value is 1. This attribute is supported by Ethernet, 802.3,
Token Ring and FDDI interfaces. The arpgsize value is increased to a minimum
value of 5 when path MTU discovery is enabled. The value will not automatically
decrease if path MTU discovery is subsequently disabled. This attribute applies to
AIX 4.1.5, AIX 4.2.1, and later. arpgsize is a runtime attribute.

arptab_bsiz Specifies Address Resolution Protocol (ARP) table bucket size. The default value
is 7. arptab_bsiz is a loadtime attribute.
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arptab_nb
arpt_killc

bcastping

clean_partial_conns

delayack

delayackports

dgd_packets_lost

dgd_ping_time

dgd_retry_time

directed_broadcast

extendednetstats

fasttimo

icmp6_errmsg_rate

icmpaddressmask

Specifies the number of ARP table buckets. The default value is 25. arptab_nb is
a loadtime attribute.

Specifies the time in minutes before a complete ARP entry will be deleted. The
default value is 20 minutes. arpt_killc is a runtime attribute.

Allows response to ICMP echo packets to the broadcast address. A value of 0
turn it off; while a value on 1 turns it on. Default is 0. beastping is a runtime
attribute.

Specifies whether or not we are avoiding SYN attacks. If non-zero,
clean_partial_conns specifies how many partial connections to randomly remove
to make room for new non-attack connections. This is a runtime attribute. The
default is 0, off.

Delays ACKs for certain TCP packets and attempts to piggyback them with the
next packet sent instead. This will only be performed for connections whose
destination port is specified in the list of the delayackports attribute. This can be
used to increase performance when communicating with an HTTP server. This
attribute is available only in AIX 4.3.2 and beyond. The attribute can have one of
four values:

0 No delays; normal operation

1 Delay the ACK for the server's SYN

2 Delay the ACK for the server's FIN

3 Delay both the ACKs for the SYN and FIN

Specifies the list of destination ports for which the operation defined by the
delayack port option will be performed. The attribute takes a list of up to ten
ports, separated by commas and enclosed in curly braces. For example: no -o
delayackports={80,30080}. To clear the list set the option to {} This attribute is
available only in AIX 4.3.2 and beyond.

Specifies how many consecutive packets must be lost before Dead Gateway
Detection decides that a gateway is down. The default value is 3. This attribute
applies to AIX 5.1 and later.

Specifies how many seconds should pass between pings of a gateway by Active
Dead Gateway Detection. The default value is 5. This attribute applies to AIX 5.1
and later.

Specifies how many minutes a route’s cost should remain raised when it has
been raised by Passive Dead Gateway Detection. After this many minutes pass,
the route’s cost is restored to its user-configured value. The default value is 5.
This attribute applies to AIX 5.1 and later.

Specifies whether or not to allow a directed broadcast to a gateway. The value of
1 allows packets to be directed to a gateway to be broadcast on a network on the
other side of the gateway. directed_broadcast is a runtime attribute.

Enables more extensive statistics for network memory services. The default for
this attribute is 1. However, because these extra statistics cause a reduction in
system performance, extendednetstats is set to 0, for off, in /etc/rc.net. If these
statistics are desired, it is recommended that the code in /etc/rc.net that sets
extendednetstats to 0 be commented out. This attribute is available only in AIX
4.3.2 and beyond.

Allows you to set the millisecond delay for the TCP fast timeout timer. Its range is
50 to 200 milliseconds. Reducing this timer value may improve performance with
some non-IBM systems. However, this may also result in slightly increased
system utilization.

Specifies the upper limit for the number of ICMP v6 error messages that can be
sent per second. This prevents excessive bandwidth being used by ICMP v6 error
messages.

Specifies whether the system responds to an ICMP address mask request. If the
default value 0 is set, the network silently ignores any ICMP address mask
request that it receives. icmpaddressmask is a runtime attribute.
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ie5_old_multicast_mapping

ifsize

inet_stack_size

ipforwarding

ipfragttl

ipignoreredirects

ipgmaxien

ipsendredirects

ipsrcrouteforward

ipsrcrouterecv

ipsrcroutesend

ip6_defitl

ip6forwarding

ip6_prune

ip6srcrouteforward

main_if6
main_site6
maxnip6q

maxttl

Specifies IP multicasts on token ring should be mapped to the broadcast address
rather than a functional address when value 1 is used. The default value is 0.
ie5_old_multicast_mapping is a runtime attribute.

Specifies the maximum number of network interface structures per interface. The
default value is 8. In AlX 4.3.2 and above, if the system detects at boot time that
more adapters of a type are present than would be allowed by the current value
of ifsize, it will automatically increase the value to support the number of
adapters present. ifsize is a loadtime attribute.

Lets you configure the inet interrupt stack table size. This is needed if you were
running with unoptimized debug kernel and/or netinet. It must be set in re.net;
changing it on the fly has no effect. This is different from the pin more stack code
because this is on interrupt. The pin more stack code is not configurable.
inet_stack_size is specified in KB, the default is 16 KB.

Specifies whether the kernel should forward packets. The default value of 0
prevents forwarding of IP packets when they are not for the local system. A value
of 1 enables forwarding. ipforwarding is a runtime attribute.

Specifies the time to live for IP fragments. The default value is 60 half-seconds.
ipfragttl is a runtime attribute.

Specifies whether or not to process redirects that are received. The default value
of 0 processes redirects as usual. A value of 1 ignores redirects. This option only
applies to AIX 4.2.1 or later. ipignoreredirects is a runtime attribute.

Specifies the number of received packets that can be queued on the IP protocol
input queue. ipgmaxlen is a loadtime attribute.

Specifies whether the kernel should send redirect signals. The default value of 1
sends redirects. A value of 0 does not send redirects. ipsendredirects is a
runtime attribute.

Specifies whether the system forwards source routed packets. The default value
of 1 allows the forwarding of source routed packets. A value of 0 causes all
source routed packets that are not at their destinations to be discarded. This
attribute only applies to AIX 4.2.1 or later.

Specifies whether the system accepts source routed packets. The default value of
0 causes all source routed packets destined for this system to be discarded. A
value of 1 allows source routed packets to be received. This attribute only applies
to AIX 4.2.1 or later.

Specifies whether applications can send source routed packets. The default value
of 1 allows source routed packets to be sent. A value of 0 causes setsockopt to
return an error if an application attempts to set the source routing option, and
removes any source routing options from outgoing packets. This attribute only
applies to AlX 4.2.1 or later.

Specifies the default hop count that is used for IPv6 packets if no other hop count
is specified.

Specifies whether the kernel should forward ipv6é packets. The default value of 0
prevents forwarding of ipv6 packets when they are not for the local systems. A
value of 1 enables forwarding. This is a runtime attribute.

Specifies how often to check the IPv6 routing table for expired routes. The default
is 2 seconds.

Specifies whether the system forwards source-routed IPv6 packets. The default
value of 1 allows the forwarding of source-routed packets. A value of 0 causes all
source-routed packets that are not at their destinations to be discarded.

Specifies the interface to use for link local addresses. This is only used by
autoconf6 to setup initial routes.

Specifies the interface to use for site local address routing. This is only used if
multi_homed is set to 3.

Specifies the maximum number of ipv6 packet reassembly queues. The default is
20.

Specifies the time to live for RIP packets. The default is 255 seconds.
ipsendredirectsis a runtime attribute.
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multi_homed

nbc_limit

nbc_max_cache

nbc_min_cache

nbc_pseg

nbc_pseg_limit

ndpgsize
ndpt_down
ndpt_keep
ndpt_mmaxtries
ndpt_probe
ndpt_reachable

ndpt_retrans

Specifies the level of multi-homed ipv6 host support.
0 Indicates the original functionality in AIX 4.3.

1 Indicates that link local addresses will be a resolved by querying each
interface for the link local address.

2 Indicates that link local addresses will only be examined for the interface
defined by main_if6.

3 Indicates that link local addresses will only be examined for the interface
defined by main_if6é and site local addresses will only be routed for the
main_site6 interface.

Specifies the total maximum amount of memory that can be used for the Network

Buffer Cache. This attribute is in number of KBytes. The default value is derived

from thewall. When the cache grows to this limit, the least-used cache objects

are flushed out of cache to make room for the new ones. This attribute only
applies to AlX 4.3.2 or later.

Specifies the maximum size of the cache object allowed in the Network Buffer

Cache without using the private segments. This parameter is in number of bytes,

the default being 131,072 (128K) bytes. A data object bigger than this size is

either cached in a private segment or is not cached at all. This attribute only
applies to AlX 4.3.2 or later.

Specifies the minimum size of the cache object allowed in the Network Buffer

Cache. This attribute is in number of bytes, the default being 1 byte. A data object

smaller than this size is not put into the NBC. This attribute only applies to AIX

4.3.2 or later.

Specifies the maximum number of private segments that can be created for the

Network Buffer Cache. The default value is 0. When this option is set at non-0, a

data object between the size specified in nbc_max_cache and the segment size

(256MB) is cached in a private segment. A data object bigger than the segment

size is not cached at all. When the maximum number of private segments exist,

cache data in private segments may be flushed for new cache data so that the

number of private segments do not exceed the limit. When nbc_pseg is set to 0,

all cache in private segments are flushed. This attribute only applies to AIX 4.3.3

or later.

Specifies the maximum amount of cached data size allowed in private segments

in the Network Buffer Cache. This value is expressed in KBytes. The default

value is half of the total real memory size on the running system. Since data
cached in private segments are pinned by the Network Buffer Cache,
nbc_pseg_limit controls the amount of pinned memory used for the Network

Buffer Cache in addition to the network buffers in global segments. When the

amount of cached data reaches this limit, cache data in private segments may be

flushed for new cache data so that the total pinned memory size doesn’t exceed
the limit. When nbc_pseg_limit is set to 0, all cache in private segments is
flushed. This attribute only applies to AlX 4.3.3 or later.

Specifies the number of packets to hold waiting on completion of a Neighbor

Discovery Protocol (NDP) entry. The default is 50 packets.

Specifies the time, in half seconds, to hold down a NDP entry. The default value

is 3 units, or 1.5 seconds.

Specifies the time, in half seconds, to keep a NDP entry. The default value is 120

or 60 seconds.

Specifies the maximum number of Multicast NDP packets to send. The default is

value is 3.

Specifies the time, in half seconds, to delay before sending their first NDP probe.

The default value is 5 units, or a 2.5 seconds.

Specifies the time, in half seconds, to test if a NDP entry is still valid. The default

is 30, or 15 seconds.

Specifies the time, in half seconds, to wait before retransmitting a NDP request.

The default is 1, or a half second.
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ndpt_umaxtries

net_malloc_police

nonlocsrcroute

passive_dgd

pmtu_default_age

pmtu_rediscover_interval

rfc1122addrchk

rfc1323

rfc2414

route_expire

routerevalidate

rto_length

Specifies the maximum number of Unicast NDP packets to send. The default is
value is 3.

Specifies the size of the net_malloc/net_free trace buffer. If the value of this
variable is non-zero all net_malloc and net_free’s will be traced in a kernel buffer
and by system trace hook HKWD_NET_MALLOC. Additional error checking will also be
enabled. This includes checks for freeing a free buffer, alignment, and buffer
overwrite. The default value is zero (policing off). Values of
net_malloc_policelarger than 1024 will allocate that many items in the kernel
buffer for tracing. net_malloc_police is a runtime attribute.

Tells the Internet Protocol that strictly source-routed packets may be addressed to
hosts outside the local network. A default value of 0 disallows addressing to
outside hosts. The value of 1 allows packets to be addressed to outside hosts.
Loosely source routed packets are not affected by this attribute. nonlocsrcroute
is a runtime attribute.

Specifies whether Passive Dead Gateway Detection is enabled. A value of 0 turns
it off, and a value of 1 enables it for all gateways in use. The default value is 0.
This attribute applies to AIX 5.1 and later.

Specifies the default amount of time (in minutes) before the path MTU value for
UDP paths is checked for a lower value. A value of zero allows no aging. The
default value is 10 minutes. The pmtu_default_age value can be overridden by
UDP applications. This attribute only applies to AIX 4.2.1 or later.
pmtu_default_age is a runtime attribute.

Specifies the default amount of time (in minutes) before the path MTU value for
UDP and TCP paths are checked for a higher value. A value of 0 allows no path
MTU rediscovery. The default value is 30 minutes. This attribute only applies to
AIX 4.2.1 or later. pmtu_rediscover_interval is a runtime attribute.

Performs address validation as specified by RFC1122, Requirements for Internet
Hosts-Communication Layers. The default value of 0 does not perform address
validation. A value of 1 performs address validation. rfc1122addrchk is a runtime
attribute.

Enables TCP enhancements as specified by RFC 1323, TCP Extensions for High
Performance. The default value of 0 disables the RFC enhancements on a
system-wide scale. A value of 1 specifies that all TCP connections will attempt to
negotiate the RFC enhancements. The SOCKETS application can override the
default behavior on individual TCP connections, using the subroutine.
rfc1323 is a runtime attribute. In AlX 4.3.3 and later versions, the rfc1323
network option can also be set on a per interface basis via the ifconfig
command.

Enables the increasing of TCP’s initial window as described in RFC 2414. The
default is off (0). Set this to 1 to turn it on. When it is on, the initial window will
depend on the setting of the tunable tcp_init_window. This feature was added in
AIX 5.1.

Specifies whether the route expires. A value of 0 allows no route expiration, which
is the default. Negative values are not allowed for this option. This attribute only
applies to AlX 4.2.1 or later. route_expire is a runtime attribute. In AIX 4.3.3 and
later versions, the default value is 1.

Specifies that each connection’s cached route should be revalidated each time a
new route is added to the routing table. This will ensure that applications that
keep the same connection open for long periods of time (for example NFS) will
use the correct route after routing table changes occur. The default value of 0
does not revalidate the cached routes. Turning this option on may cause some
performance degradation. routerevalidate is a runtime attribute.

Specifies the TCP Retransmit Time Out length value used in calculating factors
and the maximum retransmits allowable used in TCP data segment retransmits.
rto_length is the total number of time segments. Default is 13. rto_length is a
loadtime attribute.
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rto_limit

rto_low

rto_high

sb_max

sack

send_file_duration

site6_index
sockthresh

sodebug
somaxconn

subnetsarelocal

tcp_ecn

tcp_ephemeral_low
tcp_ephemeral_high

tep_init_window

tcp_keepidle

Specifies the TCP Retransmit Time out limit value used in calculating factors and
the maximum retransmits allowable used in TCP data segment retransmits.
rto_limit is the number of time segments from rto_low to rto_high. Default is 7.
rto_limit is a loadtime attribute.

Specifies the TCP Retransmit Time Out low value used in calculating factors and
the maximum retransmits allowable used in TCP data segment retransmits.
rto_low is the low factor. Default 1. rto_low is a loadtime attribute.

Specifies the TCP Retransmit Time out high value used in calculating factors and
the maximum retransmits allowable used in TCP data segment retransmits.
rto_high is the high factor. Default is 64. rto_high is a loadtime attribute.
Specifies the maximum buffer size allowed for a socket. The default is 65,536
bytes. sb_max is a run attribute.

Enables TCP Selective Acknowledgement as described in RFC 2018. A value of 1
will make all TCP connections negotiate sack. Default is zero which disables the
negotiation. sack feature needs support from the peer TCP. The negotiation
phase during connection initiation determines that. When receiving out of order
segments, Selective Acknowledgements from the receiver will inform the sender
of data that has been received so that the sender can retransmit only the missing
segments resulting in less unnecessarily retransmitted segments. sack is useful
for recovering fast from multiple packet drops in a window of data. This option
was added in AlX 4.3.3.

Specifies the cache validation duration for all the file objects that system call
send_file accessed in the Network Buffer Cache. This attribute is in number of
seconds, the default is 300 for 5 minutes. 0 means that the cache will be
validated for every access. This attribute only applies to AlX 4.3.2 or later.
Specifies the maximum interface number for site local routing.

Specifies the maximum amount of network memory that can be allocated for
sockets. When the total amount of memory allocated by the net_malloc
subroutine reaches this threshold, the socket and socketpair system calls fail
with an error of ENOBUFS. Incoming connection requests are silently discarded.
Existing sockets can continue to use additional memory. The sockthresh attribute
represents a percentage of the thewall attribute, with possible values of 1 to 100
and a default of 85. sockthresh is a runtime attribute. This attribute only applies
to AIX 4.3.1 or later.

Specifies whether the newly created sockets will have SO_DEBUG flag on.
Specifies the maximum listen backlog. The default is 1024 bytes. somaxconn is
a runtime attribute. This attribute only applies to AIX 4.1.5, AIX 4.2, or later.
Determines if a packet address is on the local network. This attribute is used by
the in_localaddress subroutine. The default value of 1 specifies that addresses
that match the local network mask are local. If the value is 0, only addresses
matching the local subnetwork are local. subnetsarelocal is a runtime attribute.
Enables TCP level support for Explicit Congestion Notification as described in
RFC 2481. Default is of f (0). Turning it on (1) will make all connections negotiate
ECN capability with the peer. For this feature to work you need support from the
peer TCP and also IP level ECN support from the routers in the path. This feature
was added in AIX 5.1.

Specifies the smallest port number to allocate for TCP ephemeral ports. The
default is 32768. This attribute is available only in AIX 4.3.1 and beyond.
Specifies the largest port number to allocate for TCP ephemeral ports. The
default is 65535. This attribute is available only in AIX 4.3.1 and beyond.

This value is used only when rfc2414 is turned on (ignored otherwise). If rfc2414
is on and this value is zero, then the initial window computation is done according
to rfc2414. If this value is non-zero, the initial(congestion) window is initialized a
number of maximum sized segments equal to tep_init_window. This feature was
added in AIX 5.1.

Specifies the length of time to keep the connection active, measured in half
seconds. The default is 14,400 half seconds (7200 seconds or 2 hours).
tcp_keepidle is a runtime attribute.
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tcp_keepinit

tcp_keepintvl

tep_limited_transmit

tcp_mssdfit

tcp_nagle_limit

tcp_newreno

tcp_ndebug

tep_pmtu_discover

tcp_recvspace

Sets the initial timeout value for a tcp connection. This value is defined in 1/2
second units, and defaults to 150, which is 75 seconds. It can be changed to any
value with the -o flag. tcp_keepinit is a runtime attribute.

Specifies the interval, measured in half seconds, between packets sent to validate
the connection. The default is 150 half seconds (75 seconds). tcp_keepintvl is a
runtime attribute.

Enables the feature that enhances TCP’s loss recovery as described in the RFC
3042. The default is on (1). To turn it off set it to zero. This feature was added in
AIX 5.1.

Default maximum segment size used in communicating with remote networks. For
AlX 4.2.1 or later, tcp_mssdflt is only used if path MTU discovery is not enabled
or path MTU discovery fails to discovery a path MTU. tcp_mssdflt is a runtime
attribute. The default value is 512. In AlX 4.3.3 and later versions, the
tcp_mssdflt network option can also be set on a per interface basis via the
ifconfig command.

This is the Nagle Algorithm threshold in bytes which can be used to disable
Nagle. The default (65535 - the maximum size of IP packet) is Nagle turned on.
To disable Nagle, set this value to 0 or 1. TCP disables Nagle for data segments
larger than or equal to this threshold value.This feature was added in AlX 4.3.3.
Enables the modification to TCP’s Fast Recovery algorithm as described in RFC
2582. This fixes the limitation of TCP’s Fast Retransmit algorithm to recover fast
from dropped packets when multiple packets in a window are dropped. sack also
achieves the same thing but sack needs support from both ends of the TCP
connection; the NewReno modification is only on the sender side. This feature
was added in AIX 4.3.3. In AIX 5.1 the default is on (1).

Specifies the number of tcp_debug structures. The default is 100. tcp_ndebugis
a runtime attribute.

Enables or disables path MTU discovery for TCP applications. A value of 0
disables path MTU discovery for TCP applications, while a value of 1 enables it.
The default value is 0. This attribute only applies to AIX 4.2.1 or later.
tcp_pmtu_discover is a runtime attribute. In AlX 4.3.3 and later versions, the
default value is 1 (enabled).

Specifies the system default socket buffer size for receiving data. This affects the
window size used by TCP. Setting the socket buffer size to 16KB (16,384)
improves performance over Standard Ethernet and token-ring networks. The
default is a value of 4096; however, a value of 16,384 is set automatically by the
rc.net file or the rc.bsdnet file (if Berkeley-style configuration is issued).

Lower bandwidth networks, such as Serial Line Internet Protocol (SLIP), or higher
bandwidth networks, such as Serial Optical Link, should have different optimum
buffer sizes. The optimum buffer size is the product of the media bandwidth and
the average round-trip time of a packet. In AIX 4.3.3 and later versions, the
tcp_recvspace network option can also be set on a per interface basis via the
ifconfig command.

The tcp_recvspace attribute must specify a socket buffer size less than or equal
to the setting of the sb_max attribute. tcp_recvspace is a runtime attribute, but for
daemons started by inetd, the following command needs to be executed:

'stopsrc -s inetd ; startsrc -s inetd'
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tcp_sendspace

tcp_timewait
tep_ttl

thewall

udp_ephemeral_low

udp_ephemeral_high

udp_pmtu_discover

udp_recvspace

udp_sendspace

udp_ttl

Specifies the system default socket buffer size for sending data. This affects the
window size used by TCP. Setting the socket buffer size to 16KB (16,384)
improves performance over Standard Ethernet and Token-Ring networks. The
default is a value of 4096; however, a value of 16,384 is set automatically by the
rc.net file or the rc.bsdnet file (if Berkeley-style configuration is issued).

Lower bandwidth networks, such as Serial Line Internet Protocol (SLIP), or higher
bandwidth networks, such as Serial Optical Link, should have different optimum
buffer sizes. The optimum buffer size is the product of the media bandwidth and
the average round-trip time of a packet.

optimum_window=bandwidth * average_round_trip_time

In AIX 4.3.3 and later versions, the tcp_sendspace network option can also be
set on a per interface basis via the ifconfig command.

The tcp_sendspace attribute must specify a socket buffer size less than or equal
to the setting of the sb_max attribute. tcp_sendspace is a runtime attribute, but
for daemons started by inetd, the following command needs to be executed:

'stopsrc -s inetd ; startsrc -s inetd'
The tcp_timewait option is used to configure how long connections are kept in the
timewait state. It is given in 15 second intervals, and the default is 1.
Specifies the time to live for TCP packets. The default is 60 ticks (100 ticks per
minute). tcp_ttl is a runtime attribute.
Specifies the maximum amount of memory, in kilobytes, that is allocated to the
memory pool. In AIX 4.2.1 and earlier, the default value is 1/8 of real memory or
65536 (64 megabytes), whichever is smaller. In AIX 4.3, the default value is 1/8 of
real memory or 131072 (128 megabytes), whichever is smaller. In AIX 4.3.1, the
default value is 1/2 of real memory or 131072 (128 megabytes), whichever is
smaller. In AIX 4.3.2 and later, the default value depends on whether you are
running on a CHRP machine or not. For non-CHRP machines, the default value is
1/2 of real memory or 262144 (256 megabytes), whichever is smaller. For CHRP
machines, the default value is 1/2 of real memory or 1048576 (1 gigabyte).
thewall is a runtime attribute.
Specifies the smallest port number to allocate for UDP ephemeral ports. The
default is 32768. This attribute is available only in AlIX 4.3.1 and beyond.
Specifies the largest port number to allocate for UDP ephemeral ports. The
default is 65535. This attribute is available only in AIX 4.3.1 and beyond.
Enables or disables path MTU discovery for UDP applications. UDP applications
must be specifically written to utilize path MTU discovery. A value of 0 disables
the feature, while a value of 1 enables it. This attribute only applies to AlX 4.2.1
or later. udp_pmtu_discover is a runtime attribute. In versions prior to AlX 4.3.3,
the default value is 0 (disabled); in AIX 4.3.3 and later versions, the default value
is 1 (enabled).
Specifies the system default socket buffer size for receiving UDP data. The
default is 41,600 bytes. The udp_recvspace attribute must specify a socket buffer
size less than or equal to the setting of the sb_max attribute. udp_recvspace is a
runtime attribute.
Specifies the system default socket buffer size for sending UDP data. The default
is 9216 bytes. The udp_sendspace attribute must specify a socket buffer size less
than or equal to the setting of the sb_max attribute. udp_sendspace is a runtime
attribute.
Specifies the time to live for UDP packets. The default is 30 seconds. udp_ttl is a
runtime attribute.
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udpcksum

use_isno

Allows UDP checksum to be turned on/off. A value of 0 turns it off; while a value
of 1 turns it on. Default is 1. udpcksum is a runtime attribute.

Note: If you use the tcp_recvspace, tcp_sendspace, udp_recvspace or
udp_sendspace attribute to specify a socket to a buffer size larger than the
sbh_max attribute default, you must set the sb_max attribute to an equal or
greater value. Otherwise, the socket system call returns the ENOBUFS
error message when an application tries to create a socket.
Enables the use of Interface Specific Network Options. The default value is 1
(enabled). This attribute only applies to AlX 4.3.3 and later versions.

Streams Tunable Attributes
The following Streams Tunable attributes only apply to AlIX 4.2 or later.

lowthresh

medthresh

nstrpush

psebufcalls

pseintrstack

psetimers

Specifies the maximum number of bytes that can be allocated using the allocb
call for the BPRI_LO priority. When the total amount of memory allocated by the
net_malloc call reaches this threshold, then the allocb request for the BPRI_LO
priority returns 0. The lowthresh attribute represents a percentage of the thewall
attribute and you can set its value from 0 to 100.

This is a runtime attribute and the default value is set to 90 (90% of thewall
attribute).

Specifies the maximum number of bytes that can be allocated using the allocb
call for the BPRI_MED priority. When the total amount of memory allocated by the
net_malloc call reaches this threshold, then the allocb request for the
BPRI_MED priority returns 0. The medthresh attribute represents a percentage
of the thewall attribute and you can set its value from 0 to 100.

This is a runtime attribute and the default value is set to 95 (95% of thewall
attribute).

Specifies the maximum number (should be at least 8) of modules that you can
push onto a single Stream.

This is a loadtime attribute and the default value is set to 8.

Specifies the maximum number of bufcalls to allocate by Streams. The Stream
subsystem allocates certain number of bufcall structures at initialization, so that
when the allocb call fails, the user can register their requests for the bufcall. You
are not allowed to lower this value until the system reboots, at which time it
returns to its default value.

This is a runtime attribute and the default value is set to 20.

Specifies the maximum size of the interrupt stack allowed by Streams while
running in the offlevel. Sometimes, when a process running other than INTBASE
level enters into a Stream, it encounters a stack overflow problem because the
interrupt stack size is too small. Setting this attribute properly reduces the
chances of stack overflow problems.

This is a loadtime attribute and the default value is set to 0x3000.

Specifies the maximum number of timers to allocate by Streams. The Stream
subsystem allocates certain a number of timer structures at initialization, so that
the streams driver or module can register their timeout calls. You are not allowed
to lower this value until the system reboots, at which time it returns to its default
value.

This is a runtime attribute and the default value is set to 20.
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strctlsz

strmsgsz

strthresh

strturncnt

Examples

Specifies the maximum number of bytes of information that a single system call
can pass to a Stream to place into the control part of a message (in an
M_PROTO or M_PCPROTO block). A putmsg call with a control part exceeding
this size will fail with ERANGE.

This is a runtime attribute and the default value is set to 1024.

Specifies the maximum number of bytes of information that a single system call
can pass to a Stream to place into the data part of a message (in M_DATA
blocks). Any write call exceeding this size is broken into multiple messages. A
putmsg call with a data part exceeding this size will fail with ERANGE.

This is a runtime attribute and the default value is set to 1024.

Specifies the maximum number of bytes Streams are normally allowed to
allocate. When the threshold is passed, does not allow users without the
appropriate privilege to open Streams, push modules, or write to Streams
devices, and returns ENOSR. The threshold applies only to output side and does
not affect data coming into the system (e.g. console continues to work properly).
A value of zero means that there is no threshold.

The strthresh attribute represents a percentage of the thewall attribute and you
can set its value from 0 to 100. The thewall attribute indicates the maximum
number of bytes that can be allocated by Streams and Sockets using the
net_malloc call. When you change thewall attribute, the threshold gets updated
accordingly.

Specifies the maximum number of requests handled by the current running thread
for Module or Elsewhere level Streams synchronization.The Module level
synchronization works in such a way that only one thread can run in the module
at any time and all other threads which try to acquire the same module will
enqueue their requests and leave. After the current running thread completes its
work, it dequeues all the previously enqueued requests one by one and invokes
them. If there are a large number of requests enqueued in the list, then the
current running thread has to serve everyone and will always be busy serving
others and starves itself. To avoid this the current running thread serves only the
strturncnt number of threads, after that a separate kernel thread wakes up and
invokes all the pending requests.

This is a runtime attribute and the default value is set to 15.

1. To change the maximum size of the mbuf pool to 3MB, enter:

no -o thewall=3072

2. To reset the maximum size of the mbuf pool to its default size, enter:

no -d thewall

3. To change the default socket buffer sizes on your system, add the following lines to the end of the

letc/rc.net file:

/usr/sbin/no -o tcp_sendspace=16384
/usr/sbhin/no -o udp_recvspace=16384

4. To use a machine as an internet work router over TCP/IP networks, enter:

no -o ipforwarding=1

Related In

formation

Netwark Querview for System Management in AIX 5L Version 5.1 System Management Guide:

Communications and Networks.
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%@mﬁﬁﬁm@m Internet Protocol ({H), Transmission Control
Protocol (ILCB) and User Datagram Protocol (LDH) in AIX 5L Version

5.1 System Management Guide: Communications and Networks.

Monitoring and Tuning Communications I/Q Usd in AIX 5L Version 5.1 Performance Management Guide.
Path MTU Discoven) in AIX 5L Version 5.1 System Management Guide: Communications and Networks.

nohup Command

Purpose
Runs a command without hangups.

Syntax
nohup Command|[ Arg ... 1] &l ]

Description

The nohup command runs the command specified by the Command parameter and any related Arg
parameters, ignoring all hangup (SIGHUP) signals. Use the nohup command to run programs in the
background after logging off. To run a nohup command in the background, add an & (ampersand) to the
end of the command.

Whether or not the nohup command output is redirected to a terminal, the output is appended to the
nohup.out file in the current directory. If the nohup.out file is not writable in the current directory, the
output is redirected to the SHOME/nohup.out file. If neither file can be created nor opened for appending,
the command specified by the Command parameter is not invoked. If the standard error is a terminal, all
output written by the named command to its standard error is redirected to the same file descriptor as the
standard output.

Exit Status

This command returns the following exit values:

126  The command specified by the Command parameter was found but could not be invoked.
127  An error occurred in the nohup command or the command specified by the Command parameter could not be
found.

Otherwise, the exit status of the nohup command is that of the command specified by the Command
parameter.

Examples

1. To run a command in the background after you log off, enter:
$ nohup find / -print &

After you enter this command, the following is displayed:

670
$ Sending output to nohup.out

The process ID number changes to that of the background process started by & (ampersand). The
message Sending output to nohup.out informs you that the output from the find / -print command is
in the nohup.out file. You can log off after you see these messages, even if the find command is still
running.

2. To run a command in the background and redirect the standard output to a different file, enter:
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$ nohup find / -print >filenames &

This example runs the find / -print command and stores its output in a file named filenames. Now
only the process ID and prompt are displayed:

677
$

Wait before logging off because the nhohup command takes a moment to start the command specified
by the Command parameter. If you log off too quickly, the command specified by the Command
parameter may not run at all. Once the command specified by the Command parameter starts, logging
off does not affect it.

3. To run more than one command, use a shell procedure. For example, if you write the shell procedure:
neqn mathl | nroff > fmathl

and name it the nnfmathl file, you can run the nohup command for all of the commands in the
nnfmathl file with the command:

nohup sh nnfmathl

4. If you assign execute permission to the nnfmathl file, you get the same results by issuing the
command:

nohup nnfmathl
5. To run the nnfmathl file in the background, enter:

nohup nnfmathl 7]
6. To run the nnfmathl file in the Korn shell, enter:
nohup ksh nnfmathl

Related Information
The ksh command, hicd command, EH command.

The w subroutine.

notifyevent Command

Purpose
Mails event information generated by the Event Response resource manager to a specified userid.

Syntax
notifyevent [EH | [ UserID ]

Description

The notifyevent command captures event information that is posted by the Event Response resource
manager in environment variables that are generated by the Event Response resource manager when an
event occurs. The notifyevent command can be used as an action that is executed by an Event
Response resource. It can also be used as a template to create other user-defined actions.

The event information includes:

Condition Name
Name of the Condition resource that caused this event or rearm event.

Severity
Significance of the Condition resource that caused the event or rearm event. The value can be
one of the following: Critical, Warning, or Informational
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Resource Name
Name of the resource whose attribute changed to cause this event or rearm event.

Resource Class Name
Name of the resource class to which the resource that caused this event or rearm event belongs.

Event Time
Time when the event or rearm event was observed.

Event Type
Type of event that occurred. The values can be event or rearm event.

Expression
Statement that evaluated to true and thereby caused this event or rearm event.

Data Type
Resource attribute type that caused this event or rearm event.

Data Value
Resource attribute value that caused this event or rearm event.

The notifyevent command uses the mail command to send event information to the specified userid.
When a userid is specified, it is assumed to be valid, and it is used without verifying it. If a userid is not
specified, the user who is running the command is used as the default.

Note: The following restrictions apply:

1. This command must be executed on the node where the Event Response resource manager is
running.

2. The Imail command is used to read the file.

Parameters

userid Optional ID of the user to whom the event information will be mailed. If UserlID is not specified, the
user who is running the command is used as the default.

Flags

-h Writes help information about this command to standard out. No further processing is performed.

Exit Status

0 Command has run successfully.

Examples

1. Specify user1 in Web-based System Manager to send mail to a user. The Event Response resource
manager then runs the following command:

Jusr/bin/rsct/sbin/notifyevent userl

2. You can use the mail command to read the contents of the event information. The following example
shows how a warning event for the /var file system (a file system resource) is formatted and logged:

Event reported at Sun Mar 26 16:38:03 2000

Condition Name: /var space used
Severity: Warning

Event Type: Event

Expression: PercentTotUsed>90
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Resource Name: /var

Resource Class Name: IBM.FileSystem
Data Type: CT_UINT32

Data Value: 91

Files

lust/sbin/rsct/bin/notifyevent Location of the notifyevent command.

Related Information
The @ command

nrglbd Daemon

Purpose
Manages the global location broker database.

Syntax
nrglbd [ Eversion |

Description

The glbd daemon manages the global location broker (GLB) database. The GLB database, part of the
Network Computing System (NCS), helps clients to clients to locate servers on a network or internet. The
GLB database stores the locations (that is, the network addresses and port numbers) of servers on which
processes are running. The glbd daemon maintains this database and provides access to it.

There are two versions of the GLB daemon, glbd and nrglbd. You should run only one nrglbd on a
network or internet, and you should not run a nrglbd and a glbd on the same network or internet.

The nrglbd daemon is typically started in the background; it can be started in one of two ways:
» By a person with root user authority entering on the command line:

/etc/ncs/nrglbd &
* Through the System Resource Controller (SRC), by entering on the command line:

startsrc -s nrglbd

TCP/IP must be configured and running on your system before starting the nrglbd daemon. The llibd
daemon must also be started and running before you start the nrglbd daemon.

Flags

-version Displays the version of NCS that this nrglbd belongs to, but does not start the daemon.
Files

letc/rc.ncs Contains commands to start the NCS daemons.
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Related Information
The lb_admid command.

The daemon.

[The Location Broked in AIX 5L Version 5.1 Communications Programming Concepts.

nroff Command

Purpose
Formats text for printing on typewriter-like devices and line printers.

Syntax

nroff [Ed 1 [EH 1 [H 11k 1111k List ][ Ed Number] [ Ed Number ] [ Ed ANumber 1 [ B Number ] [ B
Name][ﬂﬁ][lﬁﬂ][ﬂﬁ][m][][Fi/e...lll]

Description

The nroff command reads one or more files for printing on typewriter-like devices and line printers. If no
file is specified or the - (minus sign) flag is specified as the last parameter, standard input is read by
default. The File variable specifies files to be printed on a typewriter-like device by the nroff command.
The default is standard input.

The keal command may be required to postprocess nroff command output in certain cases.

Flags

-e Produces equally spaced words in adjusted lines, using the full resolution of a
particular terminal.

-h Uses output tabs during horizontal spacing to speed output and reduce the output
character count. Tab settings are assumed to be every eight nominal character
widths.

-i Reads standard input after reading all specified files.

-man Selects the mad macro processing package.

-me Selects the ld macro processing package.

-mm Selects the lml macro processing package.

-mptx Selects the m macro processing package.

-ms Selects the lnd macro processing package.

-n Number Assigns the specified number to the first printed page.
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-0 List

-q
-r ANumber

-s Number

Prints only those pages specified by the List variable, which consists of a
comma-separated list of page numbers and ranges, as follows:

» Arange of Start-Stop means print pages Start through Stop. For example, 9-15
prints pages 9 through 15.

* An initial -Stop means print from the beginning to page Stop.
« Afinal Start- means print from page Start to the end.

* A combination of page numbers and ranges prints the specified pages. For
example, -3, 6-8,10,12- prints the beginning through page 3, pages 6 through
8, page 10, and page 12 to the end.

Note: When the -oList flag is used in a pipeline (as with one or more of
the eqgn or tbl commands) you may receive a broken pipe message if
the last page in the document is not specified in the List parameter. This
broken pipe message is not an indication of any problem and can be
ignored.

Calls the simultaneous input/output mode of the [ed request.

Sets register A to the specified number. The value specified by the A variable
must have a one-character ASCII name.

Stops every specified number of pages (the default is 1). The nroff command
halts every specified number of pages to allow paper loading or changing, then
resumes upon receipt of a linefeed or new-line character. This flag does not work
in pipelines (for example, with the mm command). When the nroff command
halts between pages, an ASCII BEL character is sent to the workstation.
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-T Name

Prepares the output for the specified printing device. Typewriter-like devices and
line printers use the following Name variables for international extended character
sets, as well as English-language character sets, digits, and symbols:

hplj Hewlett-Packard LaserJet Il and other models in the same series of
printers.

ibm3812
3812 Pageprinter II.

ibm3816
3816 Pageprinter.

ibm4019
4019 LaserPrinter.

Note: The 4019 and the HP Laser Jet Il printer both have nonprintable
areas at the top and bottom of a page. If a file is targeted for these printers,
be sure to define top and bottom margins (for example, by formatting with
the -mm flag) so that all output can be positioned within the printable page.

37 Teletype Model 37 terminal (default) for terminal viewing only. This
device does not support extended characters that are inputted by the
\[N] form. Inputting Extended Single-Byte Characters provides more
information.

Ip Generic name for printers that can underline and tab. All text sent to the
Ip value using reverse linefeeds (for example, text that includes tables)
must be processed with the col command. This device does not support
extended characters that are inputted by the \[N] form. Inputting
Extended Single-Byte Characters provides more information.

ppds  Generic name for printers that support the personal printer data streams
such as the Quietwriter Ill, Quickwriter, and Proprinters.

ibm5575
5575 Kaniji Printer.

ibm5577
5577 Kaniji Printer.

Note: For completeness of the text formatting system, the
following devices are shipped as is from the AT&T Distribution
center. No support is provided for these tables.
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-T Name (Continued)

-u Number

-Z

Files

lusr/share/lib/tmac/tmac.*
lusr/share/lib/macros/*
lusr/share/lib/nterm/*
lusr/share/lib/pub/terminals

Related Information

2631 Hewlett-Packard 2631 printer in regular mode.
2631-c Hewlett-Packard 2631 printer in compressed mode.
2631-e Hewlett-Packard 2631 printer in expanded mode.
300 DASI-300 printer.

300-12 DASI-300 terminal set to 12 characters per inch.
382 DTC-382.

4000a Trendata 4000a terninal (4000A).

450 DASI-450 (Diablo Hyterm) printer.

450-12 DASI-450 terminal set to 12 characters per inch.
832 Anderson Jacobson 832 terminal.

8510  C.ITOH printer.

tn300 GE Terminet 300 terminal.

X Printers equipped with a TX print train.
300s DASI-300s printer (300S).
300s-12

DASI-300s printer set to 12 characters per inch (300S-12).
Sets the bold factor (number of character overstrokes) for the third font position
(bold) to the specified number, or to 0 if the Number variable is missing.
Prints only messages generated by (tnd (workstation message) requests.

Note: See the article Macro Packages for Formatting Toold in the teaff

command for more inforamtion on the macros.
Forces input to be read from standard input.

Contains pointers to standard macro files.

Contains standard macro files.

Contains the terminal driving tables for the nroff command.
Contains a list of supported terminals.

The kal command, command, heqn command, kbl command, kraft command.
The roff and troff Inpud file format.

The article "nroff and troff Requests for the nroff and troff Commands” in the krofl command.

nslookup Command

Purpose

Queries Internet domain name servers.

Syntax

nslookup [ -Option ... ][ Host] [ -NameServer ]
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Description

The nslookup command queries Internet domain name servers in two modes. Interactive mode allows
you to query name servers for information about various hosts and domains, or to print a list of the hosts
in a domain. In noninteractive mode, the names and requested information are printed for a specified host
or domain.

The nslookup command enters interactive mode when no arguments are given, or when the first
argument is a - (minus sign) and the second argument is the host name or Internet address of a name
server. When no arguments are given, the command queries the default name server. The - (minus sign)
invokes an optional subcommand (-Option... variable). With the exception of the set command, these
subcommands are specified on the command line and must precede the nslookup command arguments.
The set subcommand options can alternatively be specified in the .nslookuprc file in the user's home
directory.

The nslookup command executes in noninteractive mode when the first argument is the name or Internet
address of the host being searched for. In this case, the host name or Internet address of the name server
is optional.

The noninteractive command looks up information for the specified Host using the default name server or
the name server specified by the NameServer parameter. If the Host parameter specifies an Internet
address and the query type is A or PTR, the name of the host is returned. If the Host parameter specifies
a name and the name does not have a trailing period, the default domain name is appended to the name.
To look up a host not in the current domain, append a single period to the name.

Note: If they are specified in the .nslookuprc file of the user's home directory, the set
subcommand’s domain, srchlist, defname, and search options can affect the behavior of the
noninteractive command.

Subcommands

The following commands can be interrupted at any time by entering a Ctrl-C key sequence. To exit, enter
a Ctrl-D key sequence or type exit. To treat a built-in command as a host name, precede it with an
escape character, which is a \. Unrecognized commands are interpreted as host names.

The following subcommands are recognized by the nslookup command:

finger [Name] [> FileName] Connects with the finger daemon server on the current host. The current host is

finger [Name] [>> FileName] defined when a previous lookup for a host was successful and returned address
information, such as that returned with the set querytype=A command. The
Name parameter, which specifies a user name, is optional. The > and >>
characters can be used to redirect output to a new or existing file.

server Domain Changes the default server to the value specified by the Domain parameter. The

Iserver Domain Iserver subcommand uses the initial server to look up information about the
domain. The server subcommand uses the current default server. If an
authoritative answer cannot be found, the names of any additional servers that
might have the answer are returned.

root Changes the default server to the server for the root of the domain name space.
Currently, the host ns.nic.ddn.mi1 is used. The name of the root server can be
changed with the set root subcommand. (The root subcommand is synonymous
with the Iserver ns.nic.ddn.mil subcommand.)
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Is [Option] Domain [> FileName] Lists the information available for the Domain specified, optionally creating or

Is [Option] Domain [>> FileName] appending the output to the file specified by the FileName parameter. The default
output contains host names and their Internet addresses. Possible values for the
Option parameter are:

-t QueryType

Lists all records of the specified type. The default record type is A. Valid
types are:

A Host’s Internet address

CNAME
Canonical name for an alias

HINFO Host CPU and operating system type
KEY Security Key Record

MINFO Mailbox or mail list information

MX Mail exchanger

NS Nameserver for the named zone

PTR Host name if the query is an Internet address; otherwise, the
pointer to other information

SIG Signature Record

SOA Domain’s "start-of-authority” information
TXT Text information

UINFO User information

WKS  Supported well-known services

-a Lists aliases of hosts in the domain (synonymous with the -t CNAME
option).
-d Lists all records for the domain (synonymous with the -t ANY option).
-h Lists CPU and operating system information for the domain
(synonymous with the -t HINFO option).
-s Lists well-known services of hosts in the domain (synonymous with the -t
WKS option).
Note: When output is redirected to a file, hash marks are printed for every
50 records received from the server.
view FileName Sorts the output of previous Is commands and lists them using the more
command.
help
? Prints a brief summary of commands.
exit Exits the program.
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set Keyword|=Value]

Changes state information that affects lookups. This subcommand can be
specified on the command line or optionally included in the .nslookuprc file in the
user's home directory. Valid keywords are:

all Prints the current values of the frequently used options to set.
Information about the current default server and host is also printed.

class=Value
Changes the query class to one of the following. The class specifies the
protocol group of the information. The default is IN.

IN Internet class

CHAOS
Chaos class

HESIOD
MIT Althena Hesiod class

ANY  Wildcard (any of the above)

[no]debug
Turns debugging mode on. The default is nodebug (off).

[no]ld2 Turns comprehensive debugging on. The default is nod2 (off).

domain=Name
Changes the default domain name to the name specified by the Name
parameter. The default domain name is appended to a lookup request,
depending on the state of the defname and search options. The domain
search list contains the parents of the default domain if the search list
has at least two components in its name. For example, if the default
domain is CC.Berkeley.EDU, the search list is CC.Berkeley.EDU and
Berkeley.EDU. Use the set srchlist command to specify a different list.
Use the set all command to display the list. The default of the
domain=Name option is the value specified in the system’s hostname,
/etc/resolv.conf, or LOCALDOMAIN file.

srchist=Name1/NameZl...
Changes the default domain name to the name specified by the Name1
parameter, and changes the domain search list to the names specified
by the Name1, Name2,..., parameters. A maximum of six names
separated by slashes can be specified. Use the set all command to
display the list of names. The default values are specified in the
system’s hostname, /etc/resolv.conf, or LOCALDOMAIN file.

Note: This command overrides the default domain name and
search list of the set domain command option.

[no]ldefname
Appends the default domain name to a single component lookup request
(one that does not include a period). The default is defname (append).

[no]search
Appends the domain names in the domain search list to the request until
an answer is received, if the lookup request contains a period other than
a trailing period. The default is search.

port=Value
Changes the default TCP/UDP nameserver port to the number specified
by the Value parameter. The default value is 53.

querytype=Value
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type=Value Changes the information query to one of the following values. The default is A.
A Host’s Internet address
ANY  Any of the options available.

CNAME
Canonical name for an alias

HINFO Host CPU and operating system type
KEY Security Key Record

MINFO Mailbox or mail list information

MX Mail exchanger

NS Name server for the named zone

PTR Host name if the query is an Internet address; otherwise, the pointer to
other information

SIG Signature Record

SOA  Domain’s "start-of-authority” information
TXT Text information

UINFO User information

WKS  Supported well-known services

[no]recurse
Tells the name server to query other servers if it does not have
information. The default is recurse.

retry=Number
Sets the number of times a request is retried to the value specified by
the Number parameter. When a reply to a request is not received within
the time frame specified by the set timeout command, the timeout
period is doubled and the request resent. This subcommand controls the
number of times a request is sent before timing out. The default value is
4,

root=Host
Changes the name of the root server to the name specified by the Host
parameter. The default is ns.nic.ddn.mil.

timeout=Number
Changes the initial time-out interval for waiting for a reply to the number
of seconds specified by the Number parameter. The default value is 5
seconds.

[no]lve Uses a virtual circuit when sending requests to the server. The default is
novc (no virtual circuit).

[nolignoretc
Ignores packet truncation errors. The default is noignoretc (do not
ignore).

Examples

1. To change the default query type to host information (HINFO) and the initial time-out to 10 seconds,
enter:
nslookup -query=hinfo -timeout=10

2. To set the domain and the search list to three names, 1c¢s.MIT.EDU, ai.MIT.EDU, and MIT.EDU, enter:
nslookup -set srchlist=1cs.MIT.EDU/ai.MIT.EDU/MIT.EDU
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This command overrides the default domain name and search list of the set domain command. Use
the set all command to display the list.

To determine whether a name specifies a host, domain, or other entity, enter:
nslookup -querytype=ANY austin.ibm.com

The nslookup command returns all available information about the name austin.ibm.com, including
Statement of Authority (SOA), name server, mail exchanger, and host Internet address information, as
follows:

Server: benames.austin.ibm.com
Address: 9.3.199.2

austin.ibm.com origin = ausnamel.austin.ibm.com
mail addr = brian.chriss.austin.ibm.com
serial=1993081210,refresh=3600,retry=300,expire=604800, min=86400
austin.ibm.com nameserver = ausnamel.austin.ibm.com
austin.ibm.com nameserver = bb3names.austin.ibm.com
austin.ibm.com nameserver = benames.austin.ibm.com
austin.ibm.com nameserver = b45names.austin.ibm.com
austin.ibm.com nameserver = bbcnames.austin.ibm.com
austin.ibm.com nameserver = netmail.austin.ibm.com
austin.ibm.com preference = 10, mail exchanger = netmail.austin.ibm.com
austin.ibm.com inet address = 129.35.208.98
ausnamel.austin.ibm.com inet address = 129.35.17.2
bb3names.austin.ibm.com inet address = 129.35.208.99
benames.austin.ibm.com inet address = 9.3.199.2
b45names.austin.ibm.com inet address = 129.35.49.2
bbcnames.austin.ibm.com inet address = 129.35.17.68
netmail.austin.ibm.com inet address = 129.35.208.98

To perform a noninteractive query on host opus, enter:
nslookup opus

The nslookup command responds similarly to the hasi command. The command returns the domain
name and Internet address of host opus, as follows:

Name: opus.austin.ibm.com
Address: 129.35.129.223

If host opus had been a name server (a host running the nhamed daemon with an empty
letc/resolv.conf file), the following information would have been displayed:

Server: loopback
Address: 0.0.0.0

Exit Status

When a lookup request is not successful, the nslookup command returns one of the following error

messages:

Timed Out Indicates the server did not respond to the request after the specified
number of retries.

No Response from Server Indicates that a name server is not running on the server machine.

No Records Indicates the server does not have the resource records of the specified
query type for the host, although the host name is valid.

Non-Existent Domain Indicates the host or domain hame does not exist.

Connection Refused Indicates the connection to the name or finger server could not be
made at the time of the inquiry. This error is typically associated with Is
and finger requests.

Network Is Unreachable Indicates the connection to the name or finger server could not be

made at the time of the inquiry. This error is typically associated with Is
and finger requests.
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Server Failure Indicates the name server encountered an internal inconsistency and
could not return a valid answer.

Refused Indicates the name server refused to service the request.

Format Error Indicates the name server refused the request packet because it was
not in the proper format.

Files

lusr/bin/nslookup Contains the nslookup command.

letc/resolv.conf Contains the initial domain name and nameserver addresses.
$HOME/.nslookuprc Contains the user’s initial options.

HOSTALIASES Contains the host aliases.

LOCALDOMAIN Contains the override default domain.

Related Information
hamersiv command, traceroutd command.

hamed daemon.
m subroutine, m subroutine.
kesalv conl file format for TCP/IP.

[CCP/AP Name Resolution in AIX 5L Version 5.1 System Management Guide: Communications and
Networks.

nsupdate Command

Purpose
Updates a DNS server.

Syntax

nsupdate KeyFile HostName DomainName E
PrimaryName ] [ ktl IPAddress ] [ ksl "CommandString”]

Description

The nsupdate command updates the DNS server. The nsupdate command runs in either interactive
mode or command mode. If a command string is provided, the nsupdate command runs the command
string and then exits. The return code is dependent upon the successfulness of the command string.

The valid internal commands for the command string or interactive modes are:

r Reset update packets. This must be first.

d Delete a record. Following this command are questions for a record type and the value to delete.

a Add a record. Following this command are questions for a record type and the value to add.

n Add a record only if it doesn’t exist yet. Following this command are questions for a record type and the value
to add.

e Add a record only if it already exists. Following this command are questions for a record type and the value to
add.

t Sets the default time to live value for the updated records.

s Signs the update. Depending on if the -a or -g flags were specified, a key will be generated and the update will
be signed.
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Exits the command

O T — < X

Transmit the update packet to the server specified by the -p flag.
Turns on or off verbose mode.

Returns the information passed in by the parameters.

Prints the update packet in record format.

The -g flag allows you to generate a set of keys to distribute to clients for use in secure mode. This flag
takes the hosthame and the primaryname and generates a public and a private key. For secure mode
zone operation, the public is entered into the DNS server’s database for the data to secure and the private
key is placed on the client so that it can update that information at a later time.

The -a flag allows you to enter administrative mode. The zone may be secured by a zone key. This key
gives the user full access to the zone. The -a flag tries to use the zone key for update signatures instead

of the individual records key.

Flags

-a
-d DomainName

-9
-h HostName
-i

-k KeyFile
-p PrimaryName

-q
-r IPAddress

-s "CommandString”

-V
-?

Exit Status

Administrative mode. Attempts to use zone key instead of individual records key.
Specifies the name of the domain to apply the update to. This is used with all
records except PTR records.

Generation mode. Used to generate a key pair for a primary name and a
hostname.

Specifies the name of the record to update. This is used with all records except
PTR records.

Ignores errors and runs all the commands in the string.

Specifies the name of the default keyfile. This is the file for keys.

Specifies the name or IP address of a DNS server. The primary DNS server is
prefered.

Turns off output.

Specifies the IP Address of the record to update. This is used only with PTR
records.

A set of internal commands separated by spaces or colons.

Turns on verbose output.

Command line options list

This command returns the following exit values:

0 Successful completion.
>0 An error occurred.

Security
Access Control: Any User

Example

To initialize a packet, delete all A records for the specified hostname, add an A record for the hostname to
9.3.145.2 association, signed and valid for 300 seconds with a default KEY pad of 3110400, transmit the
packet, and quit, enter: (where ";" is pressing the enter key)

ri;d;as*;aza;9.3.145.2;55;300;3110400;x;q

If any one of the items had failed, a message would be printed. In command line mode, an error would
cause the program to exit and return 1.
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Files

lusr/sbin/nsupdate Contains the nsupdate command.
lusr/sbin/named Contains the DNS server.

Related Information

DHCP Client Configuration Fild

in AIX 5L

[LCP/AP Daemaond in AIX 5L Version 5.1 System Management Guide: Communications and Networks.

nsupdate8 Command

Purpose
Generates a DNS update packet readable by a BIND 8 nameserver.

Syntax
nsupdate8 [ M | [ Ed ] [Filename]

Description

The nsupdate8 command can read from a file specified on the command line, from stdin for pipes or
redirected input from a file, or interactively from a tty. All three methods use the same format specified
below. The input defines a DNS update packet that can be used to update a ZONE. There are two
sections to an update, a prerequisite section and an update section. The DNS name server verifies that all
the prerequisites are true before processing the update section.

Flags
-d Causes nsupdate8 to generate additional debug information about its actions.
-V Tells nsupdate8 to use a virtual circuit (TCP connection), instead of the usual

UDP connection.

The input format is defined as a set of update packets. Each packet is a set of strings terminated with a
newline. The last string in the input stream may end with an EOF. If the stream is to contain multiple
update packets, each packet must be separated from the next packet by a blank line (single newline
character). The semi-colon is used a comment character. Anything after it is ignored and thrown out of the
update packet.

The input format for nsupdate8 is a follows:
section opcode name [ttl] [class] [type] [data]
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This is

section

opcode

name
(tt]]

[class]

[type]

[data]

the general form. Each value of section and opcode modify what is required for later arguments.

Defines the section of the update this record is for. Values are:

prereq Indicates the record is for the prerequisites section.

update Indicates the record is for the update section.
Defines the operation to do with this record.

Values are:
Prerequisite operations:

nxdomain
Indicates that the name should be checked for non-existance. The ttl must be a
non-zero value to indicate for how long it shouldn’t exist. An optional class can be
specified to restrict the search to only that class. The type of T_ANY is used as a
wildcard to match any record type.

nydomain
Indicates that the name should be checked for existance. The ttl must be a non-zero
value to indicate for how long the name should continue to exist. An optional class is
allowed to restrict the search to only that class. The record type is T_NONE. This
forces the check to make sure the name exists.

nxrrset Indicates that the record of a specific type doesn’t exist for the name. An optional
class and ttl are allowed to restrict the search. A type is mandatory.

nyrrset Indicates that the record of a specific type must exist for the name. The ttl and class
are optional to restrict the search. The type and data are mandatory. Data may be a
wild card. If the data is not a wildcard, it must match the format for the type
specified.

Values are:
Update operations:

add Indicates that the record should be added to the zone. The type and data are
mandatory. Wildcards are not allowed as data. The ttl is mandatory and must be
non-zero. The class is optional.

delete Indicates that the record should be deleted from the zone. The type and data are
optional. A wildcard is allowed for data. data defaults to the NULL string and type
defaults to T_ANY. ttl and class are optional. If ttl is specified, it is reset to 0.

The name of the DNS entry that one is testing or modifying.

Optional time-to-live for the record being added. In some forms, this is not optional.

Class of the record to be added to the zone. Values are IN, HESIOD, and CHAQOS. The

default for all messages is IN.

The type of the record to be added to or checked against the zone. Values are A, NS,

CNAME, SOA, MB, MR, NULL, WKS, PTR, HINFO, MINFO, MX, TXT, RP, AFSDB, X25,

ISDN, RT, NSAP, NSAP_PTR, PX, and LOC. NOTE: The CNAME type may only be added

with TSIG and TKEY records which are not currently supported in BIND 8.

The data to be added or checked against the zone. The data should be valid for the specified

type and in the DOMAIN data file format of a DNS server zone file. For prerequisite checking,

an asterik (*) is used to match any value. This can also be used to delete all records of a

particular type.

Here are the specific format cases:

prereq
prereq
prereq
prereq
update
update

nxdomain <name> <ttl != 0> [class]

nydomain <name ttl != 0> [class]

nxrrset <name> [tt1] [class] <type>

nyrrset <name> [tt1] [class] <type> <data>
delete <name> [tt1] [class] [type] [data]
add <name> <ttl != 0> [class] <type> <data>
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Diagnostics
Messages indicating the different actions done and/or problems encountered by the program.

Related Information
The m command, hamed command,.

The hamed_cont file format, DOMAIN Cachd file format, DOMAIN Datd file format, DOMAIN Reversd
Datd file format, DOMAIN Local Datd file format, file format.

ILCP/P Name Resalutiod and CCP/P Daemond in AIX 5L Version 5.1 System Management Guide:

Communications and Networks.

Configuring Name Servers and Planning for DOMAIN Name Resalutiod in AIX 5L Version 5.1 System

Management Guide: Communications and Networks.

ntpdate Command

Purpose

Sets the date and time using the Network Time Protocol (NTP). This command only applies to AIX 4.2 or
later.

Syntax

ntpdate [ [H 1 kd ;1 Ed 11 Ed [ FaKeyid ][ le_AuthenticationDela)} 1| Bk KeyFild 1|
fo Versiod || kp_Sampled |[ B _TimeOut 1Gerver ]

Description

The ntpdate command sets the local date and time by polling the NTP servers specified to determine the
correct time. It obtains a number of samples from each server specified and applies the standard NTP
clock filter and selection algorithms to select the best of the samples.

The ntpdate command makes time adjustments in one of the following ways:

 If it determines that the clock is off by more than 0.5 seconds, it steps the clock’s time by calling the
settimeofday subroutine. This is the preferred method at boot time.

+ If it determines that the clock is off by less than 0.5 seconds, it slews the clock’s time by calling the
adjtime subroutine with the offset. This method tends to keep a badly drifting clock more accurate,
though at some expense to stability. When running the ntpdate command on a regular basis from the
cron command instead of running a daemon, doing so once every hour or two results in precise
enough timekeeping to avoid stepping the clock.

Notes:

1. The ntpdate command’s reliability and precision improves dramatically with a greater number
of servers. Although you can use a single server, you obtain better performance by providing at
least three or four servers.

2. If an NTP server daemon like the xntpd daemon is running on the same host, the ntpdate
command will decline to set the date.

3. You must have root authority on the local host to run this command.

Flags
-a Keyid Authenticate all packets using Keyid.
-b Step the clock’s time by calling the settimeofday subroutine.
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-d Specifies debug mode. Determines what results the ntpdate command produces
without actually doing them. The results appear on the screen. This flag uses
unprivileged ports.

-e AuthenticationDelay Specifies the amount of time in seconds to delay the authentication processing.

-k KeyfFile Specifies a different name for the file containing the keys when not using the
default /etc/ntp.keys file. See ... for the description of the KeyFile.

-0 Version Specifies the NTP version implementation to use when polling its outgoing
packets. The values for Version can be 1, 2 or 3. The default is 3.

-p Samples Specifies the number of samples to acquire from each server. The values for
Samples can be between 1 and 8 inclusive. The default is 4.

-S Specifies the use of the syslog facility to log actions instead of using standard
output. Useful when running the ntpdate command with the eron command.

-t TimeOut Specifies the amount of time to wait for a response. The value given for TimeOut
is rounded to a multiple of 0.2 seconds. The default is 1 second.

-u Specifies the use of an unprivileged port to send the packets from. Useful when

you are behind a firewall that blocks incoming traffic to privileged ports, and you
want to synchronize with hosts beyond the firewall. A firewall is a system or
machine that controls the access from outside networks to a private network.

Parameters

Server ... Specifies the servers to poll.

Exit Status

This command returns the following exit values:

0 Successful completion.
>0 An error occurred.

Security
Access Control: You must have root authority to run this command.

Auditing Events: N/A

Examples
To set the local date and time by polling the NTP servers at address 9.3.149.107, enter:
/usr/sbin/ntpdate 9.3.149.107

Output similar to the following appears:

28 Feb 12:09:13 ntpdate [18450]: step time server 9.3.149.107
offset 38.417792 sec

Files
lusr/sbin/ntpdate Contains the ntpdate command.
letc/ntp.keys Contains the default key file.

Related Information
Commands: htpg, hiptrace, kntpdd

Daemons: m
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ntpq Command

Purpose

Starts the standard Network Time Protocol (NTP) query program. This command only applies to AIX 4.2 or
later.

Syntax
ntpq [H1[ ] [Ed ][ Ee_SubCommand | [ Host_] ]

Description

The ntpg command queries the NTP servers running on the hosts specified which implement the
recommended NTP mode 6 control message format about current state and can request changes in that
state. It runs either in interactive mode or by using command-line arguments. You can make requests to
read and write arbitrary variables, and raw and formatted output options are available. The ntpq command
can also obtain and print a list of peers in a common format by sending multiple queries to the server.

If you enter the ntpq command with one or more flags, the NTP servers running on each of the hosts
specified (or defaults to local host) receive each request. If you do not enter any flags, the ntpq command
tries to read commands from standard input and run them on the NTP server running on the first host
specified or on the local host by default. It prompts for subcommands if standard input is the terminal.

The ntpg command uses NTP mode 6 packets to communicate with the NTP server and can query any
compatible server on the network which permits it.

The ntpg command makes one attempt to retransmit requests, and will time-out requests if the remote
host does not respond within a suitable time.

Specifying a flag other than -i or -n sends the queries to the specified hosts immediately. Otherwise, the
ntpg command attempts to read interactive format subcommands from standard input.

Flags

-¢c SubCommand Specifies an interactive format command. This flag adds SubCommand to the list of
commands to run on the specified hosts. You can enter multiple -c flags.

-i Specifies interactive mode. Standard output displays prompts and standard input reads
commands.

-n Displays all host addresses in dotted decimal format (x.x.x.x) rather than the canonical host
names.

-p Displays a list of the peers known to the server and a summary of their state. Same as
using the peers subcommand.

Parameters

Host ... Specifies the hosts.

Exit Status

This command returns the following exit values:

0 Successful completion.
>0 An error occurred.
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Security
Access Control: You must be part of the system group to run this command.

Auditing Events: N/A

Examples
1. To start the Network Time Protocol query program in interactive mode, enter:
ntpq -i

2. To add a time interval of 1000 milliseconds to timestamps, enter:
ntpg -c "delay 1000"

ntpq Internal Subcommands
The following subcommands can only be used while running the ntpq query program.

Interactive Format Subcommands
Interactive format subcommands consist of a keyword followed by zero to four arguments. You only need

to type enough characters of the full keyword to uniquely identify the subcommand. The output of a
subcommand goes to standard output, but you can redirect the output of individual subcommands to a file
by appending a greater-than sign (>), followed by a file name, to the command line.

Some interactive format subcommands run entirely within the ntpq query program and do not result in
sending NTP mode 6 requests to a server.

The data carried by NTP mode 6 messages consists of a list of items of the form:

Variable=Value

where Value is ignored, and can be omitted, in requests to the server to read variables. The ntpq query
program maintains an internal list where data to be included in control messages can be assembled and
sent using the readlist and writelist control message subcommands.

? [ SubCommand ] Displays command usage information. When used without SubCommand,
displays a list of all the ntpq command keywords. When used with
SubCommand, displays function and usage information about the subcommand.

addvars Variable [ =Value1[,...] Specifies the variables and their optional values to be added to the internal data
list. If adding more than one variable, the list must be separated by commas and
not contain spaces.

authenticate yes | no Specifies whether to send authentication with all requests or not. Normally the
ntpq query program does not authenticate requests unless they are write
requests.

clearvars Removes all variables from the internal data list.

cooked Displays all results received from the remote server reformatted. A trailing
question mark (?) marks variables that do not have decodeable values.

debug more | less | off Turns the ntpq query program debugging on or off. The more and less options

control the verbosity of the output. If you enter this subcommand without an
argument, it prints the current setting for this subcommand.

delay MilliSeconds Specifies the time interval to add to timestamps included in requests which
require authentication. This subcommand enables unreliable server
reconfiguration over long delay network paths or between machines whose clocks
are unsynchronized. If you enter this subcommand without an argument, it prints
the current setting for this subcommand.

host HostName Specifies the host to send queries to. HostName may be either a host name or a
numeric address. If you enter this subcommand without an argument, it prints the
current setting for this subcommand.
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hostnames yes | no Specifies whether to output the host name (yes) or the numeric address (no).
Defaults to yes unless the -n flag is used. If you enter this subcommand without
an argument, it prints the current setting for this subcommand.

keyid Number Specifies the server key number to use to authenticate configuration requests. If
you enter this subcommand without an argument, it prints the current setting for
this subcommand.

ntpversion 1123 Specifies the NTP version implementation to use when polling its packets. The
default is 3. If you enter this subcommand without an argument, it prints the
current setting for this subcommand.

Note: Mode 6 control messages and modes did not exist in NTP version 1.

passwd Prompts you to type in the NTP server authentication password to use to
authenticate configuration requests.

quit Exits the ntpq query program.

raw Displays all results received from the remote server without formatting. Only

transforms non-ascii characters into printable form.

rmvars Variable [ =Value ][ ,... ] Specifies the variables and their optional values to be removed from the internal
data list. If removing more than one variable, the list must be separated by
commas and not contain spaces.

timeout MilliSeconds Specifies the time-out period for responses to server queries. The default is 5000
milliseconds. If you enter this subcommand without an argument, it prints the
current setting for this subcommand.

Note: Since ntpq query program retries each query once after a time-out,
the total waiting time for a time-out is twice the time-out value set.

Control Message Subcommands
Each peer known to an NTP server has a 16 bit integer association identifier assigned to it. NTP control

messages which carry peer variables must identify the peer that the values correspond to by including its
association ID. An association ID of 0 is special and indicates the variables are system variables whose
names are drawn from a separate name space.

The ntpq control message subcommands result in one or more NTP mode 6 messages sent to the server,
and outputs the data returned in some format. Most subcommands currently implemented send a single
message and expect a single response. The current exceptions are the peers subcommand, which sends
a preprogrammed series of messages to obtain the data it needs, and the mreadlist and mreadvar
subcommands, which iterate over a range of associations.

associations Obtains and prints a list of association identifiers and peer statuses for in-spec
peers of the server being queried. The list is printed in columns. The first column
contains the index numbering the associations from 1 for internal use. The
second column contains the actual association identifier returned by the server.
The third column contains the status word for the peer. The rest of the columns
contain data decoded from the status word.

Note: The data returned by the associations subcommand is cached
internally in the ntpq query program. When dealing with servers that use
difficult association identifiers, use the index as an argument, in the form
&index, as an alternative to the association identifier.

clockvar [ AssocID ] [ Variable [ Displays a list of the server’s clock variables. Servers which have a radio clock or

=Value], ... ] other external synchronization respond positively to this. To request the system

or clock variables, leave AssoclID blank or enter 0. If the server treats clocks as

cv [ AssocID ][ Variable [ =Value  pseudo-peers and can possibly have more than one clock connected at once,

], ] referencing the appropriate peer association ID shows the variables of a particular
clock. Omitting the variable list causes the server to return a default variable
display.
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lassociations

Ipassociations

Ipeers

mreadvar AssoclD AssoclD |
Variable [ =Value ], ... ]

or
mrv AssoclD AssoclD [ Variable [
=Value], ... ]

mreadlist AssoclD AssoclD

or

mrl AssoclD AssoclD

opeers

passociations

Displays a list of association identifiers and peer statuses for all associations for
which the server is maintaining state. This subcommand differs from the
associations subcommand only for servers which retain state for out-of-spec
client associations.

Displays data for all associations, including out-of-spec client associations, from
the internally cached list of associations.

Displays a summary of all associations the server maintains state for Similar to
the peers subcommand. This may produce a longer list of peers from out-of-spec
client servers.

Displays the values of the specified peer variables for each server in the range of
given nonzero association IDs. The association list cached by the most recent
associations command determines the range.

Displays the values of the specified peer variables in the internal variable list for
each server in the range of given nonzero association IDs. The association list
cached by the most recent associations command determines the range.

An old form of the peers subcommand. Replaces the reference ID with the local
interface address.

Displays association data concerning in-spec peers from the internally cached list
of associations. This subcommand works like the associations subcommand
except that it displays the internally stored data rather than making a new query.
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peers

pstatus AssoclD

readlist [ AssociD ]
or
rl [ AssocID ]

readvar [ AssocID | [ Variable [
=Value], ... ]

or

rv [ AssoclD | [ Variable [ =Value ],
e ]

writevar [ AssocID ] [ Variable |
=Value ], ... ]

writelist [ AssocID ]

Displays a list of in-spec peers of the server and a summary of each peer’s state.
Summary information includes:

» address of the remote peer,
» reference ID (0.0.0.0 for an unknown reference ID),

» the stratum of the remote peer (a stratum of 16 indicates the remote peer is
unsynchronized),

» type of the peer (local, unicast, multicast or broadcast),

» time the last packet was received, the polling interval (seconds),

 the polling interval (seconds),

 the reachability register (octal), and

» the current estimated delay, offset and dispersion of the peer (seconds).

The character in the left margin indicates the fate of this peer in the clock
selection process:

space discarded due to high stratum and/or failed sanity checks.
X designated falseticker by the intersection algorithm.
culled from the end of the candidate list.

- discarded by the clustering algorithm.

+ included in the final selection set.

# selected for synchronization but distance exceeds maximum.
* selected for synchronization.

o selected for synchronization, pps signal in use.

The contents of the host field may be a host name, an IP address, a reference
clock implementation name with its parameter or REFCLK(/mplementationNumber
, Parameter). Only IP addresses display when using hostnames no.

Notes:

1. The peers subcommand depends on the ability to parse the values in
the responses it gets. It may fail to work from time to time with servers
that poorly control the data formats.

2. The peers subcommand is non-atomic and may occasionally result in
spurious error messages about invalid associations occurring and
terminating the command.

Displays the names and values of the peer variables of the server with the given
association by sending a read status request. The output displays the header
preceding the variables, both in hexidecimal and in English.

Displays the values of the peer variables in the internal variable list of the server
with the given association. To request the system variables, leave Assoc/D blank
or enter 0. If the internal variable list is empty, the server returns a default
variable display.

Displays the values of the specified peer variables of the server with the given
association by sending a read variables request. To request the system variables,
leave AssoclD blank or enter 0. Omitting the variable list causes the server to
return a default variable display.

Writes the values of the specified peer variables to the server with the given
association by sending a write variables request.

Writes the values of the peer variables in the internal variable list of the server
with the given association.
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Files

lusr/sbin/ntpq Contains the ntpq command.

Related Information
Commands: hipdate, tptracd, kntpdd

Daemons: m

ntptrace Command

Purpose

Traces a chain of Network Time Protocol (NTP) hosts back to their master time source. This command

only applies to AIX 4.2 or later.

Syntax
ntptrace [ Id 1 [ Id | [B ] [ ERetried | [ B TimeOul | [ [Senel |

Description

The ntptrace command determines where a given NTP server gets its time, and follows the chain of NTP

servers back to their master time source. For example, stratum O server.

Flags

-d Turns on debugging output.

-n Outputs host IP addresses instead of host names.

-r Retries Specifies the number of retransmission attempts for each host. The default is 5.
-t TimeOut Specifies the retransmission timeout in seconds. The default is 2 seconds.

-V Specifies verbose mode.

Parameters

Server Specifies the server. The default is the local host.

Exit Status

This command returns the following exit values:

0 Successful completion.
>0 An error occurred.

Security
Access Control: You must be part of the system group to run this command.

Auditing Events: N/A

Examples
To trace where the local host NTP server gets its time from, enter:

ntptrace
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Output similar to the following appears:

localhost: stratum 4, offset 0.0019529, synch distance 0.144135
server2.bozo.com: stratum 2, offset 0.0124263, synch distance 0.115784
usndh.edu: stratum 1, offset 0.0019298, synch distance 0.011993, refid
"WWVB'

On each line, the fields are:
1. the host’s stratum,

2. the time offset between that host and the local host, as measured by the ntptrace command, (this is
why it is not always zero for localhost).

3. the host’s synchronization distance, which is a measure of the quality of the clock’s time, and
4. the reference clock ID This only applies to stratum-1 servers.

All times are given in seconds.

Files

/usr/sbin/ntptrace Contains the ntptrace command.

Related Information
Commands: hipq, htpdatel, kntpdd

Daemons: m

ntsc Command

Purpose

Enables or disables NTSC (National Television Standards Committee) video output of the G10 Graphics
with Motion Video Adapter.

Syntax
ntsc [ Bd ][ on | off ]

Description

The ntsc command enables or disables the NTSC video output of the G10 Graphics with Motion Video
Adapter. When the NTSC video output is enabled, the same image displayed on LCD and/or CRT is
displayed on NTSC video output. While video capture or playback application is running, the ntsc
command can not enable NTSC video output. If on or off parameter is not specified, the ntsc command
usage is displayed.

Flags

-V Displays the result of the action taken.

Parameters

on Enables NTSC video output, if a video capture or playback application is not running.
off Disables NTSC video output.

192 Commands Reference, Volume 4


../../cmds/aixcmds6/xntpdc.htm#HDRMJCANFAMART
../../cmds/aixcmds6/xntpd.htm#HDRKBCAN17MART

Security
Access Control: Any User

Auditing Events: N/A

Examples
1. To enable NTSC video output, enter:
ntsc on

2. To disable NTSC video output with result message, enter:
ntsc -v off

Something similar to the following displays:
ntsc off succeeded

Files

/usr/bin/ntsc Contains the ntsc command.

nulladm Command

Purpose
Creates active accounting data files.

Syntax

lusr/sbin/acct/nulladm [ File ... ]

Description

The nulladm command creates the file specified by the File parameter, gives read (r) and write (w)
permission to the file owner, and group and read (r) permission to other users, and ensures that the file
owner and group are adm. Various accounting shell procedures call the nulladm command. A user with
administrative authority can use this command to set up the active data files, such as the /var/adm/wtmp
file.

Note: You should not share accounting files among nodes in a distributed environment. Each node
should have its own copy of the various accounting files.

Security

Access Control: This command should grant execute (x) access only to members of the adm group.
Files

lusr/sbin/acct Contains the accounting commands.

Ivar/adm/acct/sum Contains accounting data files.

Related Information
The m command, M command.

Accounting Querviewl in AIX 5L Version 5.1 System Management Guide: Operating System and Devices.
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Betting Up an Accounting Systeml in AIX 5L Version 5.1 System Management Guide: Operating System
and Devices.

Monitoring and Tuning Commands and Subroutined in AIX 5L Version 5.1 Performance Management
Guide.

number Command

Purpose
Displays the written form of a number.

Syntax

number

Description
The number command translates the numerical representation of an entered number to the written form.
The largest number it can translate accurately contains 66 digits. For example:

12345678

twelve million.

three hundred forty five thousand.
six hundred seventy eight.

In the above example, you entered 12345678 and the computer translated it to twelve million three
hundred forty five thousand six hundred seventy eight.

The number command does not prompt you for a number. Once started, it simply waits for input. To exit
the program, press the Interrupt (Ctrl-C) or End Of File (Ctrl-D) key sequence.

Files

lusr/games Contains the system games.

Related Information

The lrithmetid command, bacl command, bj command, krapd command, fisH command, Eartund
command, hangmar command, lmad command, fuid command, il command, kurnafl command, furnon
command, lxump command.

od Command

Purpose
Displays files in a specified format.

Syntax

To Display_Files Using a Ty&tle-String to Format the Output
od[ kd ][ EA AddressBase 1] Ccount 1[ B Skip 11 W TypeString ... 11 File ... ]

To Display_a File UsinI% Flaﬁ to Format the Qutput

od[ k[ B[ g [ [[E[Ed[lﬁlémnmﬁﬁnﬂnﬂn
Wy AyrAr BBy g My Ry M Ny R NT T File ]
[[+] Offset] .|l b |1 B][+] Label[ .| b | B1]]
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Description

The od command displays the file specified by the File parameter in the format specified. If the File
parameter is not given, the od command reads standard input. Multiple types can be specified by using
multiple -bcCDdFfOoSstvXx options.

In the first syntax format, the output format is specified by the -t flag. If no format type is specified, -t 02 is
the default.

In the second syntax format, the output format is specified by a combination of flags. The Offset parameter
specifies the point in the file where the file output begins. By default, the Offset parameter is interpreted as
octal bytes. If the . (dot) suffix is appended, the parameter is interpreted as a decimal; if the parameter
begins with a leading x or 0x, it is treated as a hexadecimal. If the b suffix is added to the parameter, it is
interpreted in blocks of 512 bytes; if the B suffix is added to the parameter, it is interpreted in blocks of
1024 bytes.

The Label parameter is interpreted as a pseudo-address for the first byte displayed. If used, it is given in (
) (parentheses) following the Offset parameter. The suffixes have the same meanings as for the Offset
parameter.

When the od command reads standard input, the Offset parameter and the Label parameter must be
preceded by a + (plus sign).

The setting of environment variables such as LANG and LC_ALL affects the operation of the od

command. See [lUnderstanding | ocale Environment Variables'l in AIX 5L Version 5.1 System Management

Guide: Operating System and Devices for more information.

Flags
The flags for the first format are:
-A AddressBase Specifies the input offset base. The AddressBase variable is one of the following
characters:
d Offset base is written in decimal.
o Offset base is written in octal.
X Offset base is written in hexadecimal.
n Offset base is not displayed.

Unless -A n is specified, the output line will be preceded by the input offset, cumulative
across input files, of the next byte to be written. In addition, the offset of the byte
following the last byte written will be displayed after all the input data has been
processed. Without the -A address_base option and the [offset_string] operand, the input
offset base is displayed in octal.

-j Skip Jumps over the number of bytes given by the Skip variable before beginning to display
output. If more than one file is specified, the od command jumps over the designated
number of bytes of the concatenated input files before displaying output. If the combined
input is not at least the length of the skip bytes, the od command will write a diagnostic
message to standard error and exit non-zero status.

By default, the value of the Skip variable is interpreted as a decimal number. With a
leading Ox or OX, the offset is interpreted as a hexadecimal number; otherwise, with a
leading 0, the offset shall be interpreted as an octal number. If the characters b, k, or m
are appended to the number contained by the Skip variable, the offset is equal to the
value, in bytes, of the Skip variable multiplied by 512, 1024, or 1024*1024, respectively.
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-N Count Formats no more than the number of input bytes specified by the Count variable. By
default, the value of the Count variable is interpreted as a decimal number. With a
leading Ox or 0X, it is treated as a hexadecimal number. If it begins with a 0, it is treated
as an octal number. The base of the address displayed is not implied by the base of the
Count option-argument.

-t TypeString Specifies the output type. The TypeString variable is a string specifying the types to be
used when writing out data. Multiple types can be concatenated within the same
TypeString variable, and the -t flag can be specified more than once. Output lines are
written for each type specified, in the order in which the type specification characters are
given. The TypeString variable can consist of the following characters:

a
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Displays bytes as named characters. Bytes with the least seven bits in the
range of 0 through 01777 are written using the corresponding names for those
characters.

Displays bytes as characters. The number of bytes transformed by the ¢ type
string is determined by the LC_CTYPE local category. Printable multibyte
characters are written in the area corresponding to the first byte of the
character; the two character sequence ** is written in the area corresponding to
each remaining byte in the character, as an indication that the character is
continued. The following nongraphic characters are used as C-language escape
sequences:

\ Backslash

\a Alert

\b  Backspace

\f Form-feed

\n New-Tine character

\0  Null
\r Carriage return
\t Tab

\v  Vertical tab

Displays bytes as signed decimals. By default, the od command transforms the
corresponding number of bytes in the C-language type int. The d type string
can be followed by an unsigned decimal integer that specifies the number of
bytes to be transformed by each instance of the output type.

An optional C, I, L, or S character can be appended to the d option, indicating
that the conversion should be applied to an item of type char, int, long, or
short, respectively.

Displays bytes as floating points. By default, the od command transforms the
corresponding number of bytes in the C-language type double. The f type
string can be followed by an unsigned decimal integer that specifies the number
of bytes to be transformed by each instance of the output type.

An optional F, D, or L character can be appended to the f option, indicating that
the conversion should be applied to an item of type float, double, or long
double, respectively.

Displays bytes as octals. By default, the od command transforms the
corresponding number of bytes in the C-language type int. The o type string
can be followed by an unsigned decimal integer that specifies the number of
bytes to be transformed by each instance of the output type.

An optional C, I, L, or S character can be appended to the o option, indicating
that the conversion should be applied to an item of type char, int, long, or
short, respectively.



u Display bytes as unsigned decimal. By default, the od command transforms the
corresponding number of bytes in the C-language type int. The u type string
can be followed by an unsigned decimal integer that specifies the number of
bytes to be transformed by each instance of the output type.

An optional C, I, L, or S character can be appended to the u option, indicating
that the conversion should be applied to an item of type char, int, long, or
short, respectively.

X Display bytes as hexadecimal. By default, the od command transforms the
corresponding number of bytes in the C-language type int. The x type string
can be followed by an unsigned decimal integer that specifies the number of
bytes to be transformed by each instance of the output type.

An optional C, I, L, or S character can be appended to the x option, indicating
that the conversion should be applied to an item of type char, int, long, or
short, respectively.

The flags for the second format are:

-a

-0

-p
-P
=S

Displays bytes as characters and displays them with their ASCII names. If the -p flag is also given, bytes
with even parity are underlined. The -P flag causes bytes with odd parity to be underlined. Otherwise, parity
is ignored.

Displays bytes as octal values.

Displays bytes as ASCII characters. The following nongraphic characters appear as C-language escape

sequences:

\ Backslash

\a Alert

\b  Backspace

\f Form-feed

\n New-Tine character
\0 Null

\r Carriage return

\t Tab

\v Vertical tab

Others appear as three-digit octal numbers.

Displays extended characters as standard printable ASCII characters (using the appropriate character
escape string) and displays multibyte characters in hexadecimal form.
Displays 16-bit words as unsigned decimal values.

Displays long words as unsigned decimal values.

Displays long words as double-precision, floating point. (same as the -F flag)
Displays long words as floating points.

Displays long words as double-precision, floating point. (same as the -e flag)
Displays 16-bit words as unsigned hexadecimal.

Displays long words as unsigned hexadecimal values.

Displays 16-bit words as signed decimal.

(Uppercase i) Displays long words as signed decimal values.

(Lowercase L) Displays long words as signed decimal values.

Displays long words as signed decimal values.

Note: The flags -l (uppercase i), -l (lowercase L), and -L are identical.

Displays 16-bit words as unsigned octal.
Displays long words as unsigned octal values.
Indicates even parity on -a conversion.
Indicates odd parity on -a conversion.

Displays 16-bit words as signed decimal values.
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-S[N] Searches for strings of characters ending with a null byte. The N variable specifies the minimum length

string to be recognized. If the N variable is omitted, the minimum length defaults to 3 characters.

The -v flag is the same for both formats:

-v Writes all input data. By default, output lines that are identical to the immediately preceding output lines
are not printed, but are replaced with a line containing only an * (asterisk). When the -v flag is specified,
all the lines are printed.

-w [N] Specifies the number of input bytes to be interpreted and displayed on each output line. If the -w flag is
not specified, 16 bytes are read for each display line. If the -w flag is specified without the N variable, 32
bytes are read for each display line. The maximum input value is 4096 bytes. Input values greater than
4096 bytes will be reassigned the maximum value.

-X Displays 16-bit words as hexadecimal values.

-X Displays long words as unsigned hexadecimal values. (same as the -H flag)

Exit Status

This command returns the following exit values:

0 All input files were processed successfully.
>0 An error occurred.
Examples
1. To display a file in octal, a page at a time, enter:
od a.out | pg
This command displays the a.out file in octal format and pipes the output through the pg command.
2. To translate a file into several formats at once, enter:
od -t cx a.out > a.xcd
This command writes the contents of the a.out file, in hexadecimal format ( E) and character format (
B), into the a.xcd file.
3. To start displaying a file in the middle (using the first syntax format), enter:
od -t acx -j 100 a.out
This command displays the a.out file in named character ( B), character ( H), and hexadecimal ( i)
formats, starting from the 100th byte.
4. To start in the middle of a file (using the second syntax format), enter:
od -bcx a.out +100.
This displays the a.out file in octal-byte ( E), character ( E), and hexadecimal (E) formats, starting
from the 100th byte. The . (period) after the offset makes it a decimal number. Without the period, the
output would start from the 64th (100 octal) byte.
Files
lusr/bin/od Contains the od command.

Related Information
The dbX command, E command.
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odmadd Command

Purpose
Adds objects to created object classes.

Syntax
odmadd [ /nputFile ... ]

Description

The odmadd command takes as input one or more InputFile files and adds objects to object classes with
data found in the stanza files. Each InputFile file is an ASCII file containing the data that describes the
objects to be added to object classes. If no file is specified, input is taken from stdin (standard input).

The classes to be added to are specified in the ASCII input file. The file is in the following general format:

classlname:
descriptorlname
descriptor2name
descriptor3name

descriptorlvalue
descriptor2value
descriptor3value

class2name:
descriptordname

descriptordvalue

The input file can contain the \ (backslash), which is handled as it is in C language. String and method
values in the input file must be enclosed in " " (double-quotation marks). A descriptor value can span more
than one line.

Examples

An ASCII input file used by the odmadd command looks like the following:
Fictional_Characters:

Story_Star = "Cinderella"
Birthday = "Once upon a time"
Age =19

Friends_of = Cinderella
Enemies_of = "Cinderella"

Friend_Table:
Friend_of
Friend

"Cinderella"
"Fairy godmother"

Friend Table:
Friend_of
Friend

"Cinderella"
"Mice"

Enemy_Table:
Enemy_of
Enemy

"Cinderella"
"Wicked sisters"

Enemy_Table:
Enemy of
Enemy

"Cinderella"
"Mean stepmother"
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If the preceding file is named NewObjects, the following command adds the objects to existing object
classes:

odmadd NewObjects

See ODM Example Code and Qutput'l in AIX 5L Version 5.1 General Programming Concepts: Writing and

Debugging Programs for another example of an ASCII file that can be input with the odmadd command.

Related Information
Qhject Data Manager (ODM) Querview for Programmerd in AIX 5L Version 5.1 General Programming

Concepts: Writing and Debugging Programs.

The m subroutine.

List of QDM Commands and Subroutines in AIX 5L Version 5.1 General Programming Concepts: Writing
and Debugging Programs.

Understanding QDM Qbject Classes and Qhjectd in AIX 5L Version 5.1 General Programming Concepts:

Writing and Debugging Programs.

How ta Create an Qbject Clasd in AIX 5L Version 5.1 General Programming Concepts: Writing and

Debugging Programs.

How ta Add Qbjects ta an Ohject Clasd in AIX 5L Version 5.1 General Programming Concepts: Writing and

Debugging Programs.

How ta Store Qbject Classes and Qbjectd in AIX 5L Version 5.1 General Programming Concepts: Writing

and Debugging Programs.

odmchange Command

Purpose
Changes the contents of a selected object in the specified object class.

Syntax
odmchange Ed ObjectClass [ kg Criteria] [ InputFile]

Description

The odmchange command, given the object class to modify, the search criteria, and the new object (only
for attributes that need to change), modifies all objects that satisfy the search criteria. The InputFile file
has the same format as the InputFile file (the ASCII input file) for the lbdmadd command.

Flags
-0 ObjectClass Specifies the object class to modify.
-q Criteria Specifies the criteria used to select objects from the object class. For information on

qualifying criteria, see [Understanding ODM Object Searches’ in AIX 5L Version 5.1

General Programming Concepts: Writing and Debugging Programs. If no criteria are
specified (no -q flag), all object entries in the object class are changed.

Related Information
Qbject Data Manager (QDM) Qverview far Programmerd in AIX 5L Version 5.1 General Programming

Concepts: Writing and Debugging Programs.
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Object Data Manager (ODM) Overview for Programmers in AIX 5L Version 5.1 General Programming
Concepts: Writing and Debugging Programs.

The command.

The lodm_change_obj subroutine.
Understanding QDM Descriptord in AIX 5L Version 5.1 General Programming Concepts: Writing and

Debugging Programs.

List of ODM Commands and Subroutined in AIX 5L Version 5.1 General Programming Concepts: Writing
and Debugging Programs.

QDM Example Code and Qutpud in AIX 5L Version 5.1 General Programming Concepts: Writing and

Debugging Programs.

odmcreate Command

Purpose

Produces the .c (source) and .h (include) files necessary for ODM application development and creates
empty object classes.

Syntax
odmcreate | E 11 K41 B ClassDescriptionFile

Description

The odmcreate command is the ODM class compiler. The command takes as input an ASCII file that
describes the objects a user wishes to use in a specific application. The odmcreate command can create
empty object classes as part of its execution.

The output of the odmcreate command is a .h file (an include file) that contains the C language definitions
for the object classes defined in the ASCII ClassDescriptionFile file. The resulting include file is used by
the application for accessing objects stored in ODM. The odmcreate command also produces a .c file that
must be compiled and bound in with the application. The .c file contains structures and definitions that are
used internally by ODM at run time.

The ClassDescriptionFile parameter specifies an ASCII file that contains descriptions of one or more object
classes. The general syntax for the ClassDescriptionFile parameter is as follows:

file : classes

classes : class | classes class

class : head body tail

head : struct ClassName {

tail 0}

body : elements

elements : elements | elements element
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element :char DescriptorName [ DescriptorSize ];
vchar DescriptorName [ DescriptorSize 1;
binary DescriptorName [ DescriptorSize 1;
short DescriptorName ;
long DescriptorName ;
long64 or int64 or ODM_LONG_LONG DescriptorName ;
method DescriptorName ;

link StdClassName StdClassName ColName DescriptorName ;

The default suffix for a ClassDescriptionFile file is .cre. If no suffix is specified on the odmcreate
command, then a .cre suffix is appended. The file can have C language comments if run with the -p flag,
and can include #define and #include lines that can be preprocessed if the -p flag is used to run the C
language preprocessor on the file.

Note: ODM data bases are 32-bit data bases. The long type, when used in the class description file
is a 32-bit data item. The long64 or int64 type, when used in the class description file is a 64-bit data
item. The generated files will function the same for both 32- and 64-bit applications.

Flags

-C Creates empty object classes only; does not generate the C language .h and .c files.
-h Generates the .c and .h files only; does not create empty classes.
-p Runs the C language preprocessor on the ClassDescriptionFile file.

Example

Assuming that a ClassDescriptionFile file named FileName.cre exists, the following command creates
object classes:

odmcreate FileName.cre

Below is the FileName.cre source file and the resulting .h file:

/* This is an example odmcreate input file %/
/* FileName.cre */

class Class2 {

char keys[32];
method card;
long cash;
}s

class TstObj {
long a;
char b[80];
link Class2 Class2 card Class2Ln;
}s

/* End of FileName.cre x/
/* This is the generated header file FileName.h */
#include <odmi.h>

struct Class2 {
long _id; /* unique object id within object class */
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long _reserved; /* reserved field */
long _scratch; /* extra field for application use */
char keys[32];
char card[256]; /* method */
long cash;
bs
#define Class2_Descs 3

extern struct Class Class2_CLASS[];
#define get Class2 list (a,b,c,d,e) (struct Class2 = ) odm _get list (a,b,c,d,e)

struct TstObj {
long _id; /* unique object id within object class */
long _reserved; /* reserved field */
long _scratch; /* extra field for application use */
long a;
char b[80];
struct Class2 *Class2Ln; /% link */
struct objlistinfo *Class2Ln_info; /* Tink */
char Class2Ln_Lvalue[256]; /* link */
}s
#define TstObj_Descs 3

extern struct Class TstObj CLASS[];
#define get_TstObj list (a,b,c,d,e) (struct TstObj * ) odm_get_list (a,b,c,d,e)

/* End of generated header file FileName.h =/

See 'ODM Example Cade and Qutput'l in AIX 5L Version 5.1 General Programming Concepts: Writing and

Debugging Programs for another example of a ClassDescriptionFile parameter and the resulting .h file.

Related Information
Dbject Data Manager (ODM) Overviewl in AIX 5L Version 5.1 General Programming Concepts: Writing and

Debugging Programs.

The lodm_create clasd subroutine.

List of ODM Commands and Subroutined in AIX 5L Version 5.1 General Programming Concepts: Writing
and Debugging Programs.

Understanding ODM Object Classes and Objectd in AIX 5L Version 5.1 General Programming Concepts:
Writing and Debugging Programs.

Understanding ODM Descriptord in AIX 5L Version 5.1 General Programming Concepts: Writing and
Debugging Programs.

How to Create an Qbject Clasd in AIX 5L Version 5.1 General Programming Concepts: Writing and

Debugging Programs.

How to Add Qbjects to an Qbject Clasd in AIX 5L Version 5.1 General Programming Concepts: Writing and

Debugging Programs.

How to Store Qbject Classes and Qbjectd in AIX 5L Version 5.1 General Programming Concepts: Writing

and Debugging Programs.

odmdelete Command

Purpose
Deletes selected objects from a specified object class.
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Syntax
odmdelete Ed ObjectClass | I Criteria ]

Description

The odmdelete command, given the object class to delete from and the search criteria, deletes all objects
that meet those criteria.

Flags
-0 ObjectClass Specifies the object class to delete from.
-q Criteria Specifies the criteria used to select objects from the object class. For information

on qualifying criteria, see !Understanding ODM Ohject Searches’l in AIX 5L
Version 5.1 General Programming Concepts: Writing and Debugging Programs. If
no criteria are specified (no -q flag), then all objects are deleted.

Related Information
Qbject Data Manager (ODM) Qverview for Pragrammerd in AIX 5L Version 5.1 General Programming

Concepts: Writing and Debugging Programs.

Object Data Manager (ODM) Overview in AIX 5L Version 5.1 General Programming Concepts: Writing and
Debugging Programs.

The m subroutine.
Understanding ODM Qbject Classes and Ohjectd in AIX 5L Version 5.1 General Programming Concepts:

Writing and Debugging Programs.

List of ODM Commands and Subroutined in AIX 5L Version 5.1 General Programming Concepts: Writing
and Debugging Programs.

odmdrop Command

Purpose
Removes an object class.

Syntax
odmdrop Ed ClassName

Description

The odmdrop command removes an entire object class and all of its objects. No checking is done to see
if other object classes are linked to this one.

Flags

-0 ClassName Specifies the object class to remove.

Example

Assuming that an object class named MyObjectClass exists, the following command removes the object
class:

odmdrop -o MyObjectClass
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Related Information
Dbject Data Manager (ODM) Overview for Programmers in AIX 5L Version 5.1 General Programming

Concepts: Writing and Debugging Programs.

Object Data Manager (ODM) Overview in AIX 5L Version 5.1 General Programming Concepts: Writing and
Debugging Programs.

The m subroutine.
Understanding QDM Qbject Classes and Qhjectd in AIX 5L Version 5.1 General Programming Concepts:

Writing and Debugging Programs.

List of QDM Commands and Subroutines in AIX 5L Version 5.1 General Programming Concepts: Writing
and Debugging Programs.

odmget Command

Purpose
Retrieves objects from the specified object classes into an odmadd input file.

Syntax
odmget [ IH Criteria | ObjectClass ...

Description

The odmget command takes as input a search criteria and a list of object classes, retrieves the selected
objects from the specified object classes, and writes an ASCII odmadd input file to standard output.

Flags

-q Criteria Specifies the search criteria used to select objects from the object class or classes. For
information on search criteria, see [lnderstanding QDM Ohject Searches'l in AIX 5L Version
5.1 General Programming Concepts: Writing and Debugging Programs. If no criteria are
specified (no -q flag), all objects in the object class or classes are retrieved.

Example

The following odmget command retrieves objects from an existing object class called
Supporting_Cast_Ratings that has an Others descriptor equal to the string 'Fairy Godmother’:

odmget -q"Others='Fairy Godmother'" Supporting_Cast_Ratings

See the bdmadd command or QDM Example Code and Qutput| in AIX 5L Version 5.1 General

Programming Concepts: Writing and Debugging Programs for an example of an ASCII odmadd input file.

Related Information
The m command.

Qbject Data Manager (ODM) Querview for Programmerd in AIX 5L Version 5.1 General Programming

Concepts: Writing and Debugging Programs.

Understanding QDM Qbject Classes and Qhjectd in AIX 5L Version 5.1 General Programming Concepts:

Writing and Debugging Programs.

Alphabetical Listing of Commands 205


../../aixprggd/genprogc/odm.htm#HDRA29F038E
../../libs/basetrf1/odm_rm_class.htm#HDRA2659128F
../../aixprggd/genprogc/odm.htm#HDRNR61390PRIO
../../aixprggd/genprogc/odm_cmds_subrs.htm#HDRA98C1235
../../aixprggd/genprogc/odm.htm#HDRA16891F3E
../../aixprggd/genprogc/odm_ie_code_output.htm#HDRA29F04AB
../../aixprggd/genprogc/odm.htm#HDRA29F038E
../../aixprggd/genprogc/odm.htm#HDRNR61390PRIO

ODM Example Code and Qutputl in AIX 5L Version 5.1 General Programming Concepts: Writing and
Debugging Programs.

List of ODM Commands and Subroutines in AIX 5L Version 5.1 General Programming Concepts: Writing
and Debugging Programs.

odmshow Command

Purpose
Displays an object class definition on the screen.

Syntax

odmshow ObjectClass

Description

The odmshow command takes as input an object class name (ObjectClass) and displays the class
description on the screen. The class description is in the format taken as input to the odmcreate
command.

Example

Assuming that an object class named MyObjectClass exists, the following command displays the
description of MyObjectClass on the screen:

odmshow MyObjectClass

Also, see the bdmcreatd command or FODM Fxample Cade and Output in AIX 5L Version 5.1 General

Programming Concepts: Writing and Debugging Programs for an example of the output listing.

Related Information
Qbject Data Manager (ODM) Qverview for Pragrammerd in AIX 5L Version 5.1 General Programming

Concepts: Writing and Debugging Programs.
The bdmereatd command.

Understanding ODM Ohject Classes and Objectd in AIX 5L Version 5.1 General Programming Concepts:
Writing and Debugging Programs.

DDM Example Code and Qutpul in AIX 5L Version 5.1 General Programming Concepts: Writing and
Debugging Programs.

List of ODM Commands and Subroutines in AIX 5L Version 5.1 General Programming Concepts: Writing
and Debugging Programs.

on Command

Purpose
Executes commands on remote systems.

Syntax
lusr/bin/on [D ] [G 11 Ed ] Host Command [ Argument ... ]
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Description

The on command executes commands on other systems in an environment that is similar to the one
running the program. The on command passes the local environment variables to the remote machine,
thus preserving the current working directory. When using the on command, both users must have the
same user identification. Relative path names work only if they are within the current file system. Absolute
path names can cause problems since commands are issued at one machine and executed on another.

The standard input is connected to the standard input of the remote command. The standard output and
standard error from the remote command are sent to the corresponding files for the on command. The
root user cannot execute the on command.

Attention: When the working directory is remotely mounted over the Network File System (NFS), the
Ctrl-Z key sequence causes the window to hang.

Flags

-d Specifies debug mode. Displays status messages as work progresses.

-i Specifies interactive mode. Uses remote echoing and special character processing. This option is needed for
programs that expect to be talking to a terminal. All terminal modes and window size changes are increased.

-n Specifies no input. This option causes the remote program to get an end-of-file (EOF) message when it reads
from standard input. This flag is necessary when running commands in the background with job control.

Example

To execute the Is -al command on another machine and display the in-progress status messages on your
terminal, enter:

on Ed zorro 1s -al

In this example, the on command executes the Is command on a workstation named zorro.

Files
[etclexportd
[etclinetd conf

Lists the directories that the server can export.

Defines how the inetd daemon handles Internet service requests.

Related Information
The kexd daemon.

Network File System (NES) Querview for System Management in AIX 5L Version 5.1 System Management

Guide: Communications and Networks.

List of NES Commands.

oslevel Command

Purpose
Reports the latest installed maintenance level of the system.
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Syntax
oslevel [H Level | [d 1 Ed ]

Description

The oslevel command reports the level of the operating system using a subset of all filesets installed on
your system. These filesets include the Base Operating System (BOS), base devices, base printers, and
X11 2d.

The oslevel command also prints information about maintenance levels, including which filesets are not at
a specified maintenance level.

Flags
-l Level Lists filesets at levels earlier than maintenance level specified by the Level parameter.
-g Lists filesets at levels later than the current maintenance level.
-q Lists names of known maintenance levels that can be specified using the -l flag.
Examples
1. To determine the maintenance level of the system, enter:

oslevel

2. To determine the filesets that are below level 4.1.2.0, enter:

oslevel El4.1.2.0
3. To determine the filesets at levels later than the current maintenance level, enter:

oslevel IE

Files

/usr/bin/oslevel Contains the oslevel command.

Related Information
The Islpg command.

ospf_monitor Command

Purpose
Monitors the OSPF gateways.

Syntax

ospf_monitor mon_db_file

Description

The ospf_monitor command is used to query OSPF routers. The ospf_monitor command operates in
interactive mode. It allows the user to query the various OSPF routers to provide detailed information on
I/O statistics, error logs, link-state data bases, AS external data bases, the OSPF routing table, configured
OSPF interfaces, and OSPF neighbors.
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Specify the complete pathname of a database composed of records configuring destinations for
ospf_monitor remote commands with mon_db_file. Each destination record is a single-line entry which
lists the destination IP address, the destination hostname, and an OSPF authentication key (if
authentication is activated by the destination). Since authentication keys may be present in the destination
records, it is recommended that general access to this database be restricted.

Refer to RFC-1583 (OSPF Specification, version 2) for details about OSPF database and packet formats.

Commands

Upon entering interactive mode, ospf_monitor presents the ’[ # ] dest command params >’ prompt, at
which you can enter any of ospf_monitor’s interactive commands. Interactive commands can be
interrupted at any time with a keyboard interrupt.

Note: The command line length must be less than 200 characters.

Local Commands

? Displays all local commands and their functions.
?R Displays all remote commands and their functions.
d Displays all configured destinations. This command displays dest _index , the IP

address, and the hostname of all potential ospf_monitor command destinations
configured in mon_db_file.

h Displays the command history buffer showing the last 30 interactive commands.
X Exits the ospf_monitor program.

@ remote_command Sends remote_command to the same (previous) destination.

@dest_index remote_command Sends remote_command to configured destination dest_index.

F filename Sends all ospf_monitor output to filename.

S Sends all ospf_monitor output to stdout.
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Remote Commands

a area_id type Is_id adv_rtr Displays link state advertisement. Area_id is the OSPF area for which the query
is directed. adv_riris the router-id of the router which originated this link state
advertisement. Type specifies the type of advertisement to request and should be
specified as follows:

1 Request the router links advertisements. They describe the collected
states of the router’s interfaces. For this type of request, the Is_id field
should be set to the originating router’s Router ID.

2 Request the network links advertisements. They describe the set of
routers attached to the network. For this type of request, the Is_id field
should be set to the IP interface address of the network’s Designated
Router.

3 Request the summary link advertisements describing routes to networks.
They describe inter-area routes, and enable the condensing of routing
information at area borders. For this type of request, the /s_id field
should be set to the destination network’s IP address.

4 Request the summary link advertisements describing routes to AS
boundary routers. They describe inter-area routes, and enable the
condensing of routing information at area borders. For this type of
request, the Is_id field should be set to the Router ID of the described
AS boundary router.

5 Request the AS external link advertisements. They describe routes to
destinations external to the Autonomous System. For this type of
request, the Is_id field should be set to the destination network’s IP
address.

c Displays cumulative log. This log includes input/output statistics for monitor
request, hello, data base description, link-state request, link-state update, and
link-state ack packets. Area statistics are provided which describe the total
number of routing neighbors and number of active OSPF interfaces. Routing table
statistics are summarized and reported as the number of intra-area routes,
inter-area routes, and AS external data base entries.

e Displays cumulative errors. This log reports the various error conditions which can
occur between OSPF routing neighbors and shows the number of occurrences for
each.

h Displays the next hop list. This is a list of valid next hops mostly derived from the
SPF calculation.

| [ retrans ] Displays the link-state database (except for ASE’s). This table describes the
routers and networks making up the AS. If retrans is non-zero, the retransmit list
of neighbors held by this Isdb structure will be printed.

A [ retrans ] Displays the AS external data base entries. This table reports the advertising
router, forwarding address, age, length, sequence number, type, and metric for
each AS external route. If retrans is non-zero, the retransmit list of neighbors held
by this Isdb structure will be printed.
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o [ which ] Displays the OSPF routing table. This table reports the AS border routes, area
border routes, summary AS border routes, networks, summary networks and AS
external networks currently managed via OSPF. If which is omitted, all of the
above will be listed. If specified, the value of which (between 1 and 63) specifies
that only certain tables should be displayed. The appropriate value is determined
by adding up the values for the desired tables from the following list:

1 Routes to AS border routers in this area.

2 Routes to area border routers for this area.

4 Summary routes to AS border routers in other areas.
8 Routes to networks in this area.

16 Summary routes to networks in other areas.

32 AS routes to non-OSPF networks.

| Displays all interfaces. This report shows all interfaces configured for OSPF.
Information reported includes the area, interface IP address, interface type,
interface state, cost, priority, and the IP address of the DR and BDR for the

network.

N Displays all OSPF routing neighbors. Information reported includes the area, local
interface address, router ID, neighbor IP address, state, and mode.

\ Displays Gated version information.

Related Information
The m Daemon.

pac Command

Purpose
Prepares printer/plotter accounting records.

Syntax
lusr/sbin/pac [ Ed 1[ Emd ][ EdPrice |[ EBPrinter 1[ EdFile 11 B 1[ Ed ][ Name ... ]

Description

The pac command prepares printer/plotter accounting records for each user of the selected printer or for
the users specified by the Name parameter. For printer choices, see the -P flag.

The unit of measure is the number of pages, with the exception of raster devices, for which feet of paper
is measured. Output is expressed both as the number of units used and the charge in dollars. For
information on the charge (price) per unit, see the -p flag.

The accounting file specified in the /etc/gconfig file and the file created to contain the summary
information must grant read and write permissions to the root user or printq group. The pac command

generates the summary file name by appending _sum to the path name specified by the acctfile =
clause in the /etc/qconfig file. For example, if the m file reads:

acctfile = /var/adm/1p0acct

The pac command expects the summary file to be named /var/adm/1p0acct_sum.

Flags

-C Sorts the output by price instead of alphabetically by user.
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-m Groups all the printing charges for a user, regardless of the host machine.

-pPrice Specifies the price, in dollars, charged per unit of output. By default, the system charges $0.02 per
unit.
-P Printer Specifies the printer for which accounting records are prepared. By default, the system selects the

printer named by the PRINTER environment variable or the default value Ip0.

Note: When the LPDEST environment variable is set, it takes precedence over the PRINTER
environment variable, which has an identical function. Any destination options issued from the
command line override both the LPDEST and PRINTER environment variables.

-qFile Specifies the queue configuration file. The default value is the /etc/qconfig file.

-r Reverses the sorting order, so that records are sorted alphabetically from z to a, or in descending
order by price.

-S Summarizes the accounting information in a summary file. This flag is needed for busy systems.

Examples

1. To produce printer/plotter accounting information for all users of the 1p0 printer, enter:
Jusr/sbin/pac

The command displays the number of printed pages and the charge, sorted by user. This example
assumes that there is no PRINTER environment variable.

2. To collect printer/plotter accounting records in a summary file, enter:

/usr/sbin/pac Ed

3. To produce printer/plotter accounting information for smith, jones, and greene from the 1p12 printer,
enter:

/usr/sbin/pac E]plz smith jones greene

Note: Do not place a space between a flag and its variable; for example, the -pPrice, -P Printer,

and -gFile.
Files
lusr/sbin/pac Contains the pac command.
letc/qconfig Specifies the path to the file.

Related Information

The command, command, or acctcon 2 command, hectmerd command,
kectprell, acetpre2, or accton command, kunaced command.

The lyconfid file.
Betting Up an Accounting Syster in AIX 5L Version 5.1 System Management Guide: Operating System

and Devices.

Bccounting Querviewl in AIX 5L Version 5.1 System Management Guide: Operating System and Devices.

pack Command

Purpose
Compresses files.
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Syntax
pack [ H 1[ B 1Fie ..

Description

The pack command stores the file specified by the File parameter in a compressed form. The input file is
replaced by a packed file with the same name and the suffix .z appended. The packed file maintains the
same access modes, access and modification dates, and owner as the original file. The input file name
can contain no more than 253 bytes to allow space for the added .z suffix. If the pack command is
successful, the original file is removed. Packed files can be restored to their original form using the

or E commands.

If the pack command cannot create a smaller file, it stops processing and reports that it is unable to save
space. (A failure to save space generally happens with small files or files with uniform character
distribution.) The amount of space saved depends on the size of the input file and the character frequency
distribution. Because a decoding tree forms the first part of each .z file, you do not save space with files
smaller than three blocks. Typically, text files are reduced 25 to 40 percent.

Note: The pack command’s algorithm uses Huffman encoding to compress files. This algorithm has
fundamental limitations. Consequently, the pack command can only consistently compress files under
8MB. To consistently compress files larger than 8MB, use the m command.

The exit value of the pack command is the number of files that it could not pack. The pack command
does not pack under any of the following conditions:

* The file is already packed.

* The input file name has more than 253 bytes.
* The file has links.

* The file is a directory.

* The file cannot be opened.

* No storage blocks are saved by packing.

» Afile called File.z already exists.

* The .z file cannot be created.

* An I/O error occurred during processing.

Flags

-f Forces packing of the file specified by the File parameter. This is useful for packing an entire directory, even if
some of the files will not benefit.

Parameters

File Specifies the file to be packed.

- Displays statistics about the file specified by the File parameter. The statistics are calculated from a Huffman
minimum redundancy code tree built on a byte-by-byte basis. Additional occurrences of the - (minus sign)
parameter on the command line toggles this function for the next specified file. See example 2.

Exit Status

This command returns the following exit values:

0 Specifies that the file was successfully packed.
>0 Specifies that an error occurred.
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Examples

1. To compress the files named chapl and chap2 and display the revised file names, enter:
pack chapl chap2

The compressed versions are renamed chapl.z and chap2.z. The pack command displays the percent
decrease in size for each file compressed.

2. To display statistics about the amount of compression done, enter:
pack a chapl g chap?2
This compresses the files named chapl and chap2 and displays statistics about the file named chapl,

but not about the file named chap2. The first - (minus sign) parameter turns on the statistic display, and
the second - parameter turns it off.

Files

lusr/bin/pack Contains the pack command.

Related Information
The kal command, m command, m command.

Eiles Querviewl in AIX 5L Version 5.1 System User’s Guide: Operating System and Devices.

lnput and Quiput Redirection Querviewl in AIX 5L Version 5.1 System User’'s Guide: Operating System and

Devices.

packf Command

Purpose
Compresses the contents of a folder into a file.

Syntax
packf [ [Folder | [ Messaged | [ Hild File |

Description

The packf command compresses the messages in a folder into a specified file. By default, the packf
command compresses messages from the current folder and places them in the msgbox file. If the file
does not exist, the system prompts you for permission to create it. Each message in the file is separated
with four Ctrl-A characters and a new-line character.

Note: You can use the inc command to unpack compressed messages.

Flags

-file File Specifies the file in which to put compressed messages. The default is the ./msgbox file. If the
file exists, the packf command appends the messages to the end of the file. Otherwise, the
system prompts you for permission to create the file.

+Folder Identifies the folder containing the messages you want to pack.

-help Lists the command syntax, available switches (toggles), and version information.

Note: For Message Handler (MH), the name of this flag must be fully spelled out.
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Messages Specifies what messages to pack. The Messages parameter can specify several messages, a
range of messages, or a single message. If several messages are specified, the first message
packed becomes the current message. Use the following references to specify messages:

Number
Number of the message. When specifying several messages, separate each number
with a comma. When specifying a range, separate the first and last numbers in the
range with a hyphen.

Sequence
A group of messages specified by the user. Recognized values include:

all All the messages in the folder. This is the default.

cur or . (period)
Current message.

first First message in a folder.
last Last message in a folder.
next Message immediately after the current message.

prev Message immediately before the current message.

Profile Entries
The following entries are entered in the UserMhDirectoryl.mh_profile file:

Current-Folder: Sets your default current folder.

Msg-Protect: Sets the protection level for your new message files.
Path: Specifies the user's MH directory.

Examples

1. To pack all the messages in the current folder and place the resulting text in the schedule file, enter:
packf Efild schedule

The system responds with a message similar to the following:

Create file "/home/mary/schedule"?

Enter y to create the file.
2. To pack the range of messages from 3 to 7 from the test folder into an existing msgbox file, enter:

packf Htest 3-7

The system responds with the shell prompt when the command is complete.
3. To pack the current, first, and last message in the inbox folder into an existing msgbox file, enter:
packf cur first last

Files
$HOME/.mh_profile Specifies the MH user profile.
lusr/bin/packf Contains the packf command.
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Related Information
The ind command.

The [mh_aliad file format, m file format.

Mail Querviewl in AIX 5L Version 5.1 System User’s Guide: Communications and Networks.

pagesize Command

Purpose
Displays the system page size.

Syntax

pagesize

Description

The pagesize command prints the size, in bytes, of a page of memory, as returned by the getpagesize
subroutine. Provided for system compatibility, this command is useful when constructing portable shell
scripts.

Example
To obtain the size system page, enter:
pagesize

The system returns the number of bytes, such as 4096.

Files

lusr/bin/pagesize Contains the pagesize command.

Related Information
The lgetpagesizd subroutine.

panel20 Command

Purpose
Diagnoses activity between an HIA and the 5080 Control Unit.

Syntax
panel20 [ HIAO | HIA1 | HIA2 |

Description

Use the panel20 command as a diagnostic tool to determine whether the Host Interface Adapter (HIA) is
correctly installed and communicating with the 5088 Graphics Channel Control Unit (GCCU).

The panel20 command displays a diagnostic screen with the following columns: Device Name,
Channel Address, Link Address, Link Status, Po11 Counter, SNRM Counter.
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If the HIA is correctly installed and the host operating system is correctly configured to support 3270
devices on the 5088, the entries in the Set Normal Response Mode (SNRM Counter) column will be
increasing. If the entries in SNRM Counter are not increasing, refer to problem determination procedures for
the HIA and verify that the host operating system is correctly configured.

Examples
To start the panel20 command, enter:
panel20

By default, the panel20 command will monitor HIAO. To monitor HIA1 or HIA2, enter:
panel20 HIAl

OR
panel20 HIA2

passwd Command

Purpose
Changes a user’s password.

Syntax
passwd [ EH load_module 1] B | E ][ User]

Description

The passwd command sets and changes passwords for users. Use this command to change your own
password or another user’s password. You can also use the passwd command to change the full name
(gecos) associated with your login name and the shell you use as an interface to the operating system.

Depending on how the user is defined, the user's password can exist locally or remotely. Local passwords
exist in the /etc/security/passwd database. Remote passwords exist in the Network Information Service
(NIS) or Distributed Computing Environment (DCE) database.

To change your own password, enter the passwd command. The passwd command prompts the nonroot
user for the old password (if one exists) and then prompts for the new password twice. (The password
never appears on the screen.) If the two entries of the new password do not match, the passwd command
prompts for the new password again.

Note: The passwd command uses only the first eight characters of your password for local and NIS
passwords. Only 7-bit characters are supported in passwords. For this reason, National Language
Support (NLS) code points are not allowed in passwords.

To change another user’s password, enter the passwd command and the user’s login name (the User
parameter). Only the root user or a member of the security group is permitted to change the password for
another user. The passwd command prompts you for the old password of the user as well as the new
password. However, the passwd command does not prompt the root user for either the old user password
or the root password or enforce any password restrictions upon the root user.

The /etc/passwd file records your full name and the path name of the shell that you use. To change your
recorded name, enter the passwd -f command. To change your login shell, enter the passwd -s
command.

Construct locally defined passwords according to the password restrictions in the /etc/security/user
configuration file. This file contains the following restrictions:
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minalpha Specifies the minimum number of alphabetic characters.
minother Specifies the minimum number of other characters.
minlen Specifies the minimum number of characters.

Note: This value is determined by either the minalpha value plus the minother value or
the minlen value, whichever is greater.
mindiff Specifies the minimum number of characters in the new password that are not in the old
password.

Note: This restriction does not consider position. If the new password is abcd and the old
password is edch, the number of different characters is 1.

maxrepeats Specifies the maximum number of times a single character can be used in a password.

minage Specifies the minimum age at which a password can be changed. Passwords must be kept for
a minimum period. This value is measured in weeks.

maxage Specifies the maximum age of a password. A password must be changed after a specified
amount of time measured in weeks.

maxexpired Specifies the maximum number of weeks beyond the maxage value that a password can be
changed by the user.

histexpire Specifies the number of weeks that a user cannot reuse a password.

histsize Specifies the number of previous passwords that the user cannot reuse.

dictionlist Specifies the list of dictionary files checked when a password is changed.

pwdchecks Specifies the list of external password restriction methods invoked when a password is
changed.

If the root user adds the NOCHECK attribute to your flags entry in the /etc/security/passwd file, your
password does not need to meet these restrictions. Also, the root user can assign new passwords to other
users without following the password restrictions.

If the root user adds the ADMIN attribute to your flags entry or if the password field in the /etc/passwd file
contains an * (asterisk), only the root user can change your password. The root user also has the
exclusive privilege of changing your password if the password field in /etc/passwd contains an !
(exclamation point) and the password field in the /etc/security/passwd file contains an *.

If the root user changes your password, the ADMCHG attribute is automatically added to your flags entry
in the /etc/security/passwd file. In this case, you must change the password the next time you log in.

If the user’s registry value in the /etc/security/user file is either DCE or NIS, the password change can
only occur in the specified database.

Flags

-f Changes the user information accessed by the finger command. You can use this flag to provide your full
name in the /etc/passwd file.

-s Changes the login shell.

-R Specifies the loadable I&A module used to change a user’s password.
load_module

Security

Access Control: This program should be installed as part of the Trusted Computing Base with execute
access for all users. In addition, this program should run to the root user in order to get write
access to the password files.
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Files Accessed:

Mode File

r
rx
rx
rw
rw
r

letc/security/user
lust/lib/security/DCE
lust/lib/security/NIS
letc/passwd
letc/security/passwd
letc/security/login.cfg

Auditing Events:

Event Information
PASSWORD_Change user
Examples

1.

To change your password, type:
passwd

The passwd command prompts you for your old password, if it exists and you are not the root user.
After you enter the old password, the command prompts you twice for the new password.

2. To change your full name in the /etc/passwd file, type:
passwd [
The passwd command displays the name stored for your user ID. For example, for login name sam,
the passwd command could display this message:
sam's current gecos:
"Sam Smith"
Change (yes) or no)? >
If you enter a Y for yes, the passwd command prompts you for the new name. The passwd command
records the name you enter in the /etc/passwd file.
3. To use a different shell the next time you log in, type:
passwd - H
The passwd command lists the path names of the available shells and the shell you are currently
using. The command also displays a prompt:
Change (yes) or (no)? >
If you enter a Y for yes, the passwd command prompts you for the shell to use. The next time you log
in, the system provides the shell that you specify here.
Files
lusr/bin/passwd Contains the passwd command.
letc/passwd Contains user IDs, user names, home directories, login shell, and finger
information.
letc/security/passwd Contains encrypted passwords and security information.
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Related Information
The khfd command, EhsH command, lagid command, bhwdadm command, pwdck command.

The lgetpasd subroutine, hewpasd subroutine.

Becurity Administration in AIX 5L Version 5.1 System Management Guide: Operating System and Devices.
Trusted Computing Base Querviewl in AIX 5L Version 5.1 System Management Guide: Operating System

and Devices.

Bhells Querview in AIX 5L Version 5.1 System User’s Guide: Operating System and Devices to learn more
about the available shells.

paste Command

Purpose
Joins lines from one or more files.

Syntax
paste [ Ed 110 Ed List ] File1 ...

Description

The paste command reads input from the files specified on the command line. The command reads from
standard input if a - (minus sign) appears as a file name. The command concatenates the corresponding
lines of the given input files and writes the resulting lines to standard output.

By default, the paste command treats each file as a column and joins them horizontally with a tab
character (parallel merging). You can think of the paste command as the counterpart of the cat command
(which concatenates files vertically, that is, one file after another).

With the Ed flag, the paste command combines subsequent lines of the same input file (serial merging).
These lines are joined with the tab character by default.

Notes:
1. The paste command supports up to 2000 input files (