function can result in the need to reinstall Windows and perhaps
SCO Merge as well.

A patch for SCO Merge that will enable the fix_vnet function will
be available in the near future from the www.sco.com/support
website. '

Thank you for purchasing SCO OpenServer Release 5.0.6.
July 28, 2000
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warranties in this document.
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SCO OpenServer Release 5.0.6
Media/Documentation Kit - Cover Letter

Thank you for purchasing SCO OpenServer™ Release 5.0.6
product(s). Please read this cover letter thoroughly. There are
several important items that are not documented in the product
documentation. Also, be sure to visit our "Late News" page for the
most up-to-date information on system considerations.

http:/fosrSdoc.sco.com

USE OF THIS MEDIA/DOCUMENTATION KIT REQUIRES A
SEPARATE SCO OPENSERVER LICENSE CERTIFICATE
CONTAINING A SERIAL NUMBER AND ACTIVATION KEY,
AND/OR OPTIONAL SERVICES LICENSE CERTIFICATES.

Many of the products contained herein contain 60-day expiring
evaluation licenses as their default state, and some have 60-day
expiring evaluation licenses contained in a file on their respective
CD-ROMs. In addition to those products, you may use the
following serial number/activation keys as 60-day expiring
evaluation licenses:

» SCO OpenServer Enterprise System 5-User License
License Number: EVALG0ENT
License Code: cuzldwaw
License Data: d60;mcwrdbw

e SCO Symmetric Multiprocessing Software 2-CPU License

License Number: EVAL60SMP
License Code: mkpnrqwu



License Data: c¢1;d60;mfmy27k
s SCO Virtual Disk Manager

License Number: EVAL60VDM
License Code: evaldwnj
License Data:  b0000g7z;d60;mhshyes

»  SCO OpenServer Development System

License Number: EVAL60SDS
License Code: plfthiny
License Data:  d60;mg7%uye

Prior to installing SCO OpenServer Release 5.0.6, please
review the following list of considerations:

1. CERT advisories

We are investigating whether SCO OpenServer is vulnerable to the
following CERT Advisories. If it is determined that SCO
OpenServer is vulnerable, we will provide an SSE to address it:

CA-2000-11 - MIT Kerberos vulnerable to Denial-of-Service
attacks via several potential buffer overflow vulnerabilities in the
Kerberos authentication software.

We have determined that SCO OpenServer is vulnerable to the
following CERT, and are working on providing an SSE to
address this issue:

CA-99-14 - Six vulnerabilities in BIND. Although SCO
OpenServer is not vulnerable to the NXT bug (the most dangerous

of these vulnerabilities, which would allow an intruder to gain root
access), it is vulnerable to the other 5, which will allow intruders to
degrade the performance of your nameserver, possibly causing it to
crash.

When fixes to these issues are available they will be posted on
SCO's Security Home Page at:
http://www.sco.com/security

1I. Configuration and Startup Changes for TCP/IP
routed(ADMN) is no longer started by default on systems. You
will need to configure a routing daemon to start up, or add a default
route on your system if you:

¢ Defer network configuration during installation

»  Use the network configuration utility (netconfig

(ADMN)) to set up your network
~® Perform an upgrade installation

See "Configuration and Startup Changes for TCP/IP" in "Late
News" at http://osrSdoc.sco.com for more information.

III. SCO Merge Upgrade Issue

Currently, it is not possible to upgrade existing Windows
installations from Winsock networking to the new support for
VNET (Network Neighborhood) networking. If it is desired to use
VNET networking with existing SCO® Merge™ and Windows®
accounts, the accounts' user data files should be backed up and
Windows reinstalled with the VNET option selected at installation
time. Please refer to the SCO Merge documentation for
instructions on installing Windows under SCO Merge.

Do not use the fix_vnet function in SCO Merge. Use of this



